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HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM VULN-20220125.2 | 25 sHBaps 2022 .

YBEAOM/IEHUE Ob YA3BMMOCTU

Beb-caiiT: cert.gov.ru YposeHb onacHocTv: KPUTUYECKIIA

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

BbinonHeHWe npon3sBoabHOro koaa B Zulip Server

NaeHTUOUKATOP YyA3BUMOCTH MITRE: CVE-2021-43799

CWE-94: HekoppekTHOe yrpaBneHne reHepmpoBaHmnem

NaeHTOMKaToOp NPOrpaMMHOM OLLINOKM
A ¢ P nporp Koza (BHeLpeHVe koja)

SkcnayaTaums  ya3BUMOCTM  MO3BOASIET  yAaNeHHOMY
3/10YMbILLNEHHVKY — BBIMOAHUTL  MPOM3BOMbHLIA  KOA B
OnucaHue ysi3B1MMOCTM LeneBoi cucteMe MoCpPeAcTBOM OTMpaBkM CrelmansHO
chOPMMPOBAHHOrO 3aMpoca. YS3BMMOCTb 0byC10BNeHa
HeKopPeKTHOW MPOBEPKOV BXOAHbBIX AaHHbIX.

Kateropus yAa3sB1Moro npoaykra MpuknagHoe NporpaMmHoe obecnedeHme
YA3BUMbIV MPOAYKT Zulip Server: go 4.8

PekomeHaaLmm Mo yCTPaHEeH IO OBHOBUTL MPOrpamMMHoe obecrneyeHue
[laTa BbigBNEHNA 25 aHBapg 2022 r.

[aTta obHoBNEHVS 25 anBapsa 2022 .

Ouerka KpUTUYHOCTK yassmmocTi (CVSSV3.1) 9.8 AVIN/ACL/PR:N/UEN/S:U/C:H/I:H/A:H
BexTop ataku (AV) Ceteoin (N)

CNnoxHOCTb aKkcnyaTaumn yassmocTi (AC) Hwnskaga (L)

Heobxoanmblin ypoBeHb npusuneruii (PR) OtcyTctayeT (N)

HeobxoAMMOCTb B3aUMOAENCTBIA C

nonb3osatenem (Ul) Orcyrcrayet (N)

MacwTtab nocneacTBA SKCMayaTaLmm

H
yA3BUMOCTH (S) e n3meHgetca (U)

BausHue Ha koHouAeHUMansHOCTb (C) Bbicokoe (H)

BangHme Ha LenocTHOCTb (1) Bbicokoe (H)




BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hanvune cpeacTB yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIN 06
YA3BMOCTH

Bbicokoe (H)

Hannune He noAarBepXaeHo

OduumansHoe pelleHue

CBeeHNst MoATBEPXAEHbI

CCbINKM Ha UCTOYHKIKIA

https://www.cybersecurity-help.cz/vdb/SB2022012511

http://github.com/zulip/zulip/releases/tag/4.9



https://www.cybersecurity-help.cz/vdb/SB2022012511
http://github.com/zulip/zulip/releases/tag/4.9

