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YpoBeHb onacHocT: BbICOKIAM

Hannume obHoBneHuna: ECTb

BbinonHeHve npon3soabHOro koaa B MySQL Workbench

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2021-3634

CWE-119: BeinonHeHve onepayni 3a npegenamm byodepa
namaTn

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  yAaneHHOoMy
3/10YMbILLNEHHVKY — BBIMOAHUTL  MPOM3BOMbHLIA  KOA B
LeneBoi cucteMe MoCpPeAcTBOM OTMpaBkM CrelmansHO
COOPMMPOBAHHbBIX  AaHHbIX. YS3BMMOCTb  06yCi0BNEHa
OLLUNBKOW rpaHnL, MamaTy.

MpviknagHoe nporpaMmmHoe obecneveHve

YA3BUMbIV MPOAYKT

MySQL Workbench: o 8.0.27

PekomeHaauum nNo ycTpaHeHuo

O6HOBWTL MPOrpamMmmHoe obecrneyeHue

[laTta BbIgBNeHNA

19 aHBaps 2022 T.

[lata obHOBNEHMS

19 aHBaps 2022 1.

OueHka KpUTUYHOCTK yassmmocTn (CVSSv3.1)
BexTop ataku (AV)

CNnoxHOCTb aKkcnyaTaumn yassmocTi (AC)
HeobxoanMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
rnonb3oBatenem (Ul)

MacwTtab nocneACTBUIA 3KCMyaTaUnm
yA3BMMOCTH (S)

BausHue Ha koHouAeHUMansHOCTb (C)

BangHme Ha LenocTHOCTb (1)

8.1 AV:N/AC:H/PR:N/UI:N/S:U/C:H/1:H/AH
Ceteoin (N)
Bbicokaa (H)

OtcyTctayeT (N)

OtcyTcTayeT (N)

He namensetcs (U)

Bbicokoe (H)

Bbicokoe (H)




BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
3KCnNyaTaumn

Hanvune cpeacTB yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIN 06
YA3BMOCTH

Bbicokoe (H)

Hannune He noAarBepXaeHo

OduumansHoe pelleHue

CBeeHNst MoATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

https://www.cybersecurity-help.cz/vdb/SB2022011903
http://www.oracle.com/security-
alerts/cpujan2022.html?62416
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