HKLKW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM

Beb-caiiT: cert.gov.ru
E-mail: threats@cert.gov.ru

YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20220114.15 | 14 aHBaps 2022 .
YpoBeHb onacHocT: BbICOKIAM

Hannume obHoBneHuna: ECTb

Otka3 B obcnyxmBaHmm B Juniper Junos OS and Junos OS Evolved 12cpd

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnncaHne ya3B1nMocCTu

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2022-22172

CWE-401: HekoppeKTHOe 0CBODOXAEHWE MaMATU A0
yAaneHusa nocaeAHern CCblikn (yTeyka namaTi)

SKCnayaTauma  ya3BYMOCTM  MO3BOSIAET  YAaNeHHOMY
3MI0YMbILUNIEHHVKY  BbI3BaTb  0OTKa3 B 0OCAyXMBaHUMK
LeNeBo CUCTeMbl MOCPEACTBOM OTMPaBKkM CreunanbHo
CO3flaHHbIX  LLDP-nakeToB. YA3BMMOCTb  0OYC/N0BNEHA
YTEeUKOW NaMaTn.

TenekoMMyHVKauMoHHOe 06opyAoBaHme

YS3BUMbIV MPOAYKT

Juniper Junos OS: go 21.3R1
Junos OS Evolved: go 21.3R1-EVO

PekomeHaauum nNo ycTpaHeHuo

O6HOBWTL MPOrpamMmmHoe obecrneyeHue

[laTta BbIgBNeHNA

12 aHBaps 2022 .

[laTa obHoBNEHNS

12 aHBaps 2022 .

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTb 3KCMIyaTaunm yassmmoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3anMOAENCTBUS C
rnonb3oBatenem (Ul)

MacwTtab nocneACTBUIA 3KCMyaTaUmm
yA3BMMOCTH (S)

BausHue Ha koHouAeHUMansHOCTb (C)

7.5 AV:N/AC:L/PR:N/ULN/S:U/C:N/EEN/AH
Ceteonn (N)
Hiskas (L)

OtcyTctayeT (N)

OtcyTcrayeT (N)

He namensgetcs (U)

OtcyTcrayeT (N)




BavsgHme Ha LenocTtHoCTb (1)
BaviaHmne Ha JOCTYNHOCTL (A)

CTteneHb 3PeNoCT AOCTYNMHbIX CpedcTB
SKCMayatTaunmn

Hannuve cpeacTB yCTpaHeHN s
YS13B1MOCTM

[10CTOBEPHOCTL CBeAeHUIA 06
YS13B1MOCTM

CCbINIKM Ha UCTOYHWIKIA

OTcyTctayeT (N)

Bbicokoe (H)

Hannune He noArBepXaeHo

OduumansHoe peleHue

CBefieHWs NOATBEPXAEHbI

https://www.cybersecurity-help.cz/vdb/SB2022011230
http://kb.juniper.net/InfoCenter/index?page=content&id=|S
A11278&cat=SIRT 1&actp=LIST
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