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HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM VULN-20211217.47 | 17 pexabpsi 2021 r.

YpoBeHb onacHocT: BbICOKIM

YBEAOM/IEHUE Ob YA3BUMOCTAX

Beb-caWiT: cert.gov.ru
E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

MHOXeCTBeHHble ys3BMMOoCTM B Mozilla Firefox

KaTeropusa yassmmoro npoaykra MprknagHoe NporpaMmMHoe obecneyeHne
YA3BUMbI MPOAYKT Mozilla Firefox: no 94.0.2
[laTa BbIgBNeHnA 7 fekabps 2021 1.
[lata obHOBNEeHMS 7 nekabps 2021 1.
basoBbili
NaeHTUdUKaTOp
JABUMOCTI OnncaHve ya3B1UMOoCTY YPOBEHb
CVSS
SkcnnyaTaums ya3BUMOCTU MO3BOAAET YAaNeHHOMY 3N10YMbILLAEHHMKY BbIMOAHUTE MPOW3BONbHbLIM KOA B
LleneBol cucTeme MOCPeACTBOM OTKPbITVA MOb30BaTeNeM CneunanbHO CO34aHHOM BPeAOHOCHOM BeO-CTPaHNLbI.
YA3BMMOCTb 06YC/OB/IEHA OLIMOKOW NCMONb30BaHWA NOC/e OCBOOOXAEHUS.
He onpesdenen CVSSV3.0:  AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C 8.8
CWE-416: icnonb3oBaHMe nocie 0CBOOOXAEH A
PekomeHAaLMM MO YCTPaHeHNo: 06HOBWTL MporpaMMHoe obecneyeHie




MITRE:
CVE-2021-43537

SKCnyaTaums ya3BMMOCTY MO3BOAAET YAANEHHOMY 3M10YMbILLNEHHVIKY BBINOAHWUTL MPOV3BOAbHbLIA KO B
LleneBoV cucTemMe NOCPeAcTBOM OTKPbITUA MOb30BaTeeM CneumanbHO CO3aHHON BpeJOHOCHOM BEH-CTPaHMLbI.
YA3BMMOCTb 00YC/I0BNEHa HEKOPPEKTHBIM MPeobpasoBaHnem T1na.

CVSSV3.0: AVIN/ACL/PR:IN/ULR/S:U/C:H/IH/AH/E:U/RL:O/RC:C
CWE-704: HekoppeKkTHOe NpeobpaszoBaHme i NpUBeLEHE TUMOB

PekomeHZaLMV Mo YCTpaHeHno: 0bHOBWTL NporpaMMHoe obecrnedeHye

8.8

MITRE:
CVE-2021-43539

Skcnayataums ys3BMMOCTM MO3BOAAET YAaNeHHOMY 3/10YMbILLAEHHKY BbIMOAHNTL MPOU3BO/bHBIV KOZ B
LieneBov CUcTeMe NoCpeacTBOM OTKPLITUA MOb30BaTeeM CneunanbHO CO3aHHON BpeoHOCHOM Be6-CTpaHuLb.
Y$3BMMOCTb 06YC/I0BEHA OLLMOKOW 1NCMONb30BaHKs Moc/1e 0CBOHOOXAEHUS.

CVSSV3.0: AVIN/AC.L/PR:N/ULR/S:U/C:H/IH/AH/E:U/RL:O/RC.C
CWE-416: icnonb3oBaHMe nocie 0CBOOOXAEH WA

PekomeHZaLMV Mo YCTpaHeHno: 06HOBWTL NporpaMmMHoe obecrnedeHyie

3.8

He onpepseneH

SKCMyaTaumsg YA3BUMOCTI MO3BOMAET YAANEHHOMY 3/10YMbILUNEHHVIKY BbIMNOAHUTL MPOU3BOJIbHBIA KOJ B
Lles1eBO c1cTemMe MoCpeCcTBOM OTKPLITVA MOAb30BaTeIeM CreLmansHO Co34aHHOV BPeLOHOCHOW BEO-CTPaHMLbI.
YA3BNMOCTb 00YCNI0BIEHA OLLMOKOW rPaHuULL, MamMsaTw.

CVSSV3.0: AVIN/AC:L/PR:IN/ULR/S:U/C:H/IH/AH/E:U/RL:O/RC:.C
CWE-119: BelnonHeHve onepaunii 3a npegenamn dybepa namatu

PekomeHaaLMM Mo YCTPaHEeHWMKO! 0OHOBUTL nporpaMmHoe obecneveHne

8.8

CCbIIKM Ha
NCTOYHWIKM

https://www.cybersecurity-help.cz/vdb/SB2021120711
http://www.mozilla.org/en-US/security/advisories/mfsa2021-53/
http://www.mozilla.org/en-US/security/advisories/mfsa2021-52/



https://www.cybersecurity-help.cz/vdb/SB2021120711
http://www.mozilla.org/en-US/security/advisories/mfsa2021-53/
http://www.mozilla.org/en-US/security/advisories/mfsa2021-52/

