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YBEAOM/IEHUE Ob YA3BMMOCTU

Beb-caiT: cert.gov.ru YpoBeHb onacHocTv: KPUTUYECKMIA

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMS: ECTh

BbinonHeHve npon3BoibHOro koga B Microsoft Office app

NaeHTUOUKATOP YyA3BUMOCTH MITRE: CVE-2021-43905

CWE-94: HekoppekTHOe yrpasneHne reHepmpoBaHmnem

NaeHTOMKaToOp NPOrpaMMHOM OLLINOKM
A ¢ P nporp Koza (BHeLpeHVe koja)

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  YAaNeHHOMY
3/10YMbILLNEHHVKY — BBIMOAHUTL  MPOM3BOMbHLIA  KOA B
OnucaHwue ys3B1MMOCTA LeneBoi cucteMe MOCPEACTBOM OTMpaBkM CrneumansHo
chOPMMPOBAHHOrO 3aMpoca. Ys3BMMOCTb 06yC10BNEHa
HeKopPeKTHOW MPOBEPKOV BXOAHbBIX AaHHbIX.

KaTeropus ysa3smMMOro npoaykra OnepauroHHble cnctembl Microsoft 1 nx KOMMOHeHTbI
YA3BMMbIV MPOAYKT Office app: BCe Bepcum

PekomeHaauum nNo ycTpaHeHuo O6HOBWTL MPOrpaMMHoe obecneyeHne

[laTta BbIgBNeHNA 14 pexabpa 2021 .

[lata obHOBNEHMS 14 nexkabpa 2021 .

OueHka KpUTUYHOCTK yassmmocT (CVSSV3.1) 9.6 AVIN/ACL/PR:N/ULR/S:C/C:H/I:H/AH
BexTop ataku (AV) Ceteoin (N)

CNnoxHOCTb aKkcnyaTaumn yassmocTi (AC) Hwnskaga (L)

Heobxoanmblin ypoBeHb npusuneruii (PR) OtcytcTayeT (N)

HeobxoAMMOCTb B3aUMOAENCTBIA C

nonb3osatenem (UI) Tpebyetca (R)

MacwTab nocneacTBUA SKCMayaTaLmm

YA3BUMOCTY (S) M3meHseTca (C)

BausHue Ha koHouAeHUMansHOCTb (C) Bbicokoe (H)

BangHme Ha LenocTHOCTb (1) Bbicokoe (H)




BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMNHbIX CPEACTB
3KCnNyaTaumn

Hanvune cpeacTB yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIN 06
YA3BMOCTH

Bbicokoe (H)

Hannune He noArBepXaeHo

OduumansHoe pelleHue

CBeeHNst MoATBEPXAEHbI

CCbINIKM Ha UCTOYHWIKIA

https://www.cybersecurity-help.cz/vdb/SB2021121474

http://portal.msrc.microsoft.com/en-US/security-

guidance/advisory/CVE-2021-43905
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