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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

BeinonHeHwe npon3sonbHOro koaa B Microsoft Office Graphics

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnvcaHne ya381MMOCTY

KaTeropus ya3BMMOro npoaykTa

MITRE: CVE-2021-43875

CWE-94: HekoppekTHOe yrpasneHne reHepmpoBaHmnem
Koza (BHeLpeHVe koja)

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  YAaNeHHOMY
3/10YMbILLNEHHVKY — BBIMOAHUTL  MPOM3BOMbHLIA  KOA B
LeneBoil cucTeme MocpeacTBOM — OTMPAaBKWU CrheumansHO
chOPMMPOBAHHOIO 3aMpoca. Ys3BMMOCTb 0OyC10BNEHa
HeKopPeKTHOW MPOBEPKOV BXOAHbBIX AaHHbIX.

OﬂepaLLVIOHHbIe cnctemMbl Microsoft 1 nx KOMNoOHEeHTI

YS3BUMbIV MPOAYKT

Microsoft Office: 2019, 2019 for Mac

Microsoft Office LTSC 2021: 32 bit editions, 64 bit editions,
2021 for Mac

Microsoft 365 Apps for Enterprise: 32-bit Systems, 64-bit
Systems

PekomeHaauum nNo ycTpaHeHuo

O6HOBWTL MPOrpamMmmHoe obecrneyeHue

[laTta BbIgBNeHNA

14 pexabpa 2021 .

[lata obHOoBNEHMS

14 nekabpa 2021 1.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BekTop aTakn (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
HeobxoanMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
rnonb3oBaTenem (Ul)

MacwTab nocneacTBUA SKCMayaTaLmn

8.8 AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
CeteBow (N)

Huskaga (L)

OtcyTctayeT (N)

TpeobyeTca (R)

He namensgetcs (U)




YA3BMMOCTH (S)

BnvaHmne Ha KoHGUaeHUansHoOCTs (C)
BavsHme Ha LenocTtHOCTb (1)

BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnNyaTaumn

Hannune cpeacTs yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIA 06
YA3BMMOCTH

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He noArBepXaeHo

OduumansHoe peleHue

CBeieHNst MoATBEPXAEHbI

CCbIIKM Ha UCTOYHKKN

https://www.cybersecurity-help.cz/vdb/SB2021121452
http://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2021-43875
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