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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

OTka3 B ob6cnyxmBaHnm B Juniper Networks Junos OS

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2021-31376
CWE-20: HekoppekTHag rnpoBepka BXOAHbIX AaHHbIX

SKCnayaTauma  ya3BYMOCTUM  MO3BOSIAET  YAaNeHHOMY
3/I0YMBILUNEHHNKY  BbI3BaTb  0OTKa3 B OOC/YXMBaHNN
LeneBo CUCTeMbl MOCPEACTBOM OTMpPaBkM CreunanbHO
Co3fiaHHbIXx DHCPV6-MakeToB. Y43BMMOCTL 00YC/10B/EHA
HEKOPPEKTHOW NMPOBEPKOM BXOAHbBIX AaHHBIX.

Kateropus ya3srnmoro npoaykra

TenekoMMyHMKaLMoHHOe 0b6opyLoBaHe

YA3BMMbIV MPOAYKT

ACX500, ACX1000, ACX1100, ACX2100, ACX2200, ACX4000,
ACX5048, ACX5096: 18.4 Bepcnn 18.4R3-S7 1 bonee
no3aHmnx Bepcuax Ao 18.4R3-S8.

PekomeHaauum nNo ycTpaHeHuo

O6HOBWTL MPOrpaMMHoe obecreveHne

[laTta BbIgBNeHNA

19 okta6ps 2021 1.

[laTa obHoBNEHNS

19 okta6ps 2021 1.

OueHka KpUTUYHOCTK yassmmocTi (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTb 3KCMIyaTaunm yassmmoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3anMOAENCTBUS C
rnonb3oBatenem (Ul)

MacwTtab nocneACTBUIA 3KCMyaTaUmm
yA3BMMOCTH (S)

BausHue Ha koHouAeHUMansHOCTb (C)

7.5 AV:N/AC:L/PR:N/ULN/S:U/C:N/EEN/AH
Ceteonn (N)
Hiskas (L)

OtcyTctayeT (N)

OtcyTcrayeT (N)

He namensgetcs (U)

OtcyTcrayeT (N)




BavsgHme Ha uenocTHOCTb (1)
BaviaHmne Ha JOCTYNHOCTL (A)

CTteneHb 3penocTn AOCTYIMHbIX CpeacTB
SKCMayaTaunm

Hannuve cpeacTB yCTpaHeHN s
YS13B1MOCTM

[10CTOBEPHOCTL CBeAeHUIA 06
YS13B1MOCTM

CCbINIKM Ha UCTOYHWIKIA

OTcyTctayeT (N)

Bbicokoe (H)

Hannune He noArBepXaeHo

OduumansHoe peleHue

CBefieHWs NOATBEPXAEHbI

https://nvd.nist.gov/vuln/detail/CVE-2021-31376
https://kb.juniper.net/|SA11241




