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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

Otka3 B obcnyxmsaHum B Cisco Adaptive Security Appliance (ASA) Software

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnucaHwne YA3BNMOCTU

MITRE: CVE-2021-34792

CWE-400: HekoHTponrpyemoe 1Crosib30BaHne pecypcoB
(ncYepnaHme pecypcos)

oKkcnayataums  ys[3BMMOCTW  MO3BOASET  yAaNeHHOMY
3M0YMbILNEHHNKY  BbI3BaTb  0OTKa3 B OOCAYXMBAHUN
LeneBor CUCTeMbl MOCPEACTBOM  CO34aHNS  HO/bLUOTO
KOMYeCTBa MOAKMHOYEHWI K YA3BMMOMY  YCTPOWCTBY.
YA3BMMOCTb 00YyCNOBNAEHa HEKOPPEKTHBIM YrpaBneHnem
pecypcamMmu  npw  paboTe  C  BbICOKOM  CKOPOCTbHD
NOAKTFOUEHNS,

Kateropus yassnmoro npoaykra

TenekoMMyHVIKaLVOHHOe 0bopyA0BaHme

YS3BUMbIV MPOAYKT

Cisco Adaptive Security Appliance (ASA) Software: 9.14,
9.14.1.10,9.14.1.15,9.14.1.19, 9.14.1.30, 9.14.2.8,
9.14.2.13,9.14.2.15,9.15.1.7,9.15.1.10,9.15.1.15, 9.16
Cisco Firepower Threat Defense (FTD): 6.6.0, 6.6.0.1, 6.6.1,
6.6.4,6.7.0,6.7.0.1,6.7.0.2,7.0.0

ASA 5500-X Series Firewalls: Bce Bepcuu

PekomeHaauUMK Mo YCTPpaHeHno

OBHOBWNTL MPOrpaMMHoOe obecrneyeHue

[laTa BbigBNeHusa

28 oktdopa 2021 1.

[lata obHoBNEHMS

28 oktdopa 2021 1.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BekTop aTakn (AV)
CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)

Heobxoanmblin ypoBeHb npusuneruii (PR)

7.5 AV:N/AC:L/PR:N/ULN/S:U/C:N/I:N/AH
CeteBow (N)
Huskaga (L)

OtcytcrayeT (N)




HeobxoanMOCTb B3aUMOAENCTBIUS C
rnonb3osatenem (Ul)

MacwTab nocneAcTBUMA 3KCrIyaTaumm
yA3BMMOCTH (S)

BauaHue Ha kKoHouAeHUansHoCTb (C)
BangHme Ha LenocTtHoCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnNyaTaumn

Hannune cpeacTs yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

OtcytcTayeT (N)

He namensgetcs (U)

OtcytcTayeT (N)
OtcytcTayeT (N)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

OduymansHoe pelleHye

CBeeHNst MoATBEPXAEHbI

CCbIIKM Ha UCTOYHKKN

https://www.cybersecurity-help.cz/vdb/SB2021102804
http://tools.cisco.com/security/center/content/CiscoSecurit
yAdvisory/cisco-sa-asa-ftd-dos-Unk689XY
http://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx79526
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