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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

HecaHKUMOHMpOBaHHbIN ocTyn B kKoMMyTaTopax Cisco Small Business Series

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnucaHne YA3BNMOCTU

KaTeropus ysa3BuMOro npoaykTa

YA3BUMbI MPOAYKT

MITRE: CVE-2021-34739

CWE-613: HekoppeKTHO HaCTpPOEeHHbI CPOK AeUCTBUA
ceccni

JKcnayataumd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
3N10yMbILWNEHHNKY  nonyunte  HCA K Beb-nHTepdeicy
yrnpasneHua  LeneBoro  yCTpoWCTBa — MOCPeACTBOM
nepexesara AeNCTBUTE/IbHBIX YYeTHbIN AaHHbBIX CeaHca.
Y43BMMOCTb  00YyCNOB/IeHa HEKOPPEKTHBIM — MCTeYeHnem
CPOKa AeVCTBUA YUeTHbIX JaHHbIX CeaHca.

TenekoMMyHVKauMoHHOe 06opyAoBaHme

Cisco 250 Series Smart Switches: Bce Bepcun

Cisco 350 Series Managed Switches: Bce Bepcuu

Cisco 350X Series Stackable Managed Switches: Bce Bepcum
Cisco 550X Series Stackable Managed Switches: Bce Bepcum
Business 250 Series Smart Switches: Bce Bepciu

Business 350 Series Managed Switches: Bce Bepcum

Cisco ESW2 Series Advanced Switches: Bce Bepcnu

Cisco Small Business 200 Series Smart Switches: Bce
BepCUm

Cisco Small Business 300 Series Managed Switches: Bce
BEpCUM

Cisco Small Business 500 Series Stackable Managed
Switches: Bce Bepcnn

PekomeHaauum No ycTpaHeHuo

O6HOBWTL MPOrpaMmMHoe obecrneyeHne

[laTa BbigBneHua

4 Hosbpa 2021 T.

[laTa obHoBNEeHNS

4 Hoa6ps 2021 T.

OueHKa KpUTUYHOCTK yassrmMocTn (CVSSV3.1)

8.1 AVIN/AC:H/PR:N/UEN/S:U/C:H/I:H/A:H




BexTop ataku (AV)
CNoXHOCTb 3KCryaTaumn yassmmocTti (AC)
Heobxoanmblin ypoBeHb npusuneruii (PR)

HeobxoaAnMOCTb B3aUMOAENCTBUS C
rnonb3osatenem (Ul)

MacwTab nocneAacTBUA 3KCrIyaTaumm
yA3BMMOCTH (S)

BauaHue Ha kKoHouAeHUansHoCTb (C)
BansgHme Ha UenocTHOCTb (1)
BaviaHme Ha JOCTYNMHOCTL (A)

CTeneHb 3PpenocTn AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hannune cpeacTs yCTpaHeH s
YS3BMMOCTY

[loCcToBEPHOCTL CBEAeHUIN 00
YA3BMMOCTU

CeteBoin (N)
Bbicokaa (H)

OtcyTcTayeT (N)

OtcytcrayeT (N)

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He noATBEpPXAEeHO

OduypansHoe pelleHre

CBeeHNst MoATBEPXAEHbI

CCbINKM Ha UCTOYHWIKIA

https://www.cybersecurity-help.cz/vdb/SB2021110416
http://tools.cisco.com/security/center/content/CiscoSecurit
vAdvisory/cisco-sa-smb-switches-tokens-UzwpR4e5
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