HKLUKW

HAUMOHANbHBI KOOPAUHALMOHHBI LIEHTP YBEAOMJTEHWE OB YASB/MOCTAX

MO KOMMBKOTEPHBIM MHUWMAEHTAM VULN-20210929.1 | 29 ceHTa6ps 2021 1.
Beb-caiT: cert.gov.ru YpoBeHb onacHocTv: KPUTUYECKIIA
E-mail: threats@cert.gov.ru Hamume oB6HoseHNs: ECTh

MHOXeCTBeHHbIe YA3BMMOCTK B F-Secure Internet Gatekeeper

KaTeropua yassBmmoro rnpoaykra MprknagHoe NporpaMMHoe obecneyeHne
YA3BUMbI MPOAYKT F-Secure Internet Gatekeeper: 5
[laTa BbiABNEHUS 29 ceHtdopa 2021 1.
[aTa obHoBNEHVSA 29 ceHTs0pA 2021 T.
BasoBbliin
NaeHTUdUKaTOp
3BMOCTU OnvcaHue ya381MMOCTY YPOBEHb
y CVSS
SKCnnyaTaums ya3BUMOCTU MO3BONAET YAANEHHOMY 3M10YMBILLNEHHVKY BbIMOMHUTE MPOW3BONbHLIN KOZ B
LlesIeBo cncteMe MocpeAcTBOM OTMPaBkM CrelmanbHO COOPMUPOBAHHOIO 3amnpoca. YA3BMMOCTb 00YC/I0B/IEeHa
HEeKOPPEKTHOM MPOBEPKOM BXOAHBIX IaHHbIX B BEO-1HTepdence.
MITRE:
CVE-2021-33601 CVSSV3.0: AV:IN/AC:L/PRIN/ULN/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
CWE-94: HekoppekTHOe yrnpasfeHue reHeprpoBaHmemM Koza (BHepeHue Koza)
PekomeHzaLmm Mo yCTPaHeHWHO: 0BHOBUTbL MPOrpaMMHOe obecreyeHne




MITRE:
CVE-2021-33600

Skcnayatayms ya3BUMOCT MO3BOASET YAANEHHOMY 3N10YMbILINEHHVKY BbI3BaTb 0TKa3 B 0OOCNYyXVBaHWN B
LleneBoi CcucTeme MOCPEACTBOM OTMPaBKM CMeLManbHO CHOPMMPOBaHHbBIX AaHHbBIX. YA3BUMOCTb OOYCI0BNEHA
HeKOpPeKTHOW MPOBEPKON BXOAHbBIX AAHHbIX.

CVSSV3.0: AVIN/AC:L/PR:N/UEN/S:U/C:N/IEN/AH/E:U/RL:O/RC:.C
CWE-20: HekoppekTHad rnpoBepka BXOAHbIX AaHHbIX

PekomeHZaLMV Mo YCTpaHeHno: 0bHOBWTL NporpaMMHoe obecrnedeHye

7.5

CcblkM Ha
NCTOYUYHUKM

https://www.cybersecurity-help.cz/vdb/SB2021092906
https://www.f-secure.com/en/business/support-and-downloads/security-advisories/cve-2021-33601
https://www.f-secure.com/en/business/programs/vulnerability-reward-program/hall-of-fame
https://www.f-secure.com/en/business/support-and-downloads/security-advisories/cve-2021-33600



https://www.cybersecurity-help.cz/vdb/SB2021092906
https://www.f-secure.com/en/business/support-and-downloads/security-advisories/cve-2021-33601
https://www.f-secure.com/en/business/programs/vulnerability-reward-program/hall-of-fame
https://www.f-secure.com/en/business/support-and-downloads/security-advisories/cve-2021-33600

