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Hannume obHoBneHna: ECTb

Otka3 B ob6cnyxmnanmm B Cisco 10S XE

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnucaHne YA3BNMOCTU

KaTeropus ysa3BuMOro npoaykTa

YA3BUMbIV MPOAYKT

MITRE: CVE-2021-1621

CWE-399: Ya3B1MOCTU, CBA3aHHbIe C yripaBaeHmnem
pecypcamu

SKCnyaTaumd yasBMOCTY MO3BOIAET 3/10YMbILLNEHHUKY U3
CMEXHOW CeTu BbI3BaTb 0TKa3 B OOCNYXVBaHWUN LeNeBoWn
cncTembl noCpeacTBOM OTMPaBKM cneymanbHo
COOPMMPOBaAHHbBIX  MakeToB  KaHalbHOro  YPOBHS.
YA3BMMOCTb  ODYC/IOBNE€Ha HEKOPPEKTHOW  0bpaboTKowM
BXOZALLX MAKeTOB.

TenekoMMyHVKauMoHHOe 06opyAoBaHme

1000 Integrated Services Routers (ISRs)

4000 Series ISRs

ASR 1000 Series Aggregation Services Routers
Cloud Services Router (CSR) 1000V Series
Integrated Services Virtual (ISRv) Routers

PekomeHaauum nNo ycTpaHeHuo

O6HOBWTL MPOrpamMmmHoe obecrneyeHue

[laTta BbIgBNeHNA

22 ceHTs6paA 2021 T.

[laTa obHoBNEHWS

22 ceHTs06pa 2021 T.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

7.4 AV:A/JACL/PR:IN/ULN/S:C/C:N/EEN/AH
CmexHaa ceTb (A)
Hinskas (L)

OtcyTctayeT (N)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHoraeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocT AOCTYMHbIX CpeacTB
SKCMayatTaymn

Hanuune cpeacTB yCTpaHeH s
YS3BMMOCTY

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

13menseTca (C)

OT1cyTcTayeT (N)
OtcytcTayeT (N)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs NOATBEPXAEHbI

CCbIIKM Ha UCTOYHKKN

https://tools.cisco.com/security/center/content/CiscoSecuri
tyAdvisory/cisco-sa-quewedge-69BsHUBW
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