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YBEAOM/IEHUE Ob YA3BMMOCTU

Beb-caiT: cert.gov.ru YpoBeHb onacHocTy: BbICOK

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

Otka3 B ob6cnyxmBaHnm B F5 BIG-IP

NaeHTUOUKATOP YyA3BUMOCTH MITRE: CVE-2021-23034
NaeHTndrKaTop NPOrpaMMHON OLIMOKY CWE-20: HekoppekTHag rnpoBepka BXOAHbIX AaHHbIX

JKCnayataumsd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
3/10YMbILNEHHNKY Bbl3BaTb OTKa3 B 0OC/IyXVBaHWM B
LieseBO C1ncTemMe MOCPeACcTBOM OTMpPaBkM CreumansHo
COOPMMPOBaHHbIX  aHHbBIX.  YA3BMMOCTb  00OYyC/10B/IEeHa
HEKOPPEKTHOW MPOBEPKOM BXOAHbBIX [JaHHbBIX B Cyxbe
Traffic Management Microkernel (TMM).

OnucaHwne YA3BNMOCTU

Kateropwus yAa3B1MOro npoaykra TenekoMMyHVKaLMOHHOe 060pyAoBaHme
YA3BMMbIV MPOAYKT BIG-IP: 15.1.0, 15.1.1,15.1.2, 15.1.3, 16.0.0, 16.0.1
PekomeHzaumm no ycTpaHeHno O6HOBWTL MPOrPaMMHOe obecneyeHne

[laTa BbigBNEHNA 27 asrycta 2021 .

[aTta obHoBNEHVS 27 aBrycta 2021 .

Ouerka KpUTUYHOCTK yassmmocTi (CVSSV3.1) 7.5 AVIN/ACL/PR:N/UEN/S:U/C:N/IN/A:H
BexTop ataku (AV) Ceteoin (N)

CNnoxHOCTb aKkcnyaTaumn yassmocTi (AC) Hwnskaga (L)

Heobxoanmblin ypoBeHb npusuneruii (PR) OtcytcTayeT (N)

HeobxoAMMOCTb B3aUMOAECTBIUA C

nonb3osatenem (Ul) Orcyrcrayet (N)

MacwTab nocneacTBUA SKCMayaTaLmm

H
yA3BUMOCTH (S) e n3meHgetca (U)

BausHue Ha koHouAeHUMansHOCTb (C) OtcytcrayeT (N)

BangHme Ha LenocTHOCTb (1) OT1cyTctByeT (N)




BaviaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMHbIX CPeACTB
aKCnyaTaumm

Hanvune cpeacTB yCTpaHeH s
YA3BMMOCTN

[locToBEPHOCTL CBEAeHUIN 06
YA3BMOCTH

Bbicokoe (H)

Hannune He noArBepXaeHo

OduumansHoe pelleHue

CBeeHNst MoATBEPXAEHbI

CCbINKM Ha UCTOYHKIKIA

https://www.cybersecurity-help.cz/vdb/SB2021082709

https://support.f5.com/csp/article/K30523121
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