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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

Ortkas B 06cnyxmBaHum B Cisco NX-OS

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2021-1587
CWE-20: HekoppekTHag rnpoBepka BXOAHbIX AaHHbIX

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  YAaneHHOMY
3/10YMbILUNEHHMKY BbI3BaTb OTKa3 B OOCAYXMBAHWN B
LeneBoi cucteMe MOCPeACcTBOM OTMpaBkM CreumansHO
cOOPMMPOBaHHbBIX 3amMpoCcoB. YA3BUMOCTb 0OYC/0BNEHa
HeKopPeKTHOW MPOBEPKOV BXOAHbBIX AAHHbIX.

Kateropus ya3snmoro npoaykra

TenekoMMyHMKaLMoHHOe 0b6opyLoBaHe

YS3BUMbIV MPOAYKT

Cisco Nexus 3000 Series Switches: Bce Bepcuu
Cisco Nexus 9000 Series Switches NX-OS Mode: Bce
BEPCUM

Cisco NX-OS: go v9.3(7a)

PekomeHaauUMK Mo YCTPpaHeHno

OB6HOBWNTL MPOrpaMMHOe obecrneyeHue

[laTa BbigBNeHud

26 asrycta 2021 .

[laTa obHoBNEHNS

26 aBrycta 2021 .

OueHKa KpUTUYHOCTK yas3BrmMocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoavMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3aUMOAENCTBUS C
nonb3osatenem (Ul)

MaclwTtab nocneAcTBUIA 3KCrIyaTaUmm
yA3BMMOCTH (S)

BrvsHue Ha koHouAeHUansHoCTh (C)

8.6 AV:N/AC:L/PR:N/ULN/S:C/C:N/I:N/A:H
Ceteonn (N)
Hinskas (L)

OtcyTcrayeT (N)

OtcyTcrayeT (N)

13meHsieTca (C)

OT1cyTctByeT (N)




BavsgHme Ha LenocTtHoCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocTn AOCTYIMHbIX CpeacTB
SKCMayatTaunmn

Hannuve cpeacTB yCTpaHeHN s
YS13B1MOCTM

[10CTOBEPHOCTL CBeAeHUIA 06
YS13B1MOCTM

CCbINIKM Ha UCTOYHWIKIA

OTcyTctayeT (N)

Bbicokoe (H)

Hannune He noArBepXaeHo

OduumansHoe peleHue

CBefieHWs NOATBEPXAEHbI

https://www.cybersecurity-help.cz/vdb/SB2021082613
https://tools.cisco.com/security/center/content/CiscoSecuri
tyAdvisory/cisco-sa-nxos-ngoam-dos-L TDb9Hv
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