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Hannume obHoBneHna: ECTb

MobiweHne npusunerui B Cisco Application Policy Infrastructure Controller

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnucaHne YA3BNMOCTU

KaTeropus ysa3BuMOro npoaykTa

YS3BUMbIV MPOAYKT

MITRE: CVE-2021-1578

CWE-264: YA3B1MOCTb B yrnpasneHuin 40CTyrnom,
NPUBUIETNAMU N Pa3peLleHnamn

SkcnayaTaums  ya3BUMOCTM  MO3BOASET  YAaNeHHOMY
AyTEHTUONUMPOBAHHOMY  3/710YMbILUAEHHWKY — MOBbICUTb
CBOW MpuBWAErMM B LeNeBOM cucTeMe MoCPeAcTBOM
OTNpaBkM  cneuyanbHo  COOPMUPOBAHHBLIX  3amMpPOCOB.
YS13BMMOCTb  00YyCNOBNEHa HEeKOPPeKTHOM  HaCTPOMKOM
NOAUTUK 6€30MaCcHOCTI MO YMOAYAHWIHO.

TenekoMMyHVKauMoHHOe 06opyAoBaHme

Cisco Application Policy Infrastructure Controller: 5.0, 5.1
Cisco Cloud Application Policy Infrastructure Controller: 5.0,
5.1

PekomeHaauUMK Mo YCTPpaHeHno

OBHOBWNTb MPOrpaMMHoOe obecrneyeHue

[laTa BbigBNeHua

26 asrycrta 2021 .

[lata obHOBNEHMS

26 asrycta 2021 .

OueHKa KpUTUYHOCTK yas3BrmMocTn (CVSSV3.1)
BekTop ataku (AV)

CNOXHOCTb 3KCryaTaunm yassmmoctu (AC)
HeobxoavMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
nonb3osatenem (Ul)

MacwTtab nocneACTBUIA 3KCMyaTaUnm
yA3BMMOCTH (S)

8.8 AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH
Ceteoin (N)
Huskaga (L)

Huzkum (L)

OtcyTctayeT (N)

He namensetcs (U)




BrusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocTn AOCTYIMHbIX CpeacTB
SKCMayaTauynmn

Hannuve cpeacTB yCTpaHeHNs
YS13BMMOCTY

[locToBEPHOCTL CBEAeHUIN 00
YA3BMMOCTH

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He NoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs MOATBEPXAEHbI

CCbINKM Ha UCTOYHWIKIA

https://www.cybersecurity-help.cz/vdb/SB2021082609
https://tools.cisco.com/security/center/content/CiscoSecuri
tyAdvisory/cisco-sa-capic-pesc-pkmGK4|
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