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HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM VULN-20210818.3 | 18 aBrycra 2021 .

YBEAOM/IEHUE Ob YA3BUMOCTAX

Beb-caiT: cert.gov.ru YpoBeHb onacHocTy: BbICOKI

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

MHoOXecTBeHHble ya3BMocTy B Adobe Photoshop

KaTeropus ysa3BuMOro npoaykTa MpviknagHoe nporpaMmHoe obecneveHve

Adobe Photoshop: 21.0.1, 21.0.2, 21.1, 21.1.1, 21.2, 21.2.1,21.2.2, 21.2.3,21.2.4,
YA3BMMbBIA MPOAYKT 21.2.5,21.2.6,21.2.7,21.2.8,21.2.9,21.2.10,22.1.0,22.1.1, 22.2,22.3,22.3.1, 22 .4,
224.1,22.4.2,22.4.3

[laTa BbIABIEHNA 18 asrycta 2021 1.
[aTta obHoBNEHVS 18 aBrycra 2021 1.
ba3oBblil
NaeHTndrkaTop
3BUMOCTY OnuvcaHme ya381MMOCTY YpOBEeHb
y CVsS
SKCnyaTaums yA3BUMOCTU MO3BOAET YAaNEHHOMY 3M10YMbILLIEHHVIKY BbIMOMHUTE MPOW3BONbHLIN KOA B
LleNeBo cMcTemMe MnoCpesCcTBOM OTKPbITUA MOb30BaTeneM crelransHO CGOPMPOBAHHOMO Garna. YA3BNMOCTb
00yC/10B/IeHa OLLUVOKOW rPaHNL, MaMATL.
MITRE:
CVE-2021-36065 CVSSV3.0: AVIN/AC.L/PR:N/ULR/S:U/C:H/I:H/AH/E:U/RL:O/RC.C 8.8
CWE-122: MNMepenonHeHve bydepa B ANHAMNYUECKON NaMATY
PekomMeHZzaLMK Mo YCTPaHeHWHO: 0OHOBUTL MPOrpaMMHoe obecrneyeHre




3|<cnnyaTa|_u/|ﬂ YA3IBMMOCT TMO3BOIAET YAA/IEHHOMY 3/10YMbILNTEHHWKY BbINOJIHNTb I_IpOl/I3BOﬂbeIVI KOJ4 B

LleneBol cucteMe MOCPeACTBOM OTKPbITUA MONb30oBaTenem cneuyanbHoO CGOpPMUMPOBAHHOMO darna. YA3B1MOCTb

00YyCNOBNIEHa OLLNOKOW rpaHKLL MaMATU.
MITRE:

CVE-2021-36066 CVSSV3.0: AVIN/AC:L/PR:N/ULR/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
CWE-787: 3anuncb 3a rpaHuLiamMm bydepa

PekomeHZaLMV Mo YCTpaHeHno: 0bHOBWTL NporpaMMHoe obecrnedeHye

8.8

CChINKM Ha https://www.cybersecurity-help.cz/vdb/SB2021081806
NCTOUHMIKM https://helpx.adobe.com/security/products/photoshop/apsb21-68.html
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