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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

MNMoamera DLL B Cisco AnyConnect Secure Mobility Client

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTUdMKaTOp NPOrpamMmmMHON OLIVOKM

OnucaHwne YA3BNMOCTU

MITRE: CVE-2021-1567

CWE-367: COCTOSAHVIE TOHKW, CBA3aHHOE C BPEMEHEM
NPOBEPKM 1 BDEMEHEM NCMONb30BaHNS

JKCnyatauya  yA3BUMOCTY  MO3BONGET  JIOKaJIbHOMY
aYTEHTUQUUMPOBAHHOMY  3I0YMbILLNIEHHVKY — BbINOAHUTL
NMPOV3BOMIbHBIA KOA4 B LENeBO CUCTEME MOCPeACTBOM
OTNpaBk/  CneuransHoO  co3aaHHbix  IPC-coobuleHui
npoueccy  AnyConnect.  Y43BMMOCTb  OOYyC/I0B/1IEHA
OWMNOKOM npun MpOBepKe MOANMCK 3arpyxaembix DLL
OM6INOTEK.

Kateropus yassnmoro npoaykra

TenekoMMyHVIKaLVOHHOe 0bopyA0BaHme

YS3BUMbIV MPOAYKT

Cisco AnyConnect Secure Mobility Client:4.9(1095),
4.9(3052), 4.9.00086, 4.9.03022, 4.9.03047, 4.9.03049,
4.9.04043, 4.9.04053, 4.9.05042, 4.9.05086, 4.9.06037,
4.10.00078, 4.10.00093

PekomeHaauum nNo ycTpaHeHuo

O6HOBWTL MPOrpamMmmHoe obecrneyeHue

[laTta BbIgBNeHNA

16 nroHa 2021 r.

[laTa obHoBNEHWS

16 nroHa 2021 r.

OueHka KpUTUYHOCTK yassmmocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoanMblii ypoBeHb npusunernia (PR)

HeobxoanmMoCTb B3aMOAENCTBUS C
rnonb3oBaTenem (Ul)

7.0 AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/AH
JlokanbHbIn (L)
Bbicokas (H)

Huzkum (L)

OtcytcrayeT (N)




MacwTtab nocneAcTBUA 3KCryaTaumm
yA3BMMOCTH (S)

BnusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BavaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTu A0CTYMHbIX CPeACTB
3KCnyaTaumn

Hannune CpeacTB yCTpaHeHN4A
YA3BUMOCTA

[locToBEPHOCTL CBeAeHUIN 06
YA3BMMOCTU

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannuve He noaTBEPXAEHO

OduumansHoe pelleHe

CBefieHWs NOATBEPXAEHbI

CCbIIKWM Ha UCTOYHIKKM

https://www.cybersecurity-help.cz/vdb/SB2021061623
https://tools.cisco.com/security/center/content/CiscoSecuri
tyAdvisory/cisco-sa-anyconnect-pos-dll-ff8j6dFv
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx5208
4

https://www.coresecurity.com/core-labs/advisories/cisco-
anyconnect-posture-hostscan-security-service-bypass/



https://www.cybersecurity-help.cz/vdb/SB2021061623
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-anyconnect-pos-dll-ff8j6dFv
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-anyconnect-pos-dll-ff8j6dFv
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx52084
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx52084
https://www.coresecurity.com/core-labs/advisories/cisco-anyconnect-posture-hostscan-security-service-bypass/
https://www.coresecurity.com/core-labs/advisories/cisco-anyconnect-posture-hostscan-security-service-bypass/

