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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

BblinosHeHWe Npon3BoibHOro koaa B MO komnaHum Mozilla

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnucaHwne YA3BNMOCTU

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2021-23994
CWE-787: 3anucb 3a rpaHunuamm bydepa

oKkcnayataums  ysa3BMMOCTW  MO3BOASET  yAaNeHHOMY
3N0YMbILUNEHHWUKY  BbIMOMHWTL  MPOV3BO/bHbLIV  KOA4 B
LeneBon cucTeme NocpeacTBOM OTKPbITUA MOIb30BaTeENEM
CreumansHO  CO34aHHOW  BPEAOHOCHOW  BeO-CTpaHuLbl.
YA3BMMOCTb OOYC/I0BAEHa OLUMOKOM FPaHuL, MaMaT npu
06paboTKe BXOAHbIX AaHHbIX B bydepe kaapa WebGL.

MpviknagHoe nporpaMmmHoe obecneveHve

YA3BUMbIV MPOAYKT

Mozilla Firefox: 8.0.1, 60.0, 60.0.1, 60.0.2, 60.1.0, 60.2.0, 60.2.1,
60.2.2,60.3.0, 60.4.0, 60.5.0, 60.5.1, 60.5.2, 60.6.0, 60.6.1,
60.6.2, 60.6.3,60.7.0, 61.0, 61.0.1, 61.0.2, 62.0, 62.0.1, 62.0.2,
62.0.3,63.0, 63.0.1,63.0.3, 64.0, 64.0.1, 64.0.2, 65.0, 65.0.1,
65.0.2, 66.0, 66.0.1, 66.0.2, 66.0.3, 66.0.4, 66.0.5, 67.0, 67.0.1,
67.0.2,67.0.3,67.04, 68.0,68.0.1,68.0.2,69.0, 69.0.1, 69.0.2,
69.0.3, 70.0, 70.0.1, 71.0, 72.0, 72.0.1, 72.0.2, 73.0, 73.0.1,
74.0,74.0.1,75.0,76.0, 76.0.1,77.0, 77.0.1, 78.0, 78.0.1,
78.0.2,79.0,80.0,80.0.1,81.0, 81.0.1, 81.0.2, 82.0, 82.0.1,
82.0.2,82.0.3,83.0,84.0,84.0.1, 84.0.2, 85.0, 85.0.1, 85.0.2,
86.0, 80.0.1,87.0

Firefox ESR: 60.0, 60.0.1, 60.0.2, 60.1.0, 60.2.0, 60.2.1, 60.2.2,
60.3.0, 60.4.0, 60.5.0, 60.5.1, 60.5.2, 60.6.0, 60.6.1, 60.6.2,
60.6.3, 60.7.0, 60.7.1, 60.7.2, 60.8.0, 60.9.0, 68.0, 68.0.1,
68.0.2, 68.1.0, 68.2.0, 68.3.0, 68.4.0, 68.4.1, 68.4.2, 68.5.0,
68.6.0, 68.6.1, 68.7.0, 68.8.0, 68.9.0, 68.10.0, 68.11.0, 68.12.0,
78.0,78.0.1,78.0.2,78.1.0,78.2.0, 78.3.0, 78.3.1, 78.4.0,
78.4.1,785.0,78.6.0,78.6.1,78.7.0,78.7.1, 78.8.0, 78.9.0
Mozilla Thunderbird: 60.0, 60.2.1, 60.3, 60.3.0, 60.3.1, 60.3.2,
60.3.3, 60.4, 60.4.0, 60.5, 60.5.0, 60.5.1, 60.5.2, 60.5.3, 60.6.0,
60.6.1, 60.7.0, 60.7.1, 60.7.2, 60.8.0, 60.9.0, 60.9.1, 68.0,




PekomeHaauUMK Mo YCTPaHeHNo

68.1.0,68.1.1,68.1.2,68.2.0,68.2.1, 68.2.2, 68.3.0, 68.3.1,
68.4.1,68.4.2, 68.5.0, 68.6.0, 68.7.0, 68.8.0, 68.8.1, 68.9.0,
638.10.0,68.11.0, 68.12.0, 68.12.1, 78.0, 7/8.0.1, 78.1.0, 78.1.1,
78.2.0,78.2.1,78.2.2,78.3.0,78.3.1,78.3 .2,78.3.3, 78.4.0,
78.4.1,784.2,78.4.3,785.0,785.1,78.6.0,78.6.1, 78.7.0,
78.7.1,78.8.0,78.8.1,78.9.0, 78.9.1

OB6HOBWNTL NPOrpaMMHoOe obecrneyeHne

[laTa BbigBNeHud

19 anpens 2021 1.

[laTa obHOoBNEHNS

OueHkKa KpUTMYHOCTK yassrmMocTn (CVSSV3.1)

BekTop ataku (AV)

CNoxXHOCTb 3KkcryaTaummn yassmmocti (AC)

Heobxoanmblin ypoBeHb npusuneruii (PR)

HeobxoanmMoCTb B3aUMOAENCTBUS C
nonb3osatenem (Ul)

Macltab nocneACcTBUMA 3KCMIyaTaUmm
YA3BMMOCTH (S)

BruaHue Ha koHoraeHUansHOCTb (C)
BanaHye Ha uenoctHocTb (1)
BaviaHme Ha AOCTYMNHOCTL (A)

CTeneHb 3penocT A0CTYMHbIX CPeACTB
3KCMAyaTaLmm

Hanuyne cpeacTB yCcTpaHeH s
YA3BMIMOCTH

[locToBEpPHOCTL CBEAeHUIN 00
YA3BMOCTH

19 anpens 2021 1.

8.8 AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H
CeteBow (N)

Hwnskaga (L)

OtcyTctayeT (N)

TpeobyeTca (R)

He namensetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hannune He noAarBepXxaeHo

OduumansbHoe peleHue

CBeeHNst MoATBEPXAEHbI

CCbINKM Ha UCTOYHWIKIA

https://www.cybersecurity-help.cz/vdb/SB2021041920
https://www.cybersecurity-help.cz/vdb/SB2021041919
https://www.mozilla.org/en-
US/security/advisories/mfsa2021-16/
https://www.mozilla.org/en-
US/security/advisories/mfsa2021-15/
https://www.mozilla.org/en-
US/security/advisories/mfsa2021-14/
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