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YBEAOM/IEHUE Ob YA3BMMOCTU
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YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

Otka3 B obcnyxmsaHum B Cisco 10S XE SD-WAN

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

MITRE: CVE-2021-1431
CWE-20: HekoppekTHag rnpoBepka BXOAHbIX AaHHbIX

JKCnayataumsd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
3/10YMbILNEHHNKY Bbl3BaTb OTKa3 B 0OC/IyXVBaHWM B
LieseBO C1ncTemMe MOCPeACcTBOM OTMpPaBkM CreumansHo
COOPMMPOBaHHbIX  aHHbBIX.  YA3BMMOCTb  00OYyC/10B/IEeHa
HEeKOPPEKTHOW MPOBEPKOM BXOAHbIX AaHHbIX.

Kateropus ya3snmoro npoaykra

TenekoMMyHMKaLMoHHOe 0b6opyLoBaHe

YS3BUMbIV MPOAYKT

Cisco 10S XE SD-WAN: 17.3

Cisco 1000 Series Integrated Services Routers

4000 Series Integrated Services Routers

Cisco ASR 1000 Series Aggregation Services Routers
Cloud Services Router 1000V Series

PekomeHaauUMK Mo YCTPpaHeHno

OBHOBWNTb MPOrpaMMHoOe obecrneyeHue

[laTa BbigBNeHua

30 mapTa 2021 .

[lata obHOBNEHMS

30 mapTa 2021 .

OueHKa KpUTUYHOCTK yas3BrmMocTn (CVSSV3.1)
BekTop ataku (AV)

CNOXHOCTL 3KCryaTaumm ya3smmoctu (AC)
HeobxoavMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3anUMOAenCTBIUS C
nonb3osatenem (Ul)

MacwTtab nocneACcTBUIA 3KCMyaTauUmm
yA3BMMOCTH (S)

7.5 AV:N/AC:L/PR:N/UIN/S:U/C:N/EEN/AH
Ceteoin (N)
Huskaga (L)

OtcyTcrayeT (N)

OtcyTctayeT (N)

He namensetcs (U)




BrusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHOCTb (1)
BaviaHme Ha LOCTYNHOCTL (A)

CTteneHb 3penocTn AOCTYIMHbIX CpeacTB
SKCMayaTauynmn

Hannuve cpeacTB yCTpaHeHNs
YS13BMMOCTY

[locToBEPHOCTL CBEAeHUIN 00
YA3BMMOCTH

OTcyTctayeT (N)
OtcytcrayeT (N)

Bbicokoe (H)

Hannune He NnoATBEPXAEHO

O¢uvumanbHoe pewleHne

CBefieHWs MOATBEPXAEHbI

CCbINKM Ha UCTOYHWIKIA

https://www.cybersecurity-help.cz/vdb/SB2021033012
https://tools.cisco.com/security/center/content/CiscoSecuri
tyAdvisory/cisco-sa-iosxe-sdwdos-4zeEeCOw



https://www.cybersecurity-help.cz/vdb/SB2021033012
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-sdwdos-4zeEeC9w
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-sdwdos-4zeEeC9w

