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Otka3 B ob6cnyxmBaHnm B PUPNP

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnucaHwne YA3BNMOCTU

KaTeropus ysa3BuMOro npoaykTa

MITRE: CVE-2021-28302
CWE-121: MepenonHeHne bydepa B cTeke

JKCnyataumsd  yA3BMMOCTY  MO3BOASET  YAANeHHOMY
3/10YMbILUNEHHNKY BbI3BaTb 0TKa3 B OOCYXMBaHWM Y
LeneBon CUCTeMbl MOCPEACTBOM OTMPaBKWM ChneynanbHo
COOPMMPOBAHHbIX  CETEBbLIX  MAKeTOB.  YA3BMMOCTb
0bycnoBneHa HEeKOPPEeKTHOW paboTou GyHKUMN
“Parser_parseDocument()".

yHI/IBepCaﬂbele OVOANOTEKM U KOMMOHEHTbI

YA3BMMbIV MPOAYKT

PUPNP:1.14.2

PekomeHaauum nNo ycTpaHeHuo

OrpaHnynTb AOCTYM K yA3BUMOMY NPOAYKTY CPEACTBaMM
MEXCETEBOr0 3KPaHNPOBaHUA UK APYTrMUA
AAMUHNCTPATNBHBIM Mepamu

[laTa BbigBNeHusa

15 mapTa 2021 1.

[laTa obHOoBNEHNS

15 mapTta 2021 .

OueHKa KpUTUYHOCTK yas3BrmMocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCMIyaTaunm yassimoctu (AC)
HeobxoauMblii ypoBeHb npusunernii (PR)

HeobxoanmMoCTb B3aUMOAENCTBUS C
nonb3osatenem (Ul)

MaclwTtab nocneAcTBUIA 3KCrIyaTaUmm
yA3BMMOCTH (S)

BrvsHue Ha koHouAeHUansHoCTh (C)

7.5 AV:N/AC:L/PR:N/UEN/S:U/C:N/EEN/AH
Ceteonn (N)
Hinskas (L)

OtcyTcrayeT (N)

OtcyTcrayeT (N)

He namensgetcs (U)

OT1cyTctByeT (N)




BavsgHme Ha LenocTtHoCTb (1)
BaviaHmne Ha JOCTYNHOCTL (A)

CTteneHb 3penocTn AOCTYIMHbIX CpeacTB
SKCMayaTaunm

Hannuve cpeacTB yCTpaHeHN s
YS13B1MOCTM

[10CTOBEPHOCTL CBeAeHUIA 06
YS13B1MOCTM

CCbINIKM Ha UCTOYHWIKIA

OTcyTctayeT (N)

Bbicokoe (H)

KOHLI,eI_ITyaJ'IbHOQ noarsepxgeHne

HezocTtynHo

CBefeHus NOATBEPXAEHbI

https://www.cybersecurity-help.cz/vdb/SB2021031514
https://github.com/pupnp/pupnp/issues/249




