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Hannume obHosneHna: ECTb

O6xog npouecca ayteHTMdMKaumm B Rocket.Chat

aeHTnoumkaTop yAa3B1MMOCTY

ViaeHTdMKaTop NPOrpamMmmMHON OLIVOKM

OnvcaHune ya381MMOCTY

He onpeseneH
CWE-287: HekoppekTHas ayTeHTdUKaums

JKCnayataumsd  ya3BMMOCTW  MO3BONSET  YAaNeHHOMY
310YMbILUNEHHNKY  ODOWTM  Mpouecc — ayTeHTUUKaLmn.
YA3BMMOCTb 00YyC/I0B/IeHa HEKOPPEeKTHOW peannsaumen
CcTaHzZapTa SAML,

Kateropus ya3snmoro npoaykra

YS3BUMbIV MPOAYKT

MpurknagHoe NporpaMmMHoe obecrneyeHye

Rocket.Chat: Bce Bepcun, kpome v3.12,v3.11.2,v3.10.6

PekomeHaauum no ycTpaHeHuo

O6HOBWTL MPOrpamMmmHoe obecrneyeHue

[laTa BbigBNeHua

27 despang 2021 .

[laTa obHoBNEHWS

27 depang 2021 1.

OueHKa KpUTUYHOCTK yas3BrmMocTn (CVSSV3.1)
BexTop ataku (AV)

CNOXHOCTL 3KCrIyaTaunm yassmmoctu (AC)
Heobxoanmblin ypoBeHb npusuneruii (PR)

HeobxoanmMoCTb B3anMOAENCTBUS C
nonb3osatenem (Ul)

MacwwTtab nocneACcTBUMA 3KCryaTaumm
yA3BMMOCTH (S)

BrusHue Ha koHouaeHUansHoCTb (C)
BangHme Ha LenocTHoCTb (1)

BaviaHme Ha AOCTYNHOCTL (A)

9.1 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/A:N
Ceteonn (N)
Hiskas (L)

OtcyTcrayeT (N)

OtcyTcrayeT (N)

He namensgetcs (U)

Bbicokoe (H)
Bbicokoe (H)

OtcytcrayeT (N)




CTeneHb 3penocTy AOCTYMHbIX CPeACTB

Hannume He noatBe eHo
3KCnayataumm ATBEPAA

Hannuve cpeacTB yCTpaHeHNs

ySI3BMOCTU O¢uupmansHoe peleHne

[locToBEPHOCTL CBeAeHUIN 06

YA3BYMOCTM CBefeHns noATBEPXAEHbI

https://www.cybersecurity-help.cz/vdb/SB2021030102
https://github.com/RocketChat/Rocket.Chat/releases/tag/3.

12.0
https://docs.rocket.chat/guides/security/security-updates

CCbINKM Ha UCTOYUHKIKIA

https://github.com/RocketChat/Rocket.Chat/releases/tag/3.
11.2
https://github.com/RocketChat/Rocket.Chat/releases/tag/3.

10.6



https://www.cybersecurity-help.cz/vdb/SB2021030102
https://github.com/RocketChat/Rocket.Chat/releases/tag/3.12.0
https://github.com/RocketChat/Rocket.Chat/releases/tag/3.12.0
https://docs.rocket.chat/guides/security/security-updates
https://github.com/RocketChat/Rocket.Chat/releases/tag/3.11.2
https://github.com/RocketChat/Rocket.Chat/releases/tag/3.11.2
https://github.com/RocketChat/Rocket.Chat/releases/tag/3.10.6
https://github.com/RocketChat/Rocket.Chat/releases/tag/3.10.6

