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Beb-caiT: cert.gov.ru YpoBeHb onacHocTy: BbICOK

E-mail: threats@cert.gov.ru Ha/mure o6HoBEHMs: ECTh

BeinonHeHWe npon3soabHOro koaa B Adobe lllustrator

MITRE: CVE-2021-21053

MaeHTVIKaTOP YA3BUMOCTY CVE-2021-21054

NaeHTUUKaTOP NMPOrpamMMHOI OLLINOKM CWE-787: 3anucb 3a rpaHnuamm bydepa

SKkcnayatauma  ya3BMMOCTY  MO3BONAET  YAANEHHOMY
3N0YMbILNEHHNKY BbINOMHWUTE MPOV3BONbHLIA KOA4 B
LleneBo cucTeme NoCpeaCTBOM OTKPbITUS

OnvcaHne ys3BrMoCTy no/ib3oBaTenem cneuvanbHo COOPMUPOBAHHOIO
BPEAOHOCHOro  danna.  YA3BMMOCTb  0byC/10BNEHa
nepenonHeHvem bydepa Npy HeEKOPPEKTHOW 0bpaboTKe
dannos lllustrator.

KaTeropus ysa3BuMOro npoaykTa MpviknagHoe nporpaMmHoe obecneveHve

Adobe lllustrator CC: 23.1, 24.0, 24.0.2, 24.1.2, 24.2, 25.0,
YA3BUMBbIA NPOAYKT

251
PekomeHaaun no ycrpaHeHuo O6HOBWTB NMPOrpaMMHoe obecrneyeHme
[laTa BbidBNEHNA 9 ¢peBpanga 2021 .
[lata 0bHoBNEHNS 9 ¢eBpand 2021 .

OueHka KpUTnyHOCTK yassmumoct (CVSSv3.1) 8.8 AVIN/ACL/PR:IN/ULR/S:U/C:H/EH/AH
BekTop ataku (AV) Ceteson (N)

CNOXHOCTL 3KCnyaTaumm ya3smmMocti (AC) Hunskaga (L)

Heobxoavmelin ypoBeHb nprisuneruia (PR) OTcytctayeT (N)

HeobxoAMMOCTb B3aUMOAENCTBIUA C

nons3osatenem (Ul) Tpebyetca (R)

MaclTab nocneacTBNn SKCNayaTaLmm

H
yA3BUMOCTY (S) e n3meHgetca (U)

BausHue Ha koHoOuaeHUMansHOCTb (C) Bbicokoe (H)




BangaHve Ha UuenoctHoCTb (1)
BavaHmne Ha LOCTYNHOCTL (A)

CTeneHb 3PenIoCT AOCTYNMHbIX CpedcTB
SKCMayaTaunmn

Hannuue cpeacTB yCTpaHeHNs
YS13B1MOCTI

Jl0CTOBEPHOCTL CBEAEHMUI 06
YS13B1MOCTI

CCbINKM Ha UCTOYHWIKI

Bbicokoe (H)

Bbicokoe (H)

Hanndne He noarsepXxaeHo

OduumaneHoe peleHve

CBefieHMA NOATBEPXAEHDI

https://www.cybersecurity-help.cz/vdb/SB2021020972
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