HKLU KW

HALMOHANBHBIM KOOPZAMHALIMOHHBIA LIEHTP
MO KOMMBKOTEPHBIM MHLIMAEHTAM
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YBEAOM/IEHUE Ob YA3BMMOCTU
VULN-20201112.10 | 12 Hos6ps 2020 T.
YpoBeHb onacHocTh: BbICOKIAM

Hannume obHoBneHna: ECTb

BeinonHeHne npon3sosbHOro koga B Microsoft HEIF Image Extensions

VaeHTUdMKaTop ya3BMMOCTY

NaeHTUUKaTOP NMPOrpamMmMHOI OLLINOKM

OnucaHve YA3BNMOCTU

KaTeropus ysa3B1MOro npojaykTa

MITRE: CVE-2020-17101

CWE-94: HekoppekTHOoe ynpasneHue reHeppoBaHuem
KoZa (BHeApeHVe Koaa)

SkCnyatauma  yS3BMMOCTM  MO3BOASET  yAANeHHOMY
3N10YMbILNEHHWKY BbINOAHWTE MNPOU3BOMbHLI KOA4 B
LleneBow cucTeMe NoCpeACTBOM OTKPbITUA MOIb30BaTe1eM
cneunanbHO  CO3[aHHOro BPeAOHOCHOro barina.
YA3BNMOCTb 0OYyCNOBNeHa HeKOpPPeKTHOM MpOBEPKOW
BXOZHbIX JaHHbIX

OﬂepaLLI/IOHHbIe cncTembl Microsoft U nx KOMMOHEeHTbI

YA3BVIMbBIA NPOAYKT

HEIF Image Extension

PekomeHaaLMKM no YCTPaHeHN0

OB6HOBUTL MPOrpaMMHoe obecrneyeHune

[laTta BbigBNEHUSA

10 HoA6ps 2020 T.

[laTta obHOBAEHKIA

10 HoA6ps 2020 T.

OueHka KpUTUYHOCTK ya3shmMocTy (CVSSV3.1)
BekTop ataku (AV)

CNOXHOCTb 3KCnnyaTaumm ya3smmMocti (AC)
HeobxoanMelil ypoBeHb npusunernia (PR)

HeobxoanmocTb B3anMoaencTBmsS C
nonb3osartenem (Ul)

MacwTab nocneaCTBUIA 3KCMyaTaLUMm
yA3BMMOCTU (S)

BausHue Ha koHoOuaeHUMansHOCTb (C)

BavgaHve Ha uenoctHoCTb (1)

8.8 AV:N/AC:L/PR:N/UILR/S:U/C:H/I:H/AH
Ceteson (N)
Huskaga (L)

OtcytcreyeT (N)

TpebyeTca (R)

He namensetcs (U)

Bbicokoe (H)

Bbicokoe (H)




BavaHme Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYMNHbIX CPEACTB
3KCnyaTaumm

Hannune cpeacTB yCTpaHeH s
YA3BMMOCTN

[l0CTOBEPHOCTL CBeAeHUI 06
YA3BNMOCTN

Bbicokoe (H)

Hanndne He noarsepXxaeHo

OduumaneHoe peleHve

CBeZeHVst MoATBEPXAeHbl

CChbINKM Ha MCTOYHKIKIA

https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2020-17101



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-17101
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-17101

