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YpoBeHb onacHocTy: BbICOKNI

Hanunume obHoBneHua: ECTb

BblinonHeHme Npon3BOJIbHOIO KOA4a B MapLIpyTUN3aTOpPax

Cisco Small Business cepun RV

NaeHTndmkaTop ya3B1MMOCTH

MITRE: CVE-2020-3286
CVE-2020-3287
CVE-2020-3288
CVE-2020-3289
CVE-2020-3290
CVE-2020-3291
CVE-2020-3292
CVE-2020-3293
CVE-2020-3294
CVE-2020-3295
CVE-2020-3296

NaeHTUdMKaTOp NpOrpamMmmHoO
OLINBKM

CWE-119: BbinonHeHWe onepaunii 3a npegenammn dydepa namsaTm

OnvicaHne ya3B1MoCTu

KcnayaTaums ya3B1MOCTY NMO3BONAET YAaNeHHOMY
aAYTEHTUGULIPOBAHHOMY 3/10YMbILLNIEHHVIKY BbIMOHUTE MPON3BOIbHbIN
KOZ B LieNeBOV CMCTeME NMOCPEACTBOM OTMPaBKM CreLanbHO
CHOPMMPOBAaHHbIX BPEAOHOCHbIX 3aMpPOCOB. YA3BNMOCTb 00YC/I0BNEHA
HeKoppeKkTHOM 06paboTKOM MONb30BaTENLCKIX CLieHapVeB B BEO-
NHTepdence ynpaBneHus.

KaTeropus yassrmoro
npogykTa

TenekoMMyHIKaLMOHHOe 060pyAoBaHMe

Yassumoe 10

RVO16 Multi-WAN VPN ¢ MO v4.2.3.10

RV042 Dual WAN VPN ¢ MO v4.2.3.10

RV042G Dual Gigabit WAN VPN ¢ MO v4.2.3.10
RV082 Dual WAN VPN c MO v4.2.3.10

RV320 Dual Gigabit WAN VPN ¢ MO v1.5.1.05
RV325 Dual Gigabit WAN VPN ¢ MO v1.5.1.05




PekomeHzaUmMm Nno ycTpaHeHnto  OB6HOBUTL MPOrpaMMHoe obecrnedeHne

[laTta BbIgBNEHNSA 17 nroHa 2020 .

[laTa obHOBNEHKA 17 nroHs 2020 .

OueHka KPUTNHYHOCTA

7.2 AV:IN/AC.L/PR:H/UIN/S:U/C:H/I:H/AH
yassrmMocTn (CVSSV3.1)

BekTop ataku (AV) CeteBoin (N)

CNoXHOCTb 3KCryaTaummn

ya3BMmMocCTun (AC) Hnakan (L)

HeobxoanMbI ypOBEHb

npusunernin (PR) Beicoknn (H)

HeobxoanmocCTb
B3aMMOAENCTBUS C OtcytctayeT (N)
nonb3oBartenem (Ul)

MacwTab nocneacTsim

He namensetcs (U)
3KCnayaTaumm yassrmMocTu (S)

BavgHme Ha Bbicokoe (H)
KOHQUaAeHUManbHoCTh (C)

BangHve Ha uenoctHoCTb (1) Bbicokoe (H)

BavaHme Ha LOCTYNHOCTL (A) Bbicokoe (H)

CTeneHb 3PenocTn AOCTYIMHbBIX

Hannune He noATBEpPXAEHO
CPeACTB aKCnayaTaummn

Hannuue cpeacTB yCTpaHeHNs

YA3BUMOCTY OdviumansHoe pelleHne

l0CTOBEPHOCTL CBEAEHMI 06

JA3BUMOCTH CBefileHVs NOATBEPXAEHbI

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-rv-routers-stack-vUxHmnNz

CCbINIKM Ha UCTOYHUKIN



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-client-mac-X7vp65BL
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-routers-stack-vUxHmnNz
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-routers-stack-vUxHmnNz

