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YpoBeHb onacHocTu: BBICOKUN

MoBblweHve npusunernii B8 OC Windows

ViaeHTUdUKaTOP YA3BUMOCTY

MITRE: CVE-2019-1162

OnwncaHwve YA3BNMOCTW

SJKCMIyaTaums yAasBMOCTU MO3BOAAET 1OKANIbHOMY
AYyTEHTNPNLMPOBAHHOMY 3/10YMbILLUNEHHVIKY MOBbICUTH
CBOVI MPUBUNETA B LIeNIEBOW C1CTeMe. YA3BMMOCTb
00YyC/IOB/IEHa HEMPaBWIbHOW 0O6PabOTKOW BLI3OBOB
Advanced Local Process Call.

KaTeropums ya3BMMOro npoaykra

OnepaumoHHble cucteMbl Microsoft 1 11X KOMMNOHEHTbI

Yassumoe M0

Windows 10 ang x64/32-pa3psaaHblX CUCTeM

Windows 10 Version 1607 ang x64/32-pa3paiHblX CUCTEM
Windows 10 Version 1703 ang x64/32-pa3paiHblX CUCTEM
Windows 10 Version 1709 ans 64/32-pa3psaaHbix CUCTEM
Windows 10 Version 1709 gna ARM 64-pa3psagHbix
cncTem

Windows 10 Version 1803 gn1sa ARM 64-pa3psagHbix
cncTem

Windows 10 Version 1803 ang x64/32-pa3paaHblX CUCTEM
Windows 10 Version 1809 ans ARM 64-pa3paaHbix
cncTem

Windows 10 Version 1809 ang x64/32-pa3paaHblX CUCTEM
Windows 10 Version 1903 ansg ARM 64-pa3paaHbix
cncTem

Windows 10 Version 1903 ans x64/32-pa3psaaHbix CUCTEM
Windows 7 ans x64/32-pa3psagHblx cnctem Service Pack 1
Windows 8.1 ang x64/32-pa3paaHbix CUCTeM

Windows RT 8.1

Windows Server 2008 R2 ans Itanium-pa3psaaHbix CUcTem
Service Pack 1

Windows Server 2008 R2 ans x64-paspsgHbIX CUCTEM
Service Pack 1

Windows Server 2012

Windows Server 2012 R2




Windows Server 2016
Windows Server 2019
Windows Server, version 1803 (Server Core Installation)
Windows Server, version 1903 (Server Core installation)

PekoMeHAauum No yCcTpaHeH 1o

O6HOBUTL NpOrpaMmMHoOe obecneyeHye

[laTta BbIgBNEHMS

14 asrycta 2019r.

[laTa obHoBNEeHMA

15 asrycta 2019 .

OueHkKa KpUTUYHOCTN YA3BUMOCTY
(CVSSV3)

BekTop aTakm (AV)

CNOXHOCTb 3KCMNyaTaUmmn ya3BUMOCTY
(AC)

Heobxoaunmbl ypoBeHb npusuinerni (PR)

HeobxoaMOCTb B3aUMOAENCTBUS C
rnonb3osatenem (Ul)

MacwTtab nocneacTB aKkCrayaTaumm
YA3BVMOCTY (S)

BansgHne Ha kKoHPraeHunansHocTs (C)
BanaHme Ha LenocTHoCTb (1)
BavaHyve Ha 4OCTynHOCTL (A)

CTerneHb 3penocTy 4OCTYMHbIX CPeACTB
skcnnyaTaumm (E)

Hanvyne cpeacTs yCTpaHeHUd
ya3BmumocTy (RL)

[loCTOBEPHOCTL CBeAleHNI 00
yas3symMocTy (RC)

7.8 AV:L/AC:L/PR:L/UIN/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
NokanbHbIN (L)

Hiskas (L)

Huzknnm (L)

He TpebyeTtcs (N)

He n3mensetcsa (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hanunure He noaTeepxaeHo (U)

OdunumansHoe peleHne (O)

CeseHya noatsepxaeHsl (C)

CCbINKN Ha NCTOYHWKWN

https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2019-1162




