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BbInonHeHWe NpOoM3BOIbHOMO KoAa B CyXbax yAaneHHbIX paboynx CToN0B
OC Windows

MITRE: CVE-2019-1181

MneHTVdrKaTop yA3B/MOCTY MITRE: CVE-2019-1182

JKCnayaTaumg ya3BMMOCTM NO3BONALRT YAaNeHHOMY
3/10YMBILLNEHHWKY BbIMOMHNTE MPON3BOILHbLIN KOJ
NoCpeACTBOM OTMNPaBKM CneLuyanbHO CO34aHHbIX

OnncaHne y4381MMOCTA 3aMpoCoB Cyxbe yaaneHHblx pabounx ctonos (RDS).
YA3BMMOCTb CyLLeCTBYeT 113-38 HeJOCTaTOUHOM
MPOBEPKM 3aMpoCoB K C1yxbe RDS npu nogkioyeHnm
no npotokoay RDP.

KaTeropus y43BMMOro npoaykra OnepaunoHHble cnctembl Microsoft U X KOMMOHEHTbI

Windows 10 ang x64/32-pa3pasHbix cUcTeM
Windows 10 Version 1607 ana x64/32-pa3psaHbix

cncTem
Windows 10 Version 1703 ana x64/32-pa3psaHbix
cncTem
Windows 10 Version 1709 ang 64/32-pa3psaHbix
cncTem
Windows 10 Version 1709 gna ARM 64-pa3psagHbix
y cmcTem
7SBVIMBIE CMCTEMB! VI TTPOTRAMMIAOS Windows 10 Version 1803 ansg ARM 64-pa3paaHbix
obecreveHne
cmcTem
Windows 10 Version 1803 ans x64/32-pa3paaHbix
cncTem
Windows 10 Version 1809 gna ARM 64-pa3psagHbix
cncTem
Windows 10 Version 1809 ana x64/32-pa3psaHbix
cncTem

Windows 10 Version 1903 gna ARM 64-pa3psagHbix
cmucTem




Windows 10 Version 1903 ana x64/32-pa3psaHbix
CUCTEM

Windows 7 angd x64/32-pa3pagHbix cnctem Service
Pack 1

Windows 8.1 ana x64/32-paspagHblx CUCTeEM
Windows RT 8.1

Windows Server 2008 R2 ang Itanium-pa3psagHbix
cnctem Service Pack 1

Windows Server 2008 R2 ans x64-pa3psaaHbix CUCTEM
Service Pack 1

Windows Server 2008 R2 ans x64-pa3psaaHbix CUCTEM
Service Pack 1 (Server Core installation)

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server, version 1803 (Server Core Installation)
Windows Server, version 1903 (Server Core installation)

PekomeHAaLMW MO YCTPaHEHMIO

1. OrpaHnynNTb CPeACTBAMU MEXCETEBOIO
3KPaHMPOBAHNA AOCTYM K PAOOUNM CTAHLMAM U
cepBepam Ha baze OC Windows, KOTOpbIe NCMONb3YHT
CepBUC YAaneHHOro paboyero cTona.

2. YCTaHOBUTb 06HOBNEeHMS be3onacHocT OC
Windows 13 oduLmManbHbIX MCTOUYHKOB.

3. BeikntounTs npoTokon RDP 40 MOMeHTa yCTpaHeHnd
YA3BNMOCTY 1 MCMOb30BaTh a/lbTePHATUBHbIE
CMOCObbI AOCTYMa K pecypcam.

4. BKNHOUNTE NPOBEPKM NOANMHHOCTI Ha YPOBHE CeTH
(NLA).

[laTa BbIgBIEHVSA

13 aBrycra 2019 .

[lata obHoBNEeHWS

14 aBrycta 2019 .

OueHka KpUTUYHOCTY ya3BimMocTi (CVSSV3)
BekTop aTakm (AV)

CNOXHOCTb 3KCnyaTaumn ya3smmoctun (AC)

9.8 AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
CeteBom (N)

Hunskas (L)




Heobxoanmel yposeHs npusnneruii (PR)

HeobxoAMMOCTb B3aUMOAENCTBUS C
nonb3oBaTtenem (Ul)

MacLuTab nocneacTBmm akcnyataLmm
YA3BUMOCTY (S)

BansHne Ha KoHdnaeHumansHocTs (C)
BavsaHve Ha uenoCcTHOCTb (1)
BavaHve Ha 4OCTynHOCTL (A)

CTeneHb 3penocTn LOCTYMHbIX CPeACTB
skcnayataummn (k)

Hannune cpeacTs ycTpaHeHus ya3B/MOCTY
(RL)

[locToBEepHOCTL CBeAeHUI 06 ys3B1MOCTH
(RC)

OT1cyTcTeyeT (N)

He TpebyeTtcs (N)

He namensetcsa (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

Hanndyne He noATBepXAeHO (U)

OduymanbHoe peweHue (O)

CBegeHna noarsepxaeHsol (C)

Ccblnkn

https://habr.com/ru/company/solarsecurity/blog/46359
1/
https://msrc-blog.microsoft.com/2019/08/13/patch-
new-wormable-vulnerabilities-in-remote-desktop-
services-cve-2019-1181-1182/
https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2019-1181
https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2019-1182
https://threatpost.com/wormable-remote-desktop-
bugs-august-patch-tuesday/147302/




