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MepeyeHb ysa3BMMOCTE

Ne OnacHoCTb aeHTndrKaTop YA3BMMbIN MPOAYKT Bektop ataku  locneacTsms Aara Hannne
n/n BbIABNEHNS  OOHOBIEHUS
1 Bbicokas BDU:2026-04237 Cisco 10S XE CeTteBoW DoS 2026-03-30 v
2 | Bucoxas  BDU2026.04504  CSCO Evolved Programmable Network ooy ACE 2026-04-02
Manager
3 | Kputnueckas  BDU:2026-04638 FortiClientEMS CeTeBoW ACE 2026-04-06 v
4 | Kputnueckaa  BDU:2026-05532 Cisco Webex Centers CeTeBoW ACE 2026-04-16 v
5 | Kputnueckas  BDU:2026-04595  Cisco Smart Software Manager On-Prem CeTeBoi ACE 2026-04-02 v
6 | Kputnueckaa  BDU:2026-05531 Cisco Identity Services Engine CeTeBOM ACE 2026-04-17 v
7 Bbicokad CVE-2026-23918 Apache HTTP Server CeTteBown ACE 2026-05-04 v
8 Bbicokas CVE-2026-29169 Apache HTTP Server CeTeBon DoS 2026-05-04 v
9 Bbicokas CVE-2026-34059 Apache HTTP Server CeTeBon oSl 2026-05-04 v
10 Bbicokas CVE-2026-33845 GnuTLS CeTteBoW ACE 2026-04-30 v
11 Bbicokas CVE-2026-33846 GnuTLS CeTeBoM OAF 2026-04-30 v
12 Bbicokas CVE-2026-5402 Wireshark CeTeBoM ACE 2026-04-30 v
13 Bbicokas CVE-2026-5403 Wireshark JlokanbHbIiA DoS 2026-04-30 v




14 Bbicokas CVE-2026-5405 Wireshark JlokanbHbI DoS 2026-04-30 v
15 Belcokas CVE-2026-4675 Google ChromeOS LTS CeTeBOM ACE 2026-04-30 v
16 Belcokas CVE-2026-4680 Google ChromeOS LTS CeTeBOM ACE 2026-04-30 v
17 Bbicokas CVE-2026-4456 Google ChromeOS LTS CeTteBoW ACE 2026-04-30 v
18 Bbicokas CVE-2026-6297 Google ChromeOS LTS CeTeBoW ACE 2026-04-30 v
19 Bbicokas CVE-2026-42511 FreeBSD CeTeBoW ACE 2026-04-30 v
20 Bbicokas CVE-2026-7270 FreeBSD JTokaneHbI PE 2026-04-30 v
27 Bbicokas CVE-2026-7164 FreeBSD CeTeBoW DoS 2026-04-30 v
22 Bbicokas CVE-2026-42512 FreeBSD CeTeBoW ACE 2026-04-30 v
23 Bbicokas CVE-2026-39457 FreeBSD JTokanbHbIA PE 2026-04-30 v
24 Bblcokas CVE-2026-35547 FreeBSD CeTeBOM PE 2026-04-30 v
25 | Boicokas CVE-2026-0204 SonicOS CMCeeﬁ:aﬂ 0S| 2026-04-29 v
26 Bbicokas CVE-2026-7352 Google Chrome CeTeBon ACE 2026-04-29 v
27 Bbicokas CVE-2026-7353 Google Chrome CeTeBol ACE 2026-04-29 v
28 Bbicokas CVE-2026-7354 Google Chrome CeTeBon Osl 2026-04-29 v




29 Bbicokas CVE-2026-7356 Google Chrome CeTeBoW ACE 2026-04-29 v
30 Bbicokas CVE-2026-7357 Google Chrome CeTeBoW ACE 2026-04-29 v
31 Bbicokas CVE-2026-7350 Google Chrome CeTeBoW ACE 2026-04-29 v
32 Bbicokas CVE-2026-7334 Google Chrome CeTteBoW ACE 2026-04-29 v
33 Bbicokas CVE-2026-7359 Google Chrome CeTeBoW ACE 2026-04-29 v
34 | Kputnueckas CVE-2026-7333 Google Chrome CeTeBoW ACE 2026-04-29 v
35 Bbicokas CVE-2026-7343 Google Chrome CeTeBoW ACE 2026-04-29 v
36 Belcokas CVE-2026-7344 Google Chrome CeTeBoM ACE 2026-04-29 N4
37 Belcokas CVE-2026-7361 Google Chrome CeTeBoM ACE 2026-04-29 v
38 Belcokas CVE-2026-7358 Google Chrome CeTeBoM ACE 2026-04-29 v
39 Bblcokas CVE-2026-7363 Google Chrome CeTeBoW ACE 2026-04-29 v
40 | Beicokas CVE-2026-7349 Google Chrome CMCeeﬁ:aﬂ ACE 2026-04-29 v
41 Bbicokas CVE-2026-7335 Google Chrome CeTeBol ACE 2026-04-29 v
42 Bbicokas CVE-2026-7355 Google Chrome CeTeBoW OSl 2026-04-29 v
43 Bbicokas CVE-2026-7339 Google Chrome CeTeBon ACE 2026-04-29 v




44 Bbicokas CVE-2026-7348 Google Chrome CeTeBon ACE 2026-04-29 v
45 Bbicokas CVE-2026-7341 Google Chrome CeTeBoW ACE 2026-04-29 v
46 | Boicokas CVE-2026-7338 Google Chrome CMCee";:aﬂ ACE 2026-04-29 v
47 Bbicokas CVE-2026-7345 Google Chrome CeTeBoW ACE 2026-04-29 v
48 Bbicokas CVE-2026-7346 Google Chrome CeTeBoW oSl 2026-04-29 v
49 Bbicokas CVE-2026-7347 Google Chrome CeTeBoW ACE 2026-04-29 v
50 Bbicokas CVE-2026-7337 Google Chrome CeTeBoW ACE 2026-04-29 v
51 Bbicokas CVE-2026-7336 Google Chrome CeTeBoW ACE 2026-04-29 v
52 Bblcokas CVE-2026-7342 Google Chrome CeTeBoW ACE 2026-04-29 v
53 Bbicokad CVE-2026-42215 GitPython CeTteBoWn ACE 2026-04-27 v
54 Bbicokad CVE-2026-42284 GitPython CeTteBoWn ACE 2026-04-27 v
55 | Boicokas CVE-2026-5941 Foxit PDF Reader and PDF Bditorfor s ACE 2026-04-27 v
Windows
56 |  Boicokas CVE2026-5043  TOXILPDFReaderand PDREditorfor o o ACE 2026-04-27 v
Windows
57 |  Boicokas CVE-2026-5940 ~ OXIUPDFReaderand PDFEditorfor oo oo L ACE 2026-04-27 v

Windows




58 Bbicokas CVE-2026-31898 jspdf CeTeBon Cl 2026-04-27 v
59 | Kputnyeckas  CVE-2026-31938 jspdf CeTeBoW ACE 2026-04-27 v
60 Bblcokas CVE-2026-25755 jspdf CeTeBon Cl 2026-04-27 v
61 Bbicokas CVE-2026-25535 jspdf CeTteBoW DoS 2026-04-27 v
62 Bbicokas CVE-2026-25940 jspdf CeTeBoW Cl 2026-04-27 v
63 Bbicokas CVE-2026-24737 jspdf CeTeBoW Cl 2026-04-27 v
64 | Kputnueckas  BDU:2026-04536  Enterprise NFV Infrastructure Software CeTeBoi SB 2026-04-03 v
65 | Kputnueckaa  BDU:2026-05530 Cisco Identity Services Engine CeTeBoOM ACE 2026-04-17 v
66 Belcokas BDU:2026-04161 Cisco 10S XE CeTeBOW ACE 2026-03-30 v
67/ Bbicokad BDU:2026-05903 Linux JTokanbHbI DoS 2026-04-20 v
68 | Kputnueckas  BDU:2026-05445 FortiSandbox CeTeBoM ACE 2026-04-15 v
69 Bbicokas BDU:2025-08669 CommuniGate Pro CeTteBoW ACE 2025-07-18 v
70 Bbicokas BDU:2025-01798 CommuniGate Pro CeTeBoM ACE 2025-05-15 v
71 | Kputnyeckas  BDU:2025-02495 CommuniGate Pro CeTeBon ACE 2025-05-16 v
72 | Kputnyeckas  BDU:2025-05291 CommuniGate Pro CeTeBon ACE 2025-05-07 v
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73 | Kputnueckasd  BDU:2025-01331 CommuniGate Pro CeTteBon ACE 2024-12-05 N4
74 Belcokas CVE-2026-5287 Microsoft Edge CeTeBOM ACE 2026-04-03 v
75 Belcokas CVE-2026-5272 Microsoft Edge CeTeBOM ACE 2026-04-03 v
76 | Kputnueckas CVE-2026-5289 Microsoft Edge CeTteBoW ACE 2026-04-03 v
77 Bbicokas CVE-2026-5280 Microsoft Edge CeTeBoW ACE 2026-04-03 v
78 Bbicokas CVE-2026-5281 Microsoft Edge CeTeBoW ACE 2026-04-03 v
79 Bbicokas CVE-2026-5277 Microsoft Edge CeTeBoW ACE 2026-04-03 v
80 | Kputnueckas CVE-2026-5290 Microsoft Edge CeTteBoW ACE 2026-04-03 v
81 Bbicokas CVE-2026-5292 Microsoft Edge CeTeBoW Osl 2026-04-03 v
82 Bbicokas CVE-2026-5274 Microsoft Edge CeTeBon ACE 2026-04-03 v
83 Bblcokas CVE-2026-5285 Microsoft Edge CeTeBoW ACE 2026-04-03 v
84 Bbicokas CVE-2026-5286 Microsoft Edge CeTteBoW ACE 2026-04-03 v
85 Bbicokas CVE-2026-5284 Microsoft Edge CeTeBoW ACE 2026-04-03 v
86 Bbicokas CVE-2026-5275 Microsoft Edge CeTeBoi ACE 2026-04-03 v
87 Bbicokas CVE-2026-5279 Microsoft Edge CeTeBon ACE 2026-04-03 v
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88 | Kputnueckaa  CVE-2026-20093 Cisco Unified Computing System (UCS) CeTeBOM Osl 2026-04-01 v

89 | Kputnyeckaa  CVE-2026-20160  Cisco Smart Software Manager On-Prem CeTeBon ACE 2026-04-01 v

90 | Boicokan  CVE-2025-61726 Ansible Automation Platform 2.5 CeTeBoit DOS 2026-04-01 v
packages

91 | Boicokan  CVE-2025-14550 Ansible Autoration Platform 2.5 CeTesoii DoS 2026-04-01 4
packages

92 |  Bbicokas CVE-2026-1285 Ansible Autoration Platform 2.5 CeTesoii DOS 2026-04-01 v
packages

03 | Bocokan  CVE-2025-69223 Ansible Automation Platform 2.5 CeTesoii DOS 2026-04-01 v
packages

94 | Bocokan  CVE-2026-22029 Ansible Automation Platform 2.5 CeTesoii XSS\CSS  2026-04-01 v
packages

95 | Bucokas  CVE-2026-23490 Ansible Automation Platform 2.5 CeTesol DOS 2026-04-01 v
packages

96 Belcokas CVE-2026-3779 Foxit PDF Editor and Reader for Mac JlokanbHbli ACE 2026-04-01 v

97 Bbicokad CVE-2026-32929 FUJI Electric V-SFT JTokanbHbI Osl 2026-04-01 v

98 Bbicokas CVE-2026-32928 FUJI Electric V-SFT JTokanbHbIA ACE 2026-04-01 v

99 Bbicokas CVE-2026-32927 FUJI Electric V-SFT JTokanbHbIiA Osl 2026-04-01 v

100 Bbicokas CVE-2026-32926 FUJI Electric V-SFT JlokanbHbIN Osl 2026-04-01 v

101 Bbicokas CVE-2026-32925 FUJI Electric V-SFT JlokanbHbIN ACE 2026-04-01 v




102 Bbicokas CVE-2026-5272 Google Chrome CeTeBOM ACE 2026-04-01 v
103 Bbicokas CVE-2026-5274 Google Chrome CeTeBoW ACE 2026-04-01 v
104 Bblcokas CVE-2026-5275 Google Chrome CeTeBon ACE 2026-04-01 v
105 Bbicokas CVE-2026-5277 Google Chrome CeTteBoW ACE 2026-04-01 v
106 Bbicokas CVE-2026-5278 Google Chrome CeTeBoW ACE 2026-04-01 v
107 Bbicokas CVE-2026-5279 Google Chrome CeTeBoW ACE 2026-04-01 v
108 Bbicokas CVE-2026-5280 Google Chrome CeTeBoW ACE 2026-04-01 v
109 Belcokas CVE-2026-5281 Google Chrome CeTeBoM ACE 2026-04-01 N4
110 Bbicokas CVE-2026-5282 Google Chrome CeTeBoW Osl 2026-04-01 v
111 Bblcokas CVE-2026-5284 Google Chrome CeTeBoW ACE 2026-04-01 v
112 Bblcokas CVE-2026-5286 Google Chrome CeTeBoW ACE 2026-04-01 v
13 Bbicokas CVE-2026-5287 Google Chrome CeTteBoW ACE 2026-04-01 v
114 | Kpntnueckas CVE-2026-5288 Google Chrome CeTeBon ACE 2026-04-01 v
115 | Kpntnueckas CVE-2026-5289 Google Chrome CeTeBon ACE 2026-04-01 v
116 | Kpntnueckas CVE-2026-5290 Google Chrome CeTeBon ACE 2026-04-01 v
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117 Bbicokas CVE-2026-5292 Google Chrome CeTeBon Osl 2026-04-01 v

118 Bblcokas CVE-2026-5285 Google Chrome CeTeBon ACE 2026-04-01 v
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KpaTtkoe onmcaHwme: OTkas B oocnyxumsarnn B Cisco 10S XE

NaoeHTndmkaTop yassmmoctn: BDU:2026-04237

NaoeHtngurkaTop nporpamMmHor ownbkun: CWE-230 HekoppekTHas 06paboTka OTCYTCTBYHOLLMX (MYCTbIX) 3HAYEHW
Ya3suMblin npoaykT: Cisco 10S XE: 17.18.1

KaTeropusi yasBMMOro npofykTa: TenekoMMyHMKaLMOHHOe 060pyA0BaH/e

Cnocob skcnayataummn: MaHnynmpoBaHme CTPYKTYpPamm AaHHbIX

MocneacTsusa skcnnyataymmn: OTkas B 06CTyXMBaHUM

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 8.6 AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT

[aTta BoigBnenus / lata obHoBneHus: 2026-03-30 / 2026-03-30
CCbINKM Ha UCTOYHWK:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-dos-hnX5KGOm
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KpaTtkoe onmcaHwme: BeinonHeHne nponssonbHoro koda B Cisco Evolved Programmable Network Manager
NaoeHTndurkaTop yassmmoctn: BDU:2026-04594

NoeHTngurkaTop nporpammHon ownbku: CWE-862 OTcyTCTBME aBTOPM3aLMM

YasBuMbl npofykT: Cisco Evolved Programmable Network Manager: o 8.1.2

KaTeropusi yasBMMOro npofykTa: TenekoMMyHMKaLMOHHOe 060pyA0BaH/e

Cnocob skcnnyataummn: O6xo npouecca aBTopr3aLmm

MocneacTBuna skcrnnyaTaumm: BelnonHeHve NPomn3BOIbHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 8.0 AV:N/AC:L/PR:L/ULLR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs

[ata BoigBnenus / lata obHoBneHus: 2026-04-02 / 2026-04-02
CCbINKM Ha UCTOYHWK:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-epnm-improp-auth-mUwFWUU3
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KpaTtkoe onncaHwme: BeinonHeHne npornssBosibHOro koga B FortiClientEMS
NaoeHTndurkaTop yassmmoctn: BDU:2026-04638

NaoeHTndurkaTop nporpaMmHom ownbkn: CWE-284 HekoppekTHoe ynpasaeHue 4OCTyNoM
Yassumbln npogykT: FortiClientEMS: ot 7.4.5 go 7.4.7

KaTeropws ysa3BMMOro npofykTa: TesnekoMMyHMKaLMOHHOe 060pyAoBaHe

Cnocob skcnnyataumn: HapyLueHvie aBTopmsaLin.

MocneacTBuna skcrnnyaTaumm: BelnonHeHve NPomn3BOIbHOIO KO

PekoMeHaaLMK MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA Oq)I/ILI,I/|aﬂbeIM natyemM BeHAOPa. B CBA3M CO CNOXMBLLENCA 0O6CTaHOBKOW
N BBEeAEHHbIMW CaHKUMAMK MPOTNB Poccuickonm @eaepaumm pekoMeHdyeM yCTaHaB/IMBaTb ObHOBNEHNA nporpaMMHOro obecneyeHus
TONbKO Mod/ie oueHKn BCcex COnyTCTBYHOLLINX PNCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[ata BoisBnenus / [lata obHoBneHus: 2026-04-06 / 2026-04-06
CCbINKM Ha NCTOYHWK:

e https://fortiguard.fortinet.com/psirt/FG-IR-26-099
e https://github.com/OxBlackash/CVE-2026-356167tab=readme-ov-file
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KpaTtkoe onmcaHwme: BeinonHeHe nponssoibHoro koda B Cisco Webex Centers
NaoeHTndunkaTop yassmumoctu: BDU:2026-05532

NoeHTndurkaTop nporpaMmHomn ownbkn: CWE-295 HekoppekTHaa NpoBepka cepTUhrKaTos
YasumMblin npoaykT: Cisco Webex Centers: -

KaTeropms ya3BMMOro npoaykTa: TeseKoMMyHMKaLoHHOe 060pyoBaHme

Cnocob skcnnyataumm: HekoppekTHas NpoBepka cepTUhUKaToB.

MocneacTBnA aKkCnyaTaLyn: BuinoaHeHne nponsBoibHOMo Koda

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT

[laTa BoisBnenus / [lata obHoBneHus: 2026-04-16 / 2026-04-16
CCbINKM Ha UCTOYHWK:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-cui-cert-8jSZYhWL
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KpaTkoe onmcaHve: BeinonHeHve npon3soasHoro koga B Cisco Smart Software Manager On-Prem
NaoeHTndmkaTop yassmmoctn: BDU:2026-04595

NaoeHTndurkaTop nporpaMmHor ownbkmn: CWE-668 Bo3MOXHOCTb HeCaHKLMOHPOBAHHOIO JOCTYMNa K pecypcy
Ya3BuMblA npofykT: Cisco Smart Software Manager On-Prem: go 9-202601

KaTeropms ya3BMMOro npoaykTa: TeseKoMMyHMKaLoHHOe 060pyoBaHme

Cnocob skcnayataummn: HecaHKUMOHVPOBaHHbI CO0p HGOPMaLLL

MocneacTBuna skcrnnyaTaumm: BelnonHeHve NPomn3BOIbHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT

[ata BoigBnenus / lata obHoBneHus: 2026-04-02 / 2026-04-02
CCbINKM Ha UCTOYHWK:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssm-cli-execution-cHUCWuUNr
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KpaTtkoe onmcaHwme: BeinonHeHe nponssosibHOro koda B Cisco Identity Services Engine
NaoeHTndunkaTop yassmmoctn: BDU:2026-05531

NoeHTndurkaTop NporpaMmHor owmnbku: CWE-77 HekoppekTHas HernTpanu3aums CneuranbHbIX 3N1eMEHTOB, NCMOb3yeMblX B KOMaHAAX
(BHeApeHve KomMaHza)

YassumMbl npofykT: Cisco ldentity Services Engine: go 3.4 Patch 4
KaTeropms ya3BMMOro npoaykTa: TeseKoMMyHMKaLoHHOe 060pyoBaHme
Cnocob akcnnyataumn: ViHbekums.

MocneacTBnsa akcnayaTaummn: BelMonHeHe Npomn3BoIbHOro Koaa

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 9.9 AV:N/AC:L/PR:L/UIN/S:C/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoii

B3anmogencTame ¢ nonb3oBatenem: OTcyTcTByeTt

[ata BoigBnenus / lata obHoBneHus: 2026-04-17 / 2026-04-17
CCbINKM Ha UCTOYHWK:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-4fverepv
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KpaTtkoe onmcaHwme: BeinoiHeHe NponsBoibHOMo koga B Apache HTTP Server
NaoeHTndumkaTop yassmmoctu: CVE-2026-23918

NaeHTndurkaTop nporpaMmHor ownbkun: CWE-415 /1BoliHoe 0cBObOXAEHME
YA3BMMbIN NPOAyKT: Apache HTTP Server: 2.4 - 2.4.66

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne
Cnocob skcnnyataumn: OTnpaska cneuyansHO COOPMMPOBAHHBIX AaHHbBIX.
MocneacTsnsa skcrnayaTaumm: BelnonHeHve NPorn3BOIbHOIO KO

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oatenem: OTcyTcTByeT

[aTa BbisBneHus / [lata obHoBneHus: 2026-05-04 / 2026-05-04
CCbINKM Ha NCTOYHWK:

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-34059
e https://lists.apache.org/thread/2m26t0c1 zhrzOwxpxdx6t1g999415yk7

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-34032
e https://lists.apache.org/thread/7dnmy4cxb8qfdgr8bs9jrnOvrOpylwkd

e https://httpd.apache.org/security/vulnerabilities_24.ntml#CVE-2026-33857
e https://lists.apache.org/thread/k97f307d4xgsxthgf5fzf03m9oqdkvgzy

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-33523
e https://lists.apache.org/thread/88f06g30opz3snbsfbyjdx6zqrzkkito6

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-33007
e https://lists.apache.org/thread/4qokdcgl8q6ti3b594v72sr52g7wrbd4

e Nttps://httpd.apache.org/security/vulnerabilities_24.htmI#CVE-2026-33006
e https://lists.apache.org/thread/ro2mhvozhdp1j5d8we8nwgyzrofy2s7y
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https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-29169
https://lists.apache.org/thread/Owlowdb6éydgdtxspx8og5x72bgdzgfx
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-29168
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-28780
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-24072
https://lists.apache.org/thread/5tgopwqr0z9hh0v8x9h0ywgs1z3x2612
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-23918
https://lists.apache.org/thread/otwt07gfnpbx2b58hnbghgsordovy3yf
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KpaTtkoe onmcaHume: OTka3 B obcnyxuaHum B Apache HTTP Server

NaoeHTndunkaTop yassmmoctn: CVE-2026-29169

NaeHTndurkaTop nporpaMmHor ownbkun: CWE-476 Pa3biMeHOBaHMe HyNeBOrO yKa3aTens
YA3BMMbIN NPOAyKT: Apache HTTP Server: 2.4 - 2.4.66

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne

Cnocob skcnnyataumn: OTnpaska cneuyansHO COOPMMPOBAHHBIX AaHHbBIX.

MocneacTsusa skcnnyataummn: OTkas B 06CyXMBaHUM

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:L/PR:N/ULN/S:U/C:N/EN/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oatenem: OTcyTcTByeT

[aTa BbisBneHus / [lata obHoBneHus: 2026-05-04 / 2026-05-04
CCbINKM Ha NCTOYHWK:

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-34059
e https://lists.apache.org/thread/2m26t0c1 zhrzOwxpxdx6t1g999415yk7

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-34032
e https://lists.apache.org/thread/7dnmy4cxb8qfdgr8bs9jrnOvrOpylwkd

e https://httpd.apache.org/security/vulnerabilities_24.ntml#CVE-2026-33857
e https://lists.apache.org/thread/k97f307d4xgsxthgf5fzf03m9oqdkvgzy

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-33523
e https://lists.apache.org/thread/88f06g30opz3snbsfbyjdx6zqrzkkito6

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-33007
e https://lists.apache.org/thread/4qokdcgl8q6ti3b594v72sr52g7wrbd4

e Nttps://httpd.apache.org/security/vulnerabilities_24.htmI#CVE-2026-33006
e https://lists.apache.org/thread/ro2mhvozhdp1j5d8we8nwgyzrofy2s7y
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https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-29169
https://lists.apache.org/thread/Owlowdb6éydgdtxspx8og5x72bgdzgfx
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-29168
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-28780
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-24072
https://lists.apache.org/thread/5tgopwqr0z9hh0v8x9h0ywgs1z3x2612
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-23918
https://lists.apache.org/thread/otwt07gfnpbx2b58hnbghgsordovy3yf
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KpaTtkoe onmcaHwme: [MonyyeHne koHouaeHUMansHom nHdopmaumm 8 Apache HTTP Server
NaoeHTndumkaTop yassmmoctn: CVE-2026-34059

NaoeHTndrKaTop NporpaMmHor ownbkmn: CWE-126 YteHne 3a rpaHmuer bydepa
YA3BMMbIN NPOAyKT: Apache HTTP Server: 2.4 - 2.4.66

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne

Cnocob skcnnyataumn: OTnpaska cneuyansHO COOPMMPOBAHHBIX AaHHbBIX.

MocneacTBusa skcnyataumn: MNonyydeHme KoHGMAeHUManbHOM NHGopMaLmm

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:L/PR:N/ULN/S:U/C:H/EEN/AN
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oatenem: OTcyTcTByeT

[aTa BbisBneHus / [lata obHoBneHus: 2026-05-04 / 2026-05-04
CCbINKM Ha NCTOYHWK:

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-34059
e https://lists.apache.org/thread/2m26t0c1 zhrzOwxpxdx6t1g999415yk7

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-34032
e https://lists.apache.org/thread/7dnmy4cxb8qfdgr8bs9jrnOvrOpylwkd

e https://httpd.apache.org/security/vulnerabilities_24.ntml#CVE-2026-33857
e https://lists.apache.org/thread/k97f307d4xgsxthgf5fzf03m9oqdkvgzy

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-33523
e https://lists.apache.org/thread/88f06g30opz3snbsfbyjdx6zqrzkkito6

e https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-33007
e https://lists.apache.org/thread/4qokdcgl8q6ti3b594v72sr52g7wrbd4

e Nttps://httpd.apache.org/security/vulnerabilities_24.htmI#CVE-2026-33006
e https://lists.apache.org/thread/ro2mhvozhdp1j5d8we8nwgyzrofy2s7y
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https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-29169
https://lists.apache.org/thread/Owlowdb6éydgdtxspx8og5x72bgdzgfx
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-29168
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-28780
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-24072
https://lists.apache.org/thread/5tgopwqr0z9hh0v8x9h0ywgs1z3x2612
https://httpd.apache.org/security/vulnerabilities_24.html#CVE-2026-23918
https://lists.apache.org/thread/otwt07gfnpbx2b58hnbghgsordovy3yf
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10

KpaTkoe onncaHme: BuinosiHeHve Npov3BobLHOMO koda B GNuTLS

NaoeHTndumkaTop yassmmoctu: CVE-2026-33845

NaoeHTndurkaTop nporpaMmHor ownbkn: CWE-191 MNoTeps 3HaYMMOCTW LebixX Yncen (MPoCTo NV LMKAMYeCKui BO3BPAT)
YA3BMMbIN NpoaykT: GnuTLS: 3.0 - 3.8.12

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne

Cnocob skcnnyataumn: OTnpaska cneuyansHO COOPMMPOBAHHBIX AaHHbBIX.

MocneacTsna akcnayaTaumn: BoinoaHeHne nponssoibHOro Koda

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:L/PR:N/ULN/S:U/C:N/EN/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oatenem: OTcyTcTByeT

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha NCTOYHWK:

e https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-1
e https://gitlab.com/gnutls/gnutls/-/issues/1816
e https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-2
e https://gitlab.com/gnutls/gnutls/-/issues/1848
e https://www.gnutls.org/security-new.html#GNUTLS-SA-2026-04-29-3
e https://gitlab.com/gnutls/gnutls/-/issues/1811
e https://www.gnutls.org/security-new.html#GNUTLS-SA-2026-04-29-4
e Nttps://gitlab.com/gnutls/gnutls/-/issues/1850
e https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-5
e https://gitlab.com/gnutls/gnutls/-/issues/1803
e Nttps://www.gnutls.org/security-new.htm#GNUTLS-SA-2026-04-29-6
e https://gitlab.com/gnutls/gnutls/-/issues/1824
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https://www.gnutls.org/security-new.html#GNUTLS-SA-2026-04-29-7
https://gitlab.com/gnutls/gnutls/-/issues/1802
https://www.gnutls.org/security-new.htmIl#GNUTLS-SA-2026-04-29-8
https://gitlab.com/gnutls/gnutls/-/issues/1825
https://www.gnutls.org/security-new.htmIl#GNUTLS-SA-2026-04-29-9
https://gitlab.com/gnutls/gnutls/-/issues/1766
https://www.gnutls.org/security-new.html#GNUTLS-SA-2026-04-29-10
https://gitlab.com/gnutls/gnutls/-/issues/1814
https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-11
https://gitlab.com/gnutls/gnutls/-/issues/1840
https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-12
https://gitlab.com/gnutls/gnutls/-/issues/1801
https://www.gnutls.org/security-new.htmIl#GNUTLS-SA-2026-04-29-13
https://gitlab.com/gnutls/gnutls/-/issues/1815
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11

KpaTtkoe onmcaHwme: [MNepe3aniics Npon3BObHbIX Gannos B GNUTLS

NaoeHTndumkaTop yassmmoctu: CVE-2026-33846

NaeHTndurkaTop NporpaMmHor ownbkmn: CWE-130 HekoppekTHas 06paboTka HeCOOTBETCTBUI MapamMeTpoB ANNHbI
YA3BMMbIN NpoaykT: GnuTLS: 3.0 - 3.8.12

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne

Cnocob skcnnyataumn: OTnpaska cneuyansHO COOPMMPOBAHHBIX AaHHbBIX.

MocneacTBusa sKCryaTaumn: Nepesaninces NPorn3BOIbHbIX Ganios

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:L/PR:N/ULN/S:U/C:N/EN/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oatenem: OTcyTcTByeT

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha NCTOYHWK:

e https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-1
e https://gitlab.com/gnutls/gnutls/-/issues/1816
e https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-2
e https://gitlab.com/gnutls/gnutls/-/issues/1848
e https://www.gnutls.org/security-new.html#GNUTLS-SA-2026-04-29-3
e https://gitlab.com/gnutls/gnutls/-/issues/1811
e https://www.gnutls.org/security-new.html#GNUTLS-SA-2026-04-29-4
e Nttps://gitlab.com/gnutls/gnutls/-/issues/1850
e https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-5
e https://gitlab.com/gnutls/gnutls/-/issues/1803
e Nttps://www.gnutls.org/security-new.htm#GNUTLS-SA-2026-04-29-6
e https://gitlab.com/gnutls/gnutls/-/issues/1824
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https://www.gnutls.org/security-new.html#GNUTLS-SA-2026-04-29-7
https://gitlab.com/gnutls/gnutls/-/issues/1802
https://www.gnutls.org/security-new.htmIl#GNUTLS-SA-2026-04-29-8
https://gitlab.com/gnutls/gnutls/-/issues/1825
https://www.gnutls.org/security-new.htmIl#GNUTLS-SA-2026-04-29-9
https://gitlab.com/gnutls/gnutls/-/issues/1766
https://www.gnutls.org/security-new.html#GNUTLS-SA-2026-04-29-10
https://gitlab.com/gnutls/gnutls/-/issues/1814
https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-11
https://gitlab.com/gnutls/gnutls/-/issues/1840
https://www.gnutls.org/security-new.htmI#GNUTLS-SA-2026-04-29-12
https://gitlab.com/gnutls/gnutls/-/issues/1801
https://www.gnutls.org/security-new.htmIl#GNUTLS-SA-2026-04-29-13
https://gitlab.com/gnutls/gnutls/-/issues/1815




27

KpaTkoe onmcaHuve: BeinonHeHvie npon3soasHoro koga B Wireshark

NaoeHTndmkaTop yassmmoctn: CVE-2026-5402

NaoeHTndurkaTop nporpaMmHom ownbkun: CWE-122 MNepenonHeHue bydepa B AMHAMUYECKON NaMATH
Yassumbln npoaykT: Wireshark: 4.4.0 - 4.6.4

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTsna akcnayaTaumn: BoinoaHeHne nponssoibHOro Koda

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha NCTOYHWK:

e https://www.wireshark.org/security/wnpa-sec-2026-08.html
e https://www.wireshark.org/security/wnpa-sec-2026-32.html
e https://www.wireshark.org/security/wnpa-sec-2026-31.html
e https://www.wireshark.org/security/wnpa-sec-2026-30.html
e https://www.wireshark.org/security/wnpa-sec-2026-29.html
e https://www.wireshark.org/security/wnpa-sec-2026-28.html
e https://www.wireshark.org/security/wnpa-sec-2026-27.html
e Nttps://www.wireshark.org/security/wnpa-sec-2026-26.html
e https://www.wireshark.org/security/wnpa-sec-2026-25.html
e https://www.wireshark.org/security/wnpa-sec-2026-24.html
e https://www.wireshark.org/security/wnpa-sec-2026-23.html
e https://www.wireshark.org/security/wnpa-sec-2026-22.html
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https://www.wireshark.org/security/wnpa-sec-2026-21.html
https://www.wireshark.org/security/wnpa-sec-2026-20.html
https://www.wireshark.org/security/wnpa-sec-2026-19.html
https://www.wireshark.org/security/wnpa-sec-2026-18.html
https://www.wireshark.org/security/wnpa-sec-2026-17.html
https://www.wireshark.org/security/wnpa-sec-2026-16.html
https://www.wireshark.org/security/wnpa-sec-2026-15.html
https://www.wireshark.org/security/wnpa-sec-2026-14.html
https://www.wireshark.org/security/wnpa-sec-2026-13.html
https://www.wireshark.org/security/wnpa-sec-2026-12.html
https://www.wireshark.org/security/wnpa-sec-2026-11.html
https://www.wireshark.org/security/wnpa-sec-2026-10.html
https://www.wireshark.org/security/wnpa-sec-2026-09.html
https://www.wireshark.org/security/wnpa-sec-2026-39.html
https://gitlab.com/wireshark/wireshark/-/issues/21182

https://www.wireshark.org/security/wnpa-sec-2026-40.html
https://gitlab.com/wireshark/wireshark/-/issues/21181

https://www.wireshark.org/security/wnpa-sec-2026-41.html
https://gitlab.com/wireshark/wireshark/-/issues/21184

https://www.wireshark.org/security/wnpa-sec-2026-42.html
https://gitlab.com/wireshark/wireshark/-/issues/21186

https://www.wireshark.org/security/wnpa-sec-2026-43.html
https://gitlab.com/wireshark/wireshark/-/issues/21189

https://www.wireshark.org/security/wnpa-sec-2026-44.html
https://gitlab.com/wireshark/wireshark/-/issues/21190

https://www.wireshark.org/security/wnpa-sec-2026-45.html
https://gitlab.com/wireshark/wireshark/-/issues/21191

https://www.wireshark.org/security/wnpa-sec-2026-46.html
https://gitlab.com/wireshark/wireshark/-/issues/21185

https://www.wireshark.org/security/wnpa-sec-2026-47.html
https://gitlab.com/wireshark/wireshark/-/issues/21214

https://www.wireshark.org/security/wnpa-sec-2026-48.html
https://gitlab.com/wireshark/wireshark/-/issues/21206

https://www.wireshark.org/security/wnpa-sec-2026-34.html
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https://gitlab.com/wireshark/wireshark/-/issues/21149
https://www.wireshark.org/security/wnpa-sec-2026-37.html
https://gitlab.com/wireshark/wireshark/-/issues/21172
https://www.wireshark.org/security/wnpa-sec-2026-38.html
https://gitlab.com/wireshark/wireshark/-/issues/21177
https://www.wireshark.org/security/wnpa-sec-2026-49.html
https://gitlab.com/wireshark/wireshark/-/issues/21207
https://www.wireshark.org/security/wnpa-sec-2026-50.html
https://gitlab.com/wireshark/wireshark/-/issues/21130
https://www.wireshark.org/security/wnpa-sec-2026-33.html
https://gitlab.com/wireshark/wireshark/-/issues/21151
https://gitlab.com/wireshark/wireshark/-/issues/21147
https://www.wireshark.org/security/wnpa-sec-2026-35.html
https://gitlab.com/wireshark/wireshark/-/issues/21173
https://www.wireshark.org/security/wnpa-sec-2026-36.html
https://gitlab.com/wireshark/wireshark/-/issues/21008
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KpaTtkoe onmcaHwme: OTka3 B obcnyxmnsarHmn B Wireshark

NaoeHTndmkaTop yassmmoctn: CVE-2026-5403

NaeHTndurkaTop NporpaMmHor ownbkn: CWE-787 3annce 3a rpaHuLamn bydepa

Yassumbln npoaykT: Wireshark: 4.4.0 - 4.6.4

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTsusa skcnnyataummn: OTkas B 06CyXMBaHUM

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/A:H
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: JlokanbHbIA

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha NCTOYHWK:

e https://www.wireshark.org/security/wnpa-sec-2026-08.html
e https://www.wireshark.org/security/wnpa-sec-2026-32.html
e https://www.wireshark.org/security/wnpa-sec-2026-31.html
e https://www.wireshark.org/security/wnpa-sec-2026-30.html
e https://www.wireshark.org/security/wnpa-sec-2026-29.html
e https://www.wireshark.org/security/wnpa-sec-2026-28.html
e https://www.wireshark.org/security/wnpa-sec-2026-27.html
e Nttps://www.wireshark.org/security/wnpa-sec-2026-26.html
e https://www.wireshark.org/security/wnpa-sec-2026-25.html
e https://www.wireshark.org/security/wnpa-sec-2026-24.html
e https://www.wireshark.org/security/wnpa-sec-2026-23.html
e https://www.wireshark.org/security/wnpa-sec-2026-22.html
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https://www.wireshark.org/security/wnpa-sec-2026-21.html
https://www.wireshark.org/security/wnpa-sec-2026-20.html
https://www.wireshark.org/security/wnpa-sec-2026-19.html
https://www.wireshark.org/security/wnpa-sec-2026-18.html
https://www.wireshark.org/security/wnpa-sec-2026-17.html
https://www.wireshark.org/security/wnpa-sec-2026-16.html
https://www.wireshark.org/security/wnpa-sec-2026-15.html
https://www.wireshark.org/security/wnpa-sec-2026-14.html
https://www.wireshark.org/security/wnpa-sec-2026-13.html
https://www.wireshark.org/security/wnpa-sec-2026-12.html
https://www.wireshark.org/security/wnpa-sec-2026-11.html
https://www.wireshark.org/security/wnpa-sec-2026-10.html
https://www.wireshark.org/security/wnpa-sec-2026-09.html
https://www.wireshark.org/security/wnpa-sec-2026-39.html
https://gitlab.com/wireshark/wireshark/-/issues/21182

https://www.wireshark.org/security/wnpa-sec-2026-40.html
https://gitlab.com/wireshark/wireshark/-/issues/21181

https://www.wireshark.org/security/wnpa-sec-2026-41.html
https://gitlab.com/wireshark/wireshark/-/issues/21184

https://www.wireshark.org/security/wnpa-sec-2026-42.html
https://gitlab.com/wireshark/wireshark/-/issues/21186

https://www.wireshark.org/security/wnpa-sec-2026-43.html
https://gitlab.com/wireshark/wireshark/-/issues/21189

https://www.wireshark.org/security/wnpa-sec-2026-44.html
https://gitlab.com/wireshark/wireshark/-/issues/21190

https://www.wireshark.org/security/wnpa-sec-2026-45.html
https://gitlab.com/wireshark/wireshark/-/issues/21191

https://www.wireshark.org/security/wnpa-sec-2026-46.html
https://gitlab.com/wireshark/wireshark/-/issues/21185

https://www.wireshark.org/security/wnpa-sec-2026-47.html
https://gitlab.com/wireshark/wireshark/-/issues/21214

https://www.wireshark.org/security/wnpa-sec-2026-48.html
https://gitlab.com/wireshark/wireshark/-/issues/21206

https://www.wireshark.org/security/wnpa-sec-2026-34.html
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https://gitlab.com/wireshark/wireshark/-/issues/21149
https://www.wireshark.org/security/wnpa-sec-2026-37.html
https://gitlab.com/wireshark/wireshark/-/issues/21172
https://www.wireshark.org/security/wnpa-sec-2026-38.html
https://gitlab.com/wireshark/wireshark/-/issues/21177
https://www.wireshark.org/security/wnpa-sec-2026-49.html
https://gitlab.com/wireshark/wireshark/-/issues/21207
https://www.wireshark.org/security/wnpa-sec-2026-50.html
https://gitlab.com/wireshark/wireshark/-/issues/21130
https://www.wireshark.org/security/wnpa-sec-2026-33.html
https://gitlab.com/wireshark/wireshark/-/issues/21151
https://gitlab.com/wireshark/wireshark/-/issues/21147
https://www.wireshark.org/security/wnpa-sec-2026-35.html
https://gitlab.com/wireshark/wireshark/-/issues/21173
https://www.wireshark.org/security/wnpa-sec-2026-36.html
https://gitlab.com/wireshark/wireshark/-/issues/21008
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KpaTtkoe onmcaHwme: OTka3 B obcnyxmnsarHmn B Wireshark

NaoeHTndmkaTop yassmmoctn: CVE-2026-5405

NaeHTndurkaTop NporpaMmHor ownbkn: CWE-787 3annce 3a rpaHuLamn bydepa

Yassumbln npoaykT: Wireshark: 4.4.0 - 4.6.4

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTsusa skcnnyataummn: OTkas B 06CyXMBaHUM

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/A:H
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: JlokanbHbIA

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha NCTOYHWK:

e https://www.wireshark.org/security/wnpa-sec-2026-08.html
e https://www.wireshark.org/security/wnpa-sec-2026-32.html
e https://www.wireshark.org/security/wnpa-sec-2026-31.html
e https://www.wireshark.org/security/wnpa-sec-2026-30.html
e https://www.wireshark.org/security/wnpa-sec-2026-29.html
e https://www.wireshark.org/security/wnpa-sec-2026-28.html
e https://www.wireshark.org/security/wnpa-sec-2026-27.html
e Nttps://www.wireshark.org/security/wnpa-sec-2026-26.html
e https://www.wireshark.org/security/wnpa-sec-2026-25.html
e https://www.wireshark.org/security/wnpa-sec-2026-24.html
e https://www.wireshark.org/security/wnpa-sec-2026-23.html
e https://www.wireshark.org/security/wnpa-sec-2026-22.html




34

https://www.wireshark.org/security/wnpa-sec-2026-21.html
https://www.wireshark.org/security/wnpa-sec-2026-20.html
https://www.wireshark.org/security/wnpa-sec-2026-19.html
https://www.wireshark.org/security/wnpa-sec-2026-18.html
https://www.wireshark.org/security/wnpa-sec-2026-17.html
https://www.wireshark.org/security/wnpa-sec-2026-16.html
https://www.wireshark.org/security/wnpa-sec-2026-15.html
https://www.wireshark.org/security/wnpa-sec-2026-14.html
https://www.wireshark.org/security/wnpa-sec-2026-13.html
https://www.wireshark.org/security/wnpa-sec-2026-12.html
https://www.wireshark.org/security/wnpa-sec-2026-11.html
https://www.wireshark.org/security/wnpa-sec-2026-10.html
https://www.wireshark.org/security/wnpa-sec-2026-09.html
https://www.wireshark.org/security/wnpa-sec-2026-39.html
https://gitlab.com/wireshark/wireshark/-/issues/21182

https://www.wireshark.org/security/wnpa-sec-2026-40.html
https://gitlab.com/wireshark/wireshark/-/issues/21181

https://www.wireshark.org/security/wnpa-sec-2026-41.html
https://gitlab.com/wireshark/wireshark/-/issues/21184

https://www.wireshark.org/security/wnpa-sec-2026-42.html
https://gitlab.com/wireshark/wireshark/-/issues/21186

https://www.wireshark.org/security/wnpa-sec-2026-43.html
https://gitlab.com/wireshark/wireshark/-/issues/21189

https://www.wireshark.org/security/wnpa-sec-2026-44.html
https://gitlab.com/wireshark/wireshark/-/issues/21190

https://www.wireshark.org/security/wnpa-sec-2026-45.html
https://gitlab.com/wireshark/wireshark/-/issues/21191

https://www.wireshark.org/security/wnpa-sec-2026-46.html
https://gitlab.com/wireshark/wireshark/-/issues/21185

https://www.wireshark.org/security/wnpa-sec-2026-47.html
https://gitlab.com/wireshark/wireshark/-/issues/21214

https://www.wireshark.org/security/wnpa-sec-2026-48.html
https://gitlab.com/wireshark/wireshark/-/issues/21206

https://www.wireshark.org/security/wnpa-sec-2026-34.html
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https://gitlab.com/wireshark/wireshark/-/issues/21149
https://www.wireshark.org/security/wnpa-sec-2026-37.html
https://gitlab.com/wireshark/wireshark/-/issues/21172
https://www.wireshark.org/security/wnpa-sec-2026-38.html
https://gitlab.com/wireshark/wireshark/-/issues/21177
https://www.wireshark.org/security/wnpa-sec-2026-49.html
https://gitlab.com/wireshark/wireshark/-/issues/21207
https://www.wireshark.org/security/wnpa-sec-2026-50.html
https://gitlab.com/wireshark/wireshark/-/issues/21130
https://www.wireshark.org/security/wnpa-sec-2026-33.html
https://gitlab.com/wireshark/wireshark/-/issues/21151
https://gitlab.com/wireshark/wireshark/-/issues/21147
https://www.wireshark.org/security/wnpa-sec-2026-35.html
https://gitlab.com/wireshark/wireshark/-/issues/21173
https://www.wireshark.org/security/wnpa-sec-2026-36.html
https://gitlab.com/wireshark/wireshark/-/issues/21008
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KpaTtkoe onucaHwme: BeinonHeHne npon3soibHOro koga 8 Google ChromeOS LTS

NaoeHTndmkaTop yassmmoctn: CVE-2026-4675

NoeHTngurkaTop nporpaMmHor ownbkun: CWE-787 3anvce 3a rpaHvLamn bydepa

YasuMbl npoaykT: Chrome OS: go 144.0.7559.249

KaTeropwusi ya3BmMoro npogykra: Unix-nojobHble onepaLyioHHble CUCTEMBI U MX KOMMOHEHTbI
Cnocob skcnnyataumm: OTKpbITME NONb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOHOCHOro darina.
MocneacTBuna skcrnnyaTaumm: BelnonHeHve NPomn3BOIbHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSvV3: 8.8 AV:N/AC:L/PR:N/UIR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/long-term-support-channel-update-for_29.html
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KpaTtkoe onucaHwme: BeinonHeHne npon3soibHOro koga 8 Google ChromeOS LTS

NaoeHTndmkaTop yassmmoctn: CVE-2026-4680

NoeHTndurkaTop nporpammHon ownbkun: CWE-416 icnonb3oBaHme nocie 0CBOOOXAEHNSA

YasuMbl npoaykT: Chrome OS: go 144.0.7559.249

KaTeropms ya3BMMOro npogykra: Unix-nofobHble onepauvoHHble CUCTEMBI U X KOMMOHEHTHI

Cnocob skcnnyataumm: OTKpbITUE NONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MNocneAcTBUA aKCNNyaTaLymn: BbiMoaHeHe Npon3BoIbHOro Koaa

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSvV3: 8.8 AV:N/AC:L/PR:N/UIR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/long-term-support-channel-update-for_29.html
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KpaTtkoe onucaHwme: BeinonHeHne npon3soibHOro koga 8 Google ChromeOS LTS

NaoeHTndmkaTop yassmmoctn: CVE-2026-4456

NoeHTndurkaTop nporpammHon ownbkun: CWE-416 icnonb3oBaHme nocie 0CBOOOXAEHNSA

YasuMbl npoaykT: Chrome OS: go 144.0.7559.249

KaTeropms ya3BMMOro npogykra: Unix-nofobHble onepauvoHHble CUCTEMBI U X KOMMOHEHTHI

Cnocob skcnnyataumm: OTKpbITUE NONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MNocneAcTBUA aKCNNyaTaLymn: BbiMoaHeHe Npon3BoIbHOro Koaa

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSvV3: 8.8 AV:N/AC:L/PR:N/UIR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/long-term-support-channel-update-for_29.html
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KpaTtkoe onucaHwme: BeinonHeHne npon3soibHOro koga 8 Google ChromeOS LTS

NaoeHTndmkaTop yassmmoctun: CVE-2026-6297

NoeHTndurkaTop nporpammHon ownbkun: CWE-416 icnonb3oBaHme nocie 0CBOOOXAEHNSA

YasuMbl npoaykT: Chrome OS: go 144.0.7559.249

KaTeropms ya3BMMOro npogykra: Unix-nofobHble onepauvoHHble CUCTEMBI U X KOMMOHEHTHI

Cnocob skcnnyataumm: OTKpbITUE NONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MNocneAcTBUA aKCNNyaTaLymn: BbiMoaHeHe Npon3BoIbHOro Koaa

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 8.3 AV:N/AC:H/PR:N/UIL:R/S:C/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/long-term-support-channel-update-for_29.html
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KpaTkoe onncaHue: BoinosHeHe nporsBoabLHOMo koja B FreeBSD

NaoeHTndmkaTop yassmMmocTn: CVE-2026-42511

NoeHTngukaTop nporpamMmHon ownbkun: CWE-149 HekoppekTHaa HeidTpanmsaumsa KaBblyek
YA3BMMBIA NpoaykT: FreeBSD: 13.5-15.0

KaTeropms ysa3BMMOro npogykra: Unix-nofo6Hble onepaumoHHble CUCTEMbBI U X KOMMOHEHTHI
Cnocob skcnnyataummn: HekoppekTHas HerTpanv3aumsa crneuyanbHbIX 31eMeHTOB.
MNocneAcTBUA aKCNNyaTaLymn: BbiMoaHeHe Npon3BoIbHOro Koaa

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:H/PR:N/UIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:17.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:16.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:15.dhclient.asc
e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:14.pf.asc

o Nttps://www.freebsd.org/security/advisories/FreeBSD-SA-26:13.exec.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:12.dhclient.asc
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KpaTtkoe onucaHwve: [NoBbileHvie npusuaeri s FreeBSD

NaoeHTndmkaTop yassmmoctun: CVE-2026-7270

NoeHTngurkaTop nporpaMmHor ownbku: CWE-783 YA3BUMOCTb, CBA3aHHadA C MPUOPUTETOM OMepPaTopOB
YA3BMMBIA NpoaykT: FreeBSD: 13.5-15.0

KaTeropms ysa3BMMOro npogykra: Unix-nofo6Hble onepaumoHHble CUCTEMbBI U X KOMMOHEHTHI

Cnocob skcnayataumn: BeinonHeHve cneLmanbHO CO34aHHOro BPeAOHOCHOTO dala

MNocneacTBusa skcnayaTaumm: NoselilleHe NprBuaeri

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC:L/PR:L/UIIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop ataku: JTokanbHbIN

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:17.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:16.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:15.dhclient.asc
e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:14.pf.asc

o Nttps://www.freebsd.org/security/advisories/FreeBSD-SA-26:13.exec.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:12.dhclient.asc
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KpaTtkoe onmncaHwue: OTkas B 0bcyxmnsaHnn B FreeBSD

NaoeHTndmkaTop yassmmoctn: CVE-2026-7164

NoeHTngurkaTop nporpammHon ownbku: CWE-674 HekoHTponnpyemas pekypcus

YA3BMMBIA NpoaykT: FreeBSD: 13.5-15.0

KaTeropwusi ya3BMMoro npogykra: Unix-nogobHble onepaLyioHHble CUCTEMBI U MX KOMMOHEHTbI
Cnocob skcnnyataumm: OTnpaska cneuyansHo COOPMMPOBaHHBIX AaHHbBIX.

MocneacTsusa skcnnyataymmn: OTkas B 06CTyXMBaHUM

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.5 AV:IN/ACL/PR:N/ULN/S:U/C:N/EN/AH
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:17.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:16.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:15.dhclient.asc
e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:14.pf.asc

o Nttps://www.freebsd.org/security/advisories/FreeBSD-SA-26:13.exec.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:12.dhclient.asc
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KpaTkoe onncaHue: BoinosHeHe nporsBoabLHOMo koja B FreeBSD

NaoeHTndumkaTop yassmmoctn: CVE-2026-42512

NoeHTngurkaTop nporpammHon ownbku: CWE-122 MepenonHeHue bydepa B AMHAMUYECKON NaMATH
YA3BMMBIA NpoaykT: FreeBSD: 13.5-15.0

KaTeropms ysa3BMMOro npogykra: Unix-nofo6Hble onepaumoHHble CUCTEMbBI U X KOMMOHEHTHI
Cnocob skcnnyataumm: OTnpaska cneuyansHo COOPMMPOBaHHBIX AaHHbBIX.

MNocneAcTBUA aKCNNyaTaLymn: BbiMoaHeHe Npon3BoIbHOro Koaa

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:H/PR:N/UIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:17.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:16.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:15.dhclient.asc
e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:14.pf.asc

o Nttps://www.freebsd.org/security/advisories/FreeBSD-SA-26:13.exec.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:12.dhclient.asc
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KpaTtkoe onucaHwve: [NoBbileHvie npusuaeri s FreeBSD

NaoeHTnumkaTop yassmmoctu: CVE-2026-39457

NoeHtngukaTop nporpammHon ownbkun: CWE-121 MepenonHeHue bydepa B CTeke
YA3BMMBIA NpoaykT: FreeBSD: 13.5-15.0

KaTeropwusi ya3BMMoro npogykra: Unix-nogobHble onepaLyioHHble CUCTEMBI U MX KOMMOHEHTbI
Cnocob skcnnyataumn: He onpeseneHo

MNocneacTBusa skcnayaTaumm: NoselilleHe NprBuaeri

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC:L/PR:L/UIIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop ataku: JTokanbHbIN

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:17.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:16.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:15.dhclient.asc
e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:14.pf.asc

o Nttps://www.freebsd.org/security/advisories/FreeBSD-SA-26:13.exec.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:12.dhclient.asc
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KpaTtkoe onucaHwve: [NoBbileHvie npusuaeri s FreeBSD

NaoeHTndmkaTop yassmmoctun: CVE-2026-35547

NoeHTngurkaTop nporpammHon ownbku: CWE-122 MepenonHeHue bydepa B AMHAMUYECKON NaMATH
YA3BMMBIA NpoaykT: FreeBSD: 13.5-15.0

KaTeropms ysa3BMMOro npogykra: Unix-nofo6Hble onepaumoHHble CUCTEMbBI U X KOMMOHEHTHI
Cnocob skcnnyataumm: OTnpaska cneuyansHo COOPMMPOBaHHBIX AaHHbBIX.

MNocneacTBusa skcnayaTaumm: NoselilleHe NprBuaeri

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:H/PR:N/UIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[aTta BoigBnenus / lata obHoBneHus: 2026-04-30 / 2026-04-30
CCbINKM Ha UCTOYHWK:

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:17.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:16.libnv.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:15.dhclient.asc
e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:14.pf.asc

o Nttps://www.freebsd.org/security/advisories/FreeBSD-SA-26:13.exec.asc

e https://www.freebsd.org/security/advisories/FreeBSD-SA-26:12.dhclient.asc
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KpaTtkoe onucaHwue: [onyyeHne KoHGuAeHLUMansHoOM nHbopmaumn B SonicOS

NoeHtngukaTop ys3smmocTu: CVE-2026-0204

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-306 OTcyTCTBME ayTEHTUGUKALIN ANA KPUTUYECKI BAaXKHbLIX GYHKLI
Ya3BMMbIN NpogykT: SonicOS: 6.0 - 8.1.0-8017

KaTteropws ysa3smMoro npogykra: CpeAcTsa 3almTel MHGOPMaLIMK

Cnocob skcnnyataummn: O6xo4 npouecca ayTeHTndumKaLmm

MocneacTsnsa skcnayataumm: MonyydeHve KOHGMAEHUMANBHOM MHGOPMALIK

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.0 AV A/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CmexHas ceTb

B3anmogencTame ¢ nonb3osBaTesieM: TpebyeTca

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKN Ha UCTOYHWK:

e https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0004
e https://www.sonicwall.com/support/notices/security-advisory-firmware-update-required-gen-6-gen-7-and-gen-8-
firewalls/kATVNOOOOO1FO3Xx0AC
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7352

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.3 AV:N/AC:H/PR:N/ULR/S:C/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7353

NaoeHTndurkaTop nporpaMmHom ownbkun: CWE-122 MNepenonHeHue bydepa B AMHAMUYECKON NaMATH
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.3 AV:N/AC:H/PR:N/ULR/S:C/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTtkoe onmcaHwue: [onyyeHne kKoHouaeHUansHom nHdopmaumn B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7354

NaoeHTndurkaTop NporpaMmHor ownbkmn: CWE-125 YteHne 3a npeagenamn bydepa

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBusa skcnyataumn: MNonyydeHme KoHGMAeHUManbHOM NHGopMaLmm

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7356

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctun: CVE-2026-7357

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:H/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7350

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.3 AV:N/AC:H/PR:N/ULR/S:C/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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32

KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7334

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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33

KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7359

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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34

KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7333

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.6 AV:N/AC.L/PR:N/UI:R/S:C/C:H/I:H/A:H
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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35

KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7343

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:H/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7344

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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37

KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmnkaTop yassmmocTn: CVE-2026-7361

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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38

KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7358

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7363

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/500387779
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https://crbug.com/494352590
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https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7349

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVA/AC:H/PR:N/ULN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop atakm: CmexHas ceTb

B3anMogencTBme ¢ nonb3oatenem: OTcyTcTByeT

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
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https://crbug.com/497047552
https://crbug.com/497769116
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https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7335

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTtkoe onmcaHwue: [onyyeHne kKoHouaeHUansHom nHdopmaumn B Google Chrome
NaoeHTndmkaTop yassmmoctun: CVE-2026-7355

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnayataumn: icnonb3oBaHe NamaTyi noc/ie ee 0CBOOOXAEHNS

MocneacTBusa skcnyataumn: MNonyydeHme KoHGMAeHUManbHOM NHGopMaLmm

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7339

NaoeHTndurkaTop nporpaMmHom ownbkun: CWE-122 MNepenonHeHue bydepa B AMHAMUYECKON NaMATH
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7348

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndunkaTop yassmmocTn: CVE-2026-7341

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7338

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVA/AC:H/PR:N/ULN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop atakm: CmexHas ceTb

B3anMogencTBme ¢ nonb3oatenem: OTcyTcTByeT

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
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https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
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https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7345

NaeHTndurkaTop NporpaMmHom ownbkm: CWE-20 HekoppekTHast MpoBepKa BXOAHbIX AaHHbIX

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.3 AV:N/AC:H/PR:N/ULR/S:C/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
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https://crbug.com/499119490
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KpaTtkoe onmcaHwue: [onyyeHne kKoHouaeHUansHom nHdopmaumn B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7346

NaoeHTndurkaTop nporpaMmHor ownbkn: CWE-119 BeinonHeHve onepaumii 3a npegenamu bydepa namaTu
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBusa skcnyataumn: MNonyydeHme KoHGMAeHUManbHOM NHGopMaLmm

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC.L/PR:N/ULLR/S:U/C:H/I:H/AN
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctun: CVE-2026-7347

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSV3: 8.1 AV:N/AC:H/PR:N/ULEN/S:U/C:H/EH/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oatenem: OTcyTcTByeT

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
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https://crbug.com/496284494
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https://crbug.com/499023054
https://crbug.com/499119490
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctun: CVE-2026-7337

NaeHTndurkaTop NporpaMmHor ownbkmn: CWE-843 [locTyn K pecypcam C UCMONb30BaHMEM HECOBMECTVIMbIX TUMOB (CMeLLeHVe TUMOB)
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.

MocneacTsna akcnayaTaumn: BoinoaHeHne nponssoibHOro Koda

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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https://crbug.com/500387779
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https://crbug.com/494352590
https://crbug.com/496285281
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7336

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-7342

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 147.0.7727.119

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-29 / 2026-04-29
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/04/stable-channel-update-for-desktop_28.html
e https://crbug.com/503889643
e https://crbug.com/500767595
e https://crbug.com/500880819
e https://crbug.com/501722605
e https://crbug.com/502206907
e https://crbug.com/502248774
e https://crbug.com/502449857
e https://crbug.com/504586599
e https://crbug.com/500104917
e Nttps://crbug.com/493957495
e https://crbug.com/497896137




100

https://crbug.com/498285711
https://crbug.com/500387779
https://crbug.com/500034684
https://crbug.com/494352590
https://crbug.com/496285281
https://crbug.com/493221953
https://crbug.com/503419515
https://crbug.com/503645680
https://crbug.com/493955227
https://crbug.com/495852034
https://crbug.com/496284494
https://crbug.com/496456528
https://crbug.com/500018484
https://crbug.com/497047552
https://crbug.com/497769116
https://crbug.com/498746519
https://crbug.com/498809718
https://crbug.com/499023054
https://crbug.com/499119490




101 I

53

KpaTtkoe onmcaHwue: BelinoiHeHe Nporn3BobHOMo koda B GitPython
NoeHtngukaTop ys3smumocTn: CVE-2026-42215

aeHTndmKaTop NporpaMMHON ownbKK: He onpeseneHo

Yassumbln npogykT: GitPython: 0.1.4 - 3.1.46

KaTeropws ysa3BMMOro npofykTa: YHVBepcaibHble KOMMOHEHTLI 1 b1banoTekm
Cnocob skcnnyataummn: HekoppekTHas HerTpanv3auma cneuyanbHbIX 31eMeHTOB.
MocneacTBnsa akcnayaTaummn: BelMmonHeHe Npomn3BoibHOro Koaa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoii

B3anMogeincTBue ¢ nonb3osatenem: OTcyTCTByeT

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKN Ha UCTOYHWK:

e https://github.com/gitpython-developers/GitPython/security/advisories/GHSA-x2gx-6953-8485
e Nttps://github.com/advisories/GHSA-x2gx-6953-8485
e https://github.com/gitpython-developers/GitPython/security/advisories/GHSA-rpm5-65cw-6hj4
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KpaTtkoe onmcaHwue: BelinoiHeHe Nporn3BobHOMo koda B GitPython
NoeHtndukaTop yassmmocTu: CVE-2026-42284

aeHTndmKaTop NporpaMMHON ownbKK: He onpeseneHo

Yassumbln npogykT: GitPython: 0.1.4 - 3.1.46

KaTeropws ysa3BMMOro npofykTa: YHVBepcaibHble KOMMOHEHTLI 1 b1banoTekm
Cnocob skcnayataummn: HekoppekTHas NpoBepKa BXOAHBIX AaHHBIX.
MocneacTsnsa skCnyaTaumn: BeinoaHeHne Npon3BoIbHOMO Koza

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSV3: 8.1 AV:N/AC:H/PR:N/ULEN/S:U/C:H/EH/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoii

B3anMogeincTBue ¢ nonb3osatenem: OTcyTCTByeT

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKN Ha UCTOYHWK:

e https://github.com/gitpython-developers/GitPython/security/advisories/GHSA-x2gx-6953-8485
e Nttps://github.com/advisories/GHSA-x2gx-6953-8485
e https://github.com/gitpython-developers/GitPython/security/advisories/GHSA-rpm5-65cw-6hj4
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KpaTkoe onmcaHuve: BeinonHeHvie npon3soasHOro koga B Foxit PDF Reader and PDF Editor for Windows
NaoeHTndmkaTop yassmmocTn: CVE-2026-5941
NaoeHTngurkaTop nporpammHon ownbkm: CWE-20 HekoppekTHas mpoBepka BXOAHbIX AaHHbIX

YasBuMbIn NpofykT: Foxit PDF Editor (formerly Foxit PhantomPDF): 13.0.0.21632 - 2026.1.0.36452
Foxit PDF Reader for Windows: 2023.2.0.21408 - 2026.1.0.36452

KaTeropus ys3B1UMOro npogaykTa: NpurknagHoe nporpaMmmHoe obecrneyeHvie
Cnocob aKkcnyaTaumm: HekoppekTHas MpoBepKa BXOAHbBIX aHHbIX.
MocneacTBMS SKCMTyaTaLmm: BeiMoHEHVE MPON3BO/ILHOMO KOAA

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3B1MOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLLENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IBKO MOC/Ie OLEHKM BCEeX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/ULR/S:U/C:H/IH/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: /lokaibHbIiA

B3anmogencTsme ¢ nonb3oBaTesieM: TpebyeTca

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKN Ha UCTOYHWK:

e https://www.foxitsoftware.com/support/security-bulletins.html?Security+updates+available+in+Foxit+PDF+Editor+13.2.42026-04-
27+00%3A00%3A00

e https://www.foxitsoftware.com/support/security-
bulletins.html?Security+updates+available+in+Foxit+PDF+Reader+2026.1.1+and+Foxit+PDF+Editor+2026.1.1%2F14.0.42026-04-
27+00%3A00%3A00
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KpaTkoe onmcaHuve: BeinonHeHvie npon3soasHOro koga B Foxit PDF Reader and PDF Editor for Windows
NaoeHTndmkaTop yassmmoctn: CVE-2026-5943
NoeHTndurkaTop nporpammHon ownbkun: CWE-416 icnonb3oBaHme nocie 0CBOOOXAEHNSA

YasBuMbIn NpofykT: Foxit PDF Editor (formerly Foxit PhantomPDF): 13.0.0.21632 - 2026.1.0.36452
Foxit PDF Reader for Windows: 2023.2.0.21408 - 2026.1.0.36452

KaTeropus ysa3BMMOro npoaykTa: MNprknagHoe nporpaMMHoe obecrneveHne
Cnocob 3kcnayaTaumu: Micnonb3oBaHvie NamaTyi Nocie ee 0CBOBOXAEHNS
MocneacTBMS KCNAyaTaLmMm: BeinonHeHe NpoV3BOIbLHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3B1MOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLLENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IBKO MOC/Ie OLEHKM BCEeX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/ULR/S:U/C:H/IH/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: /lokaibHbIiA

B3anmogencTsme ¢ nonb3oBaTesieM: TpebyeTca

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKN Ha UCTOYHWK:

e https://www.foxitsoftware.com/support/security-bulletins.html?Security+updates+available+in+Foxit+PDF+Editor+13.2.42026-04-
27+00%3A00%3A00

e https://www.foxitsoftware.com/support/security-
bulletins.html?Security+updates+available+in+Foxit+PDF+Reader+2026.1.1+and+Foxit+PDF+Editor+2026.1.1%2F14.0.42026-04-
27+00%3A00%3A00
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KpaTkoe onmcaHuve: BeinonHeHvie npon3soasHOro koga B Foxit PDF Reader and PDF Editor for Windows
NaoeHTndmkaTop yassmmoctn: CVE-2026-5940
NoeHTndurkaTop nporpammHon ownbkun: CWE-416 icnonb3oBaHme nocie 0CBOOOXAEHNSA

YasBuMbIn NpofykT: Foxit PDF Editor (formerly Foxit PhantomPDF): 13.0.0.21632 - 2026.1.0.36452
Foxit PDF Reader for Windows: 2023.2.0.21408 - 2026.1.0.36452

KaTeropus ysa3BMMOro npoaykTa: MNprknagHoe nporpaMMHoe obecrneveHne
Cnocob 3kcnayaTaumu: Micnonb3oBaHvie NamaTyi Nocie ee 0CBOBOXAEHNS
MocneacTBMS KCNAyaTaLmMm: BeinonHeHe NpoV3BOIbLHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3B1MOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLLENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IBKO MOC/Ie OLEHKM BCEeX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/ULR/S:U/C:H/IH/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: /lokaibHbIiA

B3anmogencTsme ¢ nonb3oBaTesieM: TpebyeTca

[laTa BbisBneHus / [lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKN Ha UCTOYHWK:

e https://www.foxitsoftware.com/support/security-bulletins.html?Security+updates+available+in+Foxit+PDF+Editor+13.2.42026-04-
27+00%3A00%3A00

e https://www.foxitsoftware.com/support/security-
bulletins.html?Security+updates+available+in+Foxit+PDF+Reader+2026.1.1+and+Foxit+PDF+Editor+2026.1.1%2F14.0.42026-04-
27+00%3A00%3A00
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KpaTkoe onmcaHve: BHeapeHue koza B jspdf

NaoeHTndumkaTop yassmmoctu: CVE-2026-31898

NoeHTndurkaTop nporpaMmHor ownbkun: CWE-116 HekoppekTHaa KoAMPOBKa UK OYMCTKA BbIXOAHBIX AaHHbIX
Ya3BuMbIr NpoaykT: jspdf: 0.9.0 - 4.2.0

KaTeropwus ysa3BMMOro npofykTa: YHVBepcaibHble KOMMOHEHTLI 1 b1banoTekm

Cnocob skcnnyataumm: OTnpaska cneuyansHo COOPMMPOBaHHBIX AaHHbBIX.

MocneacTsna skcrnnyataumm: BHegpeHne kosa

PekoMeHaaLMK MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA Oq)I/ILI,I/|aﬂbeIM natyemM BeHAOPa. B CBA3M CO CNOXMBLLENCA 0O6CTaHOBKOW
N BBEeAEHHbIMW CaHKUMAMK MPOTNB Poccuickonm @eaepaumm pekoMeHdyeM yCTaHaB/IMBaTb ObHOBNEHNA nporpaMMHOro obecneyeHus
TONbKO Mod/ie oueHKn BCcex COnyTCTBYHOLLINX PNCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/AN
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogerncTeme ¢ nosib3oBaTesieM: TpebyeTcs

[ata BoigBnenus / lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKM Ha NCTOYHWK:

e https://github.com/parallax/jsPDF/security/advisories/GHSA-wfv2-pwc8-crg5
e https://github.com/parallax/jsPDF/security/advisories/GHSA-7x6v-j9x4-qf24
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KpaTtkoe onucaHwme: BeinonHeHe Nporn3BoibHOro koza B jspdf
NaoeHtngukaTop ys3smmocTn: CVE-2026-31938

NaeHTndurKaTop nNporpamMHoOn owmnbkn: CWE-79 HekoppekTHas HenTpanu3aums BXOAHbBIX AaHHbIX NPV reHeprpoBaHWK Beb-CTpaHWL
(MexcarToBOe BbIMONHEHVE CLEeHapueB)

YA3BMMbIA NpoaykT: jspdf: 0.9.0 - 4.2.0

KaTeropusi ya3BMMOro npofykTa: YHVBepcabHble KOMMOHEHTLI 1 b1banoTekm
Cnocob skcnayataummn: HekoppekTHaa HerTpanv3aumsa cneuyanbHbIX 31eMeHTOB.
MocneacTBusa skCnIyaTaumm: BeinonHeHe Mpon3BOAbHOIO KOAa

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 9.6 AV:N/AC:L/PR:N/ULLR/S:C/C:H/I:H/A:L
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs

[ata BoigBnenus / lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKM Ha UCTOYHWK:

e https://github.com/parallax/jsPDF/security/advisories/GHSA-wiv2-pwc8-crgh
e https://github.com/parallax/jsPDF/security/advisories/GHSA-7x6v-j9x4-qf24
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KpaTkoe onmcaHve: BHeapeHue koza B jspdf

NaoeHTndumkaTop yassmmoctu: CVE-2026-25755

NaoeHtngurkaTop nporpamMmHor ownbkun: CWE-94 HekoppekTHOe ynpas/eHye reHepnpoBaHiemM Kofa (BHeapeHe Koaa)
YA3BMMbINA NpogykT: jspdf: 0.9.0 - 4.1.0

KaTeropwusi ya3BMMOro npofykTa: YHVBepcabHble KOMMOHEHTLI 1 b1banoTekm

Cnocob skcnnyataumm: OTnpaska cneuyansHo COOPMMPOBaHHBIX AaHHbBIX.

MocneacTsna skcrnnyataumm: BHegpeHune kosa

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC.L/PR:N/UIR/S:U/C:H/I:H/AN
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogerncTeme ¢ nosib3oBaTesieM: TpebyeTcs

[ata BoigBnenus / lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKM Ha UCTOYHWK:

e https://github.com/parallax/jsPDF/security/advisories/GHSA-p5xg-68wr-nm3m
e https://github.com/advisories/GHSA-p5xg-68wr-nm3m

e https://github.com/parallax/jsPDF/security/advisories/GHSA-67pg-wm7f-g7fj

e https://github.com/ZeroXJacks/CVEs/blob/main/2026/CVE-2026-25535.md

e https://github.com/parallax/jsPDF/security/advisories/GHSA-9vjf-qc39-jprp

e https://github.com/ZeroXJacks/CVEs/blob/main/2026/CVE-2026-25755.md
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KpaTkoe onmcaHue: OTkas B 06CnyxunsaHum B jspdf

NaoeHTnumkaTop yassmmoctu: CVE-2026-25535

NaoeHtTngurkaTop nporpammHon ownbkm: CWE-400 HekoHTpoanpyemoe 1Cnosib30BaHme pecypcoB (McueprnaHme pecypcos)
YA3BMMbINA NpogykT: jspdf: 0.9.0 - 4.1.0

KaTeropwusi ya3BMMOro npofykTa: YHVBepcabHble KOMMOHEHTLI 1 b1banoTekm

Cnocob skcnnyataumn: icuepnaHme pecypcos.

MocneacTsusa skcnnyataymmn: OTkas B 06CTyXMBaHUM

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.5 AV:N/AC:L/PR:N/UIN/S:U/C:N/IN/AH

OueHka CVSSv4: 8.0 AV:N/AC:L/AT:N/PR:N/UEN/NVC:N/VIEN/VA:H/SC:N/SEN/SANN
Bektop ataku: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[ata BbisiBneHwns / lata obHoBneHus: 2026-04-27 / 2026-04-27

CCbINKM Ha UCTOYHWK:

e https://github.com/parallax/jsPDF/security/advisories/GHSA-p5xg-68wr-nm3m
e https://github.com/advisories/GHSA-p5xg-68wr-nm3m

e https://github.com/parallax/jsPDF/security/advisories/GHSA-67pg-wm7f-g7fj

e https://github.com/ZeroXJacks/CVEs/blob/main/2026/CVE-2026-25535.md

e https://github.com/parallax/jsPDF/security/advisories/GHSA-9vjf-qc39-jprp

e https://github.com/ZeroXJacks/CVEs/blob/main/2026/CVE-2026-25755.md
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KpaTkoe onmcaHve: BHeapeHue koza B jspdf

NaoeHTndmkaTop yassmmoctu: CVE-2026-25940

NaoeHTndurkaTop nporpaMmHor ownbkmn: CWE-116 HekoppekTHaa KoAMPOBKa UK OYMCTKA BbIXOAHBIX AaHHbIX
YA3BMMbINA NpogykT: jspdf: 0.9.0 - 4.1.0

KaTeropwusi ya3BMMOro npofykTa: YHVBepcabHble KOMMOHEHTLI 1 b1banoTekm

Cnocob skcnayataummn: HekoppekTHas NpoBepKa BXOAHBIX AaHHBIX.

MocneacTsna skcrnnyataumm: BHegpeHune kosa

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC.L/PR:N/UIR/S:U/C:H/I:H/AN
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogerncTeme ¢ nosib3oBaTesieM: TpebyeTcs

[ata BoigBnenus / lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKM Ha UCTOYHWK:

e https://github.com/parallax/jsPDF/security/advisories/GHSA-p5xg-68wr-nm3m
e https://github.com/advisories/GHSA-p5xg-68wr-nm3m

e https://github.com/parallax/jsPDF/security/advisories/GHSA-67pg-wm7f-g7fj

e https://github.com/ZeroXJacks/CVEs/blob/main/2026/CVE-2026-25535.md

e https://github.com/parallax/jsPDF/security/advisories/GHSA-9vjf-qc39-jprp

e https://github.com/ZeroXJacks/CVEs/blob/main/2026/CVE-2026-25755.md
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KpaTkoe onmcaHve: BHeapeHue koza B jspdf

NaoeHTndumkaTop yassmmoctun: CVE-2026-24737

NaoeHTndurkaTop nporpaMmHor ownbkmn: CWE-116 HekoppekTHaa KoAMPOBKa UK OYMCTKA BbIXOAHBIX AaHHbIX
Ya3BuMbIN NpogykT: jspdf: 0.9.0 - 4.0.0

KaTeropwusi ya3BMMOro npofykTa: YHVBepcabHble KOMMOHEHTLI 1 b1banoTekm

Cnocob skcnayataummn: HekoppekTHas NpoBepKa BXOAHBIX AaHHBIX.

MocneacTsna skcrnnyataumm: BHegpeHune kosa

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC.L/PR:N/UIR/S:U/C:H/I:H/AN
OueHka CVSSv4: He onpeaeneHo

Bektop ataku: CeTeBou

B3anmogerncTeme ¢ nosib3oBaTesieM: TpebyeTcs

[ata BoigBnenus / lata obHoBneHus: 2026-04-27 / 2026-04-27
CCbINKM Ha UCTOYHWK:

e https://github.com/parallax/jsPDF/security/advisories/GHSA-pgxr-3g65-p328
e https://github.com/parallax/jsPDF/security/advisories/GHSA-vm32-w63-w422
e https://github.com/advisories/GHSA-vm32-w63-w422

e https://github.com/parallax/jsPDF/security/advisories/GHSA-95fx-jjr5-f39¢

e https://github.com/parallax/jsPDF/security/advisories/GHSA-cjw8-79x6-5¢j4

e https://github.com/advisories/GHSA-cjw8-79x6-5¢j4
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KpaTkoe onmcaHue: Obxoa besonacHocT B Enterprise NFV Infrastructure Software
NaoeHTndunkaTop yassmmoctn: BDU:2026-04536
NaoeHTngurkaTop nporpammHon ownbkm: CWE-20 HekoppekTHas mpoBepka BXOAHbIX AaHHbIX

Ya3suMbIi NpoaykT: Enterprise NFV Infrastructure Software: 4.16
Integrated Management Controller: 1o 6.0(1.250174)

KaTeropus ya3BmMMOro npoaykTa: TenekoMMyH1KaunoHHoe 0bopyaoBaHe
Cnocob akcnnyataumm: OTnpaska crelmanbHO co3gaHHoro HTTP-3anpoca.
Mocneactsus skcnnyataumm: Ob6xo 6e30MacHoOCTY

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoii

B3anmogencTame ¢ nonb3oBatenem: OTcyTcTByeTt

[ata BoigBnenus / lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha UCTOYHWK:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-auth-bypass-AgG2BxTn
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KpaTtkoe onmcaHwme: BeinonHeHe nponssosibHOro koda B Cisco Identity Services Engine

NaoeHTndunkaTop yassmmoctn: BDU:2026-05530

NoeHTngurkaTop nporpaMmHon ownbkmn: CWE-22 HekoppeKTHble OrpaHUYeHus nyTer ANA KaTanoros (BbIX0Z 3a Npesenbl katanora)
YassumMbl npofykT: Cisco ldentity Services Engine: go 3.4 Patch 4

KaTeropms ya3BMMOro npoaykTa: TeseKoMMyHMKaLoHHOe 060pyoBaHme

Cnocob akcnnyataummn: MaHvnynnpoBaHvie pecypcamu

MocneacTBnA aKkCnyaTaLyn: BuinoaHeHne nponsBoibHOMo Koda

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 9.9 AV:N/AC:L/PR:L/UIN/S:C/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT

[ata BoigBnenus / lata obHoBneHus: 2026-04-17 / 2026-04-17
CCbINKM Ha UCTOYHWK:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-rce-4fverepv
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KpaTkoe onncaHue: BoinonHeHme npornssonsHOro koga B Cisco 10S XE

NaoeHTndunkaTop yassmmoctn: BDU:2026-04161

NaoeHTngurkaTop nporpammHon ownbkm: CWE-400 HekoHTponpyemoe 1Cnosib30BaHme pecypcoB (McuepraHme pecypcoB)
Ya3suMblin npoaykT: Cisco 10S XE: 17.18.1

KaTeropms ya3BMMOro npoaykTa: TeseKoMMyHMKaLoHHOe 060pyoBaHme

Cnocob skcnnyataummn: OTnpaska cnewyansHO ChopMPOBaHHOTO 3ampoca.

MocneacTBuna skcrnnyaTaumm: BelnonHeHve NPomn3BOIbHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 8.6 AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT

[aTta BoigBnenus / lata obHoBneHus: 2026-03-30 / 2026-03-30
CCbINKM Ha UCTOYHWK:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-bootp-WuBhNBxA




115

67

KpaTtkoe onmcaHume: OTKka3 B 06C1yxmBaHum B Linux
NaoeHTndunkaTop yassmumoctn: BDU:2026-05903
NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

YA3BMMBIN NPOAYKT: Linux: oT 6.4 10 6.4.16
Ubuntu: 22.04 LTS
Debian GNU/Linux: 12
Platform V SberLinux OS Server: 1o 9.2.0-fstec

KaTeropms ysa3BMMOro npogykra: Unix-nofo6Hble onepaumoHHble CUCTEMbBI U X KOMMOHEHTHI
Cnocob skcnayataumn: icnonb3oBaHe NamaTyi noc/1e ee 0CBOOOXAEHNS
MocneacTsusa skcnnyataymmn: OTkas B 06CTyXMBaHUM

PekoMeHAaLmn Mo yCTpaHeHuto: [aHHas yAa3BNMOCTb YCTpaHaeTCa oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSIMI MpOoTUB Poccuiickoit Peaepaliiv pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC:L/PR:L/UIIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop ataku: JTokanbHbIN

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYeT

[aTta BoigBnenus / lata obHoBneHus: 2026-04-20 / 2026-04-20
CCbINKM Ha UCTOYHWK:

e https://lore kernel.org/linux-cve-announce/2025100104-CVE-2023-53454-5ee6@gregkh/
e https://git.kernel.org/stable/c/15ec7cb55e7d88755aa01d44a7a1015a42bfce86

e https://git.kernel.org/stable/c/1d7833db9fd118415dace2cal57bfa603dec9c8¢

e https://git.kernel.org/stable/c/2763732ec1e68910719¢75b6b896e11b6d3d622b

o Nttps://git.kernel.org/stable/c/39¢70c19456e50dcb3abfe53539220dff0490f1d

e https://git.kernel.org/stable/c/4794394635293a3e74591351fff469cea7ad15a2

e https://git.kernel.org/stable/c/ac0d389402a6ff9ad92cea02c2d8c711483b91ab

o Nttps://git.kernel.org/stable/c/b70ac7849248ec8128fa12f86e3655ba38838f29

e https://git kernel.org/stable/c/dde88ab4e45beb60b2170262073a9¢14c88d71ab
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e https://git.kernel.org/stable/c/df7ca43fe090e1a56c216c8ebc106ef5fd49afch
e https://security-tracker.debian.org/tracker/CVE-2023-53454
e https://ubuntu.com/security/CVE-2023-53454
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KpaTtkoe onucaHwme: BeinonHeHe npon3BoibHOro koza 8 FortiSandbox
NoeHtngurkaTop ya3smmocTu: BDU:2026-05445

NaeHTndrKaTop NporpaMmMHoi owmbkn: CWE-78 HekoppekTHaa HernTpanm3aums cneumanbHblX 31eMeHTOB, NCNob3yeMblX B CUCTEMHbIX
KoMaHzax (BHeapeHne komaHa OC)

YA3BMMbIA NpofykT: FortiSandbox: o1 4.4.0 fo 4.4.8 BKAOUNTENBHO

KaTeropwsi ya3BMMoro npogykra: CepepHoe NporpamMHoe obecrneyeHne 1 ero KOMNOHeHTb|
Cnocob skcnnyataummn: OTnpaska cnewyansHO ChopMPOBaHHOTO 3ampoca.

MocneacTBusa skCnIyaTaumm: BeinonHeHe Mpon3BOAbHOIO KOAa

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

Bektop atakn: CeTeBou

B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT

[ata BoigBnenus / lata obHoBneHus: 2026-04-15 / 2026-04-15
CCbINKM Ha UCTOYHWK:

e Nttps://fortiguard.fortinet.com/psirt/FG-IR-26-100
e https://github.com/samu-delucas/CVE-2026-39808
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KpaTkoe onncaHue: BoinosHeHe npornssoabHOro koga B CommuniGate Pro

NaoeHTndurkaTop yassmumoctn: BDU:2025-08669

NoeHtngurkaTop nporpammHon ownbkmn: CWE-306 OTcyTCTBME ayTeHTUGMKALIN A9 KPUTUYECKI BAXHBIX GYHKLM
Ya3suMblid NnpoaykT: CommuniGate Pro: 6.5.1

KaTeropms ya3BMMOro npogykta: [pvikiasHoe nporpaMmMHoe obecrneveHme

Cnocob skcnnyataumn: HapyLueHve ayTeHTUdrKaumm.

MocneacTBnA aKkCnyaTaLyn: BuinoaHeHne nponsBoibHOMo Koda

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.5 AV:N/ACL/PR:N/UEN/S:U/C:N/IEH/AN
OueHka CVSSv4: He onpeaeneHo
Bektop atakn: CeTeBou
B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT
[aTta BoigBnenus / lata obHoBneHus: 2025-07-18 / 2025-07-18
CCbINKM Ha UCTOYHWK:

e Nttps://bdu.fstec.ru/vul/2025-08669
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KpaTkoe onncaHue: BoinosHeHe npornssoabHOro koga B CommuniGate Pro
NaoeHTndmkaTop yassmmoctn: BDU:2025-01798

NaoeHTngukaTop nporpammHon ownbkun: CWE-918 Moaaenka 3anpoca co CTOPOHbI cepsepa
Ya3suMblin NnpoaykT: CommuniGate Pro: go 6.5.0

KaTeropms ya3BMMOro npogykta: [pvikiasHoe nporpaMmMHoe obecrneveHme

Cnocob skcnnyataummn: OTnpaska cnewyansHO ChopMPOBaHHOTO 3ampoca.

MocneacTBnA aKkCnyaTaLyn: BuinoaHeHne nponsBoibHOMo Koda

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.5 AV:N/ACL/PR:N/UEN/S:U/C:H/IEN/AN
OueHka CVSSv4: He onpeaeneHo
Bektop atakn: CeTeBou
B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT
[aTta BoisBnenus / lata obHoBneHus: 2025-05-15 / 2025-09-01
CCbINKM Ha UCTOYHWK:

e Nttps://bdu.fstec.ru/vul/2025-01798
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KpaTkoe onncaHue: BoinosHeHe npornssoabHOro koga B CommuniGate Pro

NaoeHTndmkaTop yassmmoctn: BDU:2025-02495

NaoeHtngurkaTop nporpamMmHor ownbkm: CWE-191 MoTteps 3HaUMMOCTW LeNbIX Yncen (MPOCTOM NV LMKINYeCKU BO3BPaT)
Ya3suMblin NnpoaykT: CommuniGate Pro: go 6.5.0

KaTeropms ya3BMMOro npogykta: [pvikiasHoe nporpaMmMHoe obecrneveHme

Cnocob skcnayataummn: MaHnynmpoBaHme CTPYKTYpPamm AaHHbIX

MNocneAcTBUA aKCNNyaTaLymn: BbiMoaHeHe Npon3BoIbHOro Koaa

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/ACL/PR:N/UEN/S:U/C:H/IIH/AH
OueHka CVSSv4: He onpeaeneHo
Bektop atakn: CeTeBou
B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT
[ata BoigBnenus / lata obHoBneHus: 2025-05-16 / 2025-08-13
CCbINKM Ha UCTOYHWK:

e Nttps://bdu.fstec.ru/vul/2025-02495
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KpaTkoe onncaHue: BoinosHeHe npornssoabHOro koga B CommuniGate Pro

NaoeHTndurkaTop yassmmoctn: BDU:2025-05291

NaoeHtngurkaTop nporpamMmHor ownbkun: CWE-94 HekoppekTHOe ynpas/eHye reHepnpoBaHiemM Kofa (BHeapeHe Koaa)
Ya3suMblin NnpoaykT: CommuniGate Pro: go 6.5.0

KaTeropms ya3BMMOro npogykta: [pvikiasHoe nporpaMmMHoe obecrneveHme

Cnocob skcnayataummn: HekoppekTHaa HerTpanv3aumsa cneuyanbHbIX 31eMeHTOB.

MNocneAcTBUA aKCNNyaTaLymn: BbiMoaHeHe Npon3BoIbHOro Koaa

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 9.1 AV:N/AC:L/PR:H/ULN/S:C/C:H/IIH/AH
OueHka CVSSv4: He onpeaeneHo
Bektop atakn: CeTeBou
B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT
[aTta BoigBnenus / lata obHoBneHus: 2025-05-07 / 2025-05-07
CCbINKM Ha UCTOYHWK:

e https://bdu.fstec.ru/vul/2025-05291
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KpaTkoe onncaHue: BoinosHeHe npornssoabHOro koga B CommuniGate Pro
NaoeHTndunkaTop yassmmoctn: BDU:2025-01331

NoeHtngukaTop nporpammHon ownbkun: CWE-121 MepenonHeHue bydepa B CTeke
Ya3BuMbIid NpoaykT: CommuniGate Pro: o1 6.3.0 20 6.3.39

KaTeropwsi ya3BMMOro npogykTa: MprknajHoe NnporpaMmmHoe obecneyeHne
Cnocob skcnnyataumn: MNepenonHeHne bydepa.

MocneacTBuna skcrnnyaTaumm: BelnonHeHve NPomn3BOIbHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/ACL/PR:N/UEN/S:U/C:H/IIH/AH
OueHka CVSSv4: He onpeaeneHo
Bektop atakn: CeTeBou
B3anmogencTame ¢ nosib3oBatesieM: OTcyTCTBYyeT
[ata BoigBnenus / lata obHoBneHus: 2024-12-05 / 2024-12-05
CCbINKM Ha UCTOYHWK:

e https://bdu.fstec.ru/vul/2025-01331
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5287

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndumkaTop yassmmoctn: CVE-2026-5272

NaoeHTndurkaTop nporpaMmHom ownbkun: CWE-122 MNepenonHeHue bydepa B AMHAMUYECKON NaMATH
Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmnkaTop yassmmoctn: CVE-2026-5289

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.6 AV:N/AC.L/PR:N/UI:R/S:C/C:H/I:H/A:H
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5280

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmMmocTn: CVE-2026-5281

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5277

NaeHTndurkaTop NporpaMMHoMn ownbkm: CWE-472 BO3MOXHOCTb M3MEHEHUS 13BHE NPeAnONOXUTENbHO HeN3MeHAEeMbIX BEO-NapameTpoB
Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTteropws ysa3sBmMMoro npogykra: OnepauyoHHble cuctembl Microsoft 1 nx KOMMOHEHTb!

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.

MocneacTsna akcnayaTaumn: BoinoaHeHne nponssoibHOro Koda

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:H/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5290

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.6 AV:N/AC.L/PR:N/UI:R/S:C/C:H/I:H/A:H
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTtkoe onmcaHwue: [onyyeHne kKoHouaeHUansHom nHdopmaumn B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5292

NaoeHTndurkaTop NporpaMmHor ownbkmn: CWE-125 YteHne 3a npeagenamn bydepa

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBusa skcnyataumn: MNonyydeHme KoHGMAeHUManbHOM NHGopMaLmm

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5274

NaeHTndurkaTop NporpaMMHoMn ownbkm: CWE-472 BO3MOXHOCTb M3MEHEHUS 13BHE NPeAnONOXUTENbHO HeN3MeHAEeMbIX BEO-NapameTpoB
Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTteropws ysa3sBmMMoro npogykra: OnepauyoHHble cuctembl Microsoft 1 nx KOMMOHEHTb!

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.

MocneacTsna akcnayaTaumn: BoinoaHeHne nponssoibHOro Koda

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5285

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5286

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctn: CVE-2026-5284

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:H/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge

NaoeHTndmkaTop yassmmoctun: CVE-2026-5275

NaoeHTndurkaTop nporpaMmHom ownbkun: CWE-122 MNepenonHeHue bydepa B AMHAMUYECKON NaMATH
Ya3BuMbIV NpoaykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropws ya3BmMoro npogykta: OnepaLoHHble cncteMbl Microsoft 1 11X KOMMOHEeHTbI

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbINKM Ha NCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTkoe onmcaHuve: BeinonHeHvie Npomn3soasHOro koga B Microsoft Edge
NaoeHTndunkaTop yassmmoctn: CVE-2026-5279

NoeHTndurkaTop nporpaMmHor owmnbkn: CWE-120 KonvposaHue coaepxmmoro bydepa 6e3 NpoBepkM pasMepa BXOAHbBIX AaHHbIX
(knaccuyeckoe nepenonHeHne bydepa)

YA3BMMbIN NpofykT: Microsoft Edge: 100.0.1185.29 - 146.0.3856.84

KaTeropwsi ya3BMMoro npogykra: OnepauyoHHble cuctembl Microsoft 1 nx KOMMOHEHTb|

Cnocob akcnnyatauymmn: OTKpbITUE NONb30BaTeNeM CNeLManbHO CO34aHHON BPeAOHOCHO BEO-CTPaHNLbI.
MocneacTsunsa skcnayataumm: BeinonHeHve NPomn3BOABHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTUB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSvV3: 8.8 AV:N/AC:L/PR:N/UIR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoii

B3avMogeicTBme ¢ nosb3osatenem: Tpebyercs

[aTta BoigBnenus / lata obHoBneHus: 2026-04-03 / 2026-04-03
CCbIIKN Ha UCTOYHWK:

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5279
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5275
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5284
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5286
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5285
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5274
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5291
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5292
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5273
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5290
e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5277
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5281
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5289
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5272
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-5276
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KpaTtkoe onucaHwue: [onyyeHne koHouaeHUansHom nHdopmaumn B Cisco Unified Computing System (UCS)

NaoeHtngurkaTop ya3smmoctu: CVE-2026-20093

NaeHTndurkaTop nporpaMmHom ownbkm: CWE-20 HekoppekTHasi MpoBepKa BXOAHbIX AaHHbIX

Yassumblri npoaykT: Cisco Unified Computing System (UCS): ao 4.3(6f)

KaTeropusi ya3BMMOro npoaykTa: TenekoMMyHuKaloHHoe 060pyAoBaHme

Cnocob akcnnyataumm: OTnpaska creumanbHO co34aHHbIX HTTP-3anpocos.

MocneacTBMS aKCNAyaTaLmm: MonyyeHvie KoHGMAEHUMANbHOM HGOPMaLMN

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3B1MOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLLENCA 0OCTaHOBKON

N BBEeAEHHbIMW CaHKUMAMK MPOTNB Poccuickonm @eaepaumm pekomMeHayeM yCTaHaB/IMBaTb ObHOBNEHWA NnporpaMMHOro obecneyeHus
TONbKO Mod/ie oueHKn BCcex COnyTCTBYHOLLINX PUCKOB.

OueHka CVSSV3: 9.8 AV:N/AC:L/PR:N/UEN/S:U/C:H/IH/AH

OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoii

B3anmogencTeme ¢ nonb3osatenem: OTcyTcTeyeT
[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01

CCbINKM Ha UCTOYHWK:

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-auth-bypass-AgG2BxTn
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwg55648
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwg55659
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwq68912
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KpaTtkoe onumcaHwme: BeinonHeHe Nporn3soibHOro koa B Cisco Smart Software Manager On-Prem
NaoeHtngukaTop ys3smmocTn: CVE-2026-20160

NaeHTndurkaTop NporpaMmHor ownbkn: CWE-668 BO3MOXHOCTb HeCaHKLMOHVPOBAHHOIO AOCTyNa K pecypcy
Ya3sumblIi npoaykT: Cisco Smart Software Manager On-Prem: go 9-202601

KaTeropusi yasBMMOro npoykTa: TenekoMMyHMKaLMOHHOe 060pyA0BaH/e

Cnocob akcnnyataumm: OTnpaska creumanbHO co34aHHbIX HTTP-3anpocos.

MocneacTsunsa skcnayataumm: BeinonHeHve NPomn3BOABHOIO KO

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3B1MOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLLENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IBKO MOC/Ie OLEHKM BCEeX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UEN/S:U/C:H/IIH/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoii

B3anMogeincTBue ¢ nonb3osatenem: OTcyTCTByeT

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKN Ha UCTOYHWK:

e https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cssm-priv-esc-xRANOuO8

e https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwr86065

e https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ssm-cli-execution-cHUCWuNr
e https://bst.cloudapps.cisco.com/bugsearch/bug/CSCws84279
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KpaTtkoe onmcaHwme: OTka3 B obcnyxusaHum B Ansible Automation Platform 2.5 packages
NaoeHTndumkaTop yassmmoctun: CVE-2025-61726
NaoeHtndurkaTop nporpammHon ownbkun: CWE-770 BelaeneHue pecypcoB 6€3 orpaHnyeHnin v perynvposki

YA3BMMBIN NPOAyKT: python3.12-django-storages (Red Hat package): go 1.14.2-3.el8ap
python3.12-azure-storage-blob (Red Hat package): 2o 12.19.0-2.el8ap
yamllint (Red Hat package): no 1.35.1-2.el8ap
uwsgi (Red Hat package): o 2.0.28-2.el8ap
supervisor (Red Hat package): go 4.2.5-2.el8ap
receptor (Red Hat package): no 1.6.3-4.el8ap
python3.12-zope-interface (Red Hat package): 1o 6.1-2.el8ap
python3.12-zipp (Red Hat package): go 3.19.2-2.el8ap
python3.12-yarl (Red Hat package): o 1.18.3-1.el8ap
python3.12-xxhash (Red Hat package): go 3.4.1-2.el8ap
python3.12-xmlsec (Red Hat package): ao 1.3.13-3.el8ap
python3.12-xlwt (Red Hat package): go 1.3.0-5.el8ap
python3.12-xIrd (Red Hat package): ao 2.0.1-7.el8ap
python3.12-xds-protos (Red Hat package): go 1.71.2-1.el8ap
python3.12-wrapt (Red Hat package): o 1.16.0-2.el8ap
python3.12-whitenoise (Red Hat package): ao 6.6.0-2.el8ap
python3.12-werkzeug (Red Hat package): go 3.0.3-2.el8ap
python3.12-websockets (Red Hat package): o 15.0-3.el8ap
python3.12-websocket-client (Red Hat package): go 1.7.0-3.el8ap
python3.12-wcmatch (Red Hat package): o 8.5-2.el8ap
python3.12-watchdog (Red Hat package): ao 5.0.2-2.el8ap
python3.12-virtualenv (Red Hat package): o 20.25.1-2.el8ap
python3.12-validators (Red Hat package): no 0.34.0-2.el8ap
python3.12-uuid6 (Red Hat package): go 2024.1.12-2.el8ap
python3.12-urllib3 (Red Hat package): fo 2.6.3-2.el8ap
python3.12-url-normalize (Red Hat package): o 1.4.3-6.el8ap
python3.12-uritemplate (Red Hat package): 1o 4.1.1-4.el8ap
python3.12-uamgp (Red Hat package): go 1.6.8-2.el8ap
python3.12-typing-extensions (Red Hat package): o 4.15.0-2.el8ap
python3.12-txaio (Red Hat package): go 23.1.1-3.el8ap
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python3.12-twisted (Red Hat package): o 24.7.0-2.el8ap
python3.12-tox-ansible (Red Hat package): no 25.12.0-2.el8ap
python3.12-tox (Red Hat package): no 4.15.1-2.el8ap
python3.12-termcolor (Red Hat package): go 3.1.0-2.el8ap
python3.12-tacacs-plus (Red Hat package): 1o 2.6-3.el8ap
python3.12-tabulate (Red Hat package): no 0.9.0-4.el8ap
python3.12-tablib (Red Hat package): ao 3.5.0-2.el8ap
python3.12-subprocess-tee (Red Hat package): no 0.4.2-2.el8ap
python3.12-sqlparse (Red Hat package): no 0.5.3-3.el8ap
python3.12-social-auth-core (Red Hat package): go 4.5.4-2.el8ap
python3.12-social-auth-app-django (Red Hat package): ao 5.4.1-2.el8ap
python3.12-smmap (Red Hat package): go 5.0.1-2.el8ap
python3.12-six (Red Hat package): o 1.17.0-1.el8ap
python3.12-service-identity (Red Hat package): no 21.1.0-3.el8ap
python3.12-semantic-version (Red Hat package): no 2.10.0-3.el8ap
python3.12-s3transfer (Red Hat package): go 0.10.0-2.el8ap
python3.12-ruamel-yaml-clib (Red Hat package): no 0.2.15-2.el8ap
python3.12-ruamel-yaml (Red Hat package): no 0.18.15-2.el8ap
python3.12-rsa (Red Hat package): no 4.9-3.el8ap
python3.12-rg-scheduler (Red Hat package): o 0.14.0-1.el8ap
python3.12-rg (Red Hat package): no 2.6.1-1.el8ap
python3.12-rpds-py (Red Hat package): 2o 0.18.1-3.el8ap
python3.12-rich (Red Hat package): go 13.1.0-2.el8ap
python3.12-rfc3339-validator (Red Hat package): no 0.1.4-2.el8ap
python3.12-resolvelib (Red Hat package): o 1.0.1-2.el8ap
python3.12-requests-oauthlib (Red Hat package): no 1.3.1-2.el8ap
python3.12-requests (Red Hat package): 1o 2.31.0-4.el8ap
python3.12-referencing (Red Hat package): go 0.36.2-3.el8ap
python3.12-redis (Red Hat package): o 4.6.0-3.el8ap
python3.12-pytz (Red Hat package): no 2024.1-2.el8ap
python3.12-python3-saml (Red Hat package): no 1.16.0-3.el8ap
python3.12-python3-openid (Red Hat package): no 3.2.0-4.el8ap
python3.12-pytest-xdist (Red Hat package): go 3.8.0-2.el8ap
python3.12-pytest-sugar (Red Hat package): go 1.1.1-2.el8ap
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python3.12-pytest-plus (Red Hat package): ao 0.8.1-2.el8ap
python3.12-pytest-ansible (Red Hat package): o 25.12.0-2.el8ap
python3.12-pytest (Red Hat package): 1o 9.0.1-2.el8ap
python3.12-pyrad (Red Hat package): no 2.4-3.el8ap
python3.12-pyproject-api (Red Hat package): 2o 1.6.1-2.el8ap
python3.12-pyparsing (Red Hat package): o 3.1.1-2.el8ap
python3.12-pyjwt (Red Hat package): o 2.7.0-3.el8ap
python3.12-pygtrie (Red Hat package): go 2.5.0-3.el8ap
python3.12-pygments (Red Hat package): no 2.17.2-3.el8ap
python3.12-pyflakes (Red Hat package): go 3.1.0-2.el8ap
python3.12-pydantic (Red Hat package): ao 1.10.15-2.el8ap
python3.12-pycodestyle (Red Hat package): no 2.11.1-2.el8ap
python3.12-pycares (Red Hat package): go 4.4.0-3.el8ap
python3.12-pyasn1-modules (Red Hat package): no 0.3.0-2.el8ap
python3.12-pyasn1 (Red Hat package): no 0.5.1-2.el8ap
python3.12-pyOpenSSL (Red Hat package): o 24.1.0-2.el8ap
python3.12-pulpcore (Red Hat package): oo 3.49.50-1.el8ap
python3.12-pulp-glue (Red Hat package): 1o 0.23.2-2.el8ap
python3.12-pulp-container (Red Hat package): go 2.19.3-2.el8ap
python3.12-pulp-ansible (Red Hat package): 1o 0.25.1-2.el8ap
python3.12-ptyprocess (Red Hat package): go 0.7.0-2.el8ap
python3.12-psycopg (Red Hat package): no 3.2.7-2.el8ap
python3.12-protobuf (Red Hat package): oo 5.29.6-1.el8ap
python3.12-propcache (Red Hat package): no 0.4.1-1.el8ap
python3.12-prometheus-client (Red Hat package): 2o 0.19.0-2.el8ap
python3.12-podman (Red Hat package): 4o 5.4.0.1-2.el8ap
python3.12-pluggy (Red Hat package): no 1.6.0-2.el8ap
python3.12-platformdirs (Red Hat package): no 4.2.0-2.el8ap
python3.12-pillow (Red Hat package): o 10.3.0-2.el8ap
python3.12-pexpect (Red Hat package): no 4.9.0-2.el8ap
python3.12-persisting-theory (Red Hat package): go 1.0-3.el8ap
python3.12-pbr (Red Hat package): 1o 6.0.0-3.el8ap
python3.12-pathspec (Red Hat package): ao 0.12.1-2.el8ap
python3.12-pathable (Red Hat package): go 0.4.3-2.el8ap




156

python3.12-parsley (Red Hat package): go 1.3-4.el8ap

python3.12-parse (Red Hat package): no 1.20.1-2.el8ap
python3.12-packaging (Red Hat package): oo 23.2-2.el8
python3.12-opentelemetry-contrib (Red Hat package): no 1.28.0-1.el8ap
python3.12-opentelemetry (Red Hat package): go 1.28.0-1.el8ap
python3.12-openpyx| (Red Hat package): no 3.1.2-2.el8ap
python3.12-openapi-spec-validator (Red Hat package): ao 0.7.1-2.el8ap
python3.12-openapi-schema-validator (Red Hat package): go 0.6.2-2.el8ap
python3.12-openapi-core (Red Hat package): 10 0.19.1-2.el8ap
python3.12-onigurumacffi (Red Hat package): go 1.3.0-2.el8ap
python3.12-odfpy (Red Hat package): no 1.4.1-9.el8ap
python3.12-oauthlib (Red Hat package): ao 3.2.2-2.el8ap
python3.12-nh3 (Red Hat package): 1o 0.2.18-2.el8ap
python3.12-netaddr (Red Hat package): o 1.2.1-2.el8ap
python3.12-mypy-extensions (Red Hat package): go 1.0.0-2.el8ap
python3.12-multidict (Red Hat package): no 6.0.4-2.el8ap
python3.12-more-itertools (Red Hat package): o 10.2.0-2.el8ap
python3.12-mccabe (Red Hat package): ao 0.7.0-3.el8ap
python3.12-marshmallow (Red Hat package): ao 3.26.2-1.el8ap
python3.12-markupsafe (Red Hat package): go 2.1.5-2.el8ap
python3.12-markuppy (Red Hat package): go 1.14-5.el8ap
python3.12-markdown (Red Hat package): o 3.5.2-2.el8ap
python3.12-Ixml (Red Hat package): no 5.3.0-2.el8ap

python3.12-lockfile (Red Hat package): go 0.12.2-3.el8ap
python3.12-ldap-filter (Red Hat package): ao 1.0.1-2.el8ap
python3.12-ldap (Red Hat package): no 3.4.5-1.el8ap
python3.12-lazy-object-proxy (Red Hat package): o 1.10.0-2.el8ap
python3.12-kubernetes (Red Hat package): 1o 26.1.0-3.el8ap
python3.12-jwcrypto (Red Hat package): ao 1.5.6-2.el8ap
python3.12-jsonschema-specifications (Red Hat package): o 2023.12.1-2.el8ap
python3.12-jsonschema-path (Red Hat package): go 0.3.4-2.el8ap
python3.12-jsonschema (Red Hat package): no 4.21.1-2.el8ap
python3.12-json-stream-rs-tokenizer (Red Hat package): go 0.4.26-2.el8ap
python3.12-json-stream (Red Hat package): go 2.3.2-2.el8ap
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python3.12-jq (Red Hat package): go 1.6.0-2.el8ap

python3.12-jpy (Red Hat package): 1o 0.15.0-2.el8ap
python3.12-jmespath (Red Hat package): o 1.0.1-3.el8ap
python3.12-jinja2 (Red Hat package): no 3.1.6-2.el8ap
python3.12-janus (Red Hat package): go 1.0.0-3.el8ap
python3.12-isodate (Red Hat package): go 0.6.1-3.el8ap
python3.12-insights-analytics-collector (Red Hat package): ao 0.3.2-3.el8ap
python3.12-iniconfig (Red Hat package): ao 2.0.0-2.el8ap
python3.12-inflection (Red Hat package): no 0.5.1-5.el8ap
python3.12-incremental (Red Hat package): go 24.7.2-2.el8ap
python3.12-importlib-metadata (Red Hat package): go 6.0.1-3.el8ap
python3.12-hyperlink (Red Hat package): no 21.0.0-3.el8ap
python3.12-gunicorn (Red Hat package): o 23.0.0-2.el8ap
python3.12-grpcio (Red Hat package): go 1.71.2-1.el8ap
python3.12-googleapis-common-protos (Red Hat package): go 1.72.0-1.el8ap
python3.12-google-auth (Red Hat package): no 2.27.0-2.el8ap
python3.12-gnupg (Red Hat package): ao 0.5.2-2.el8ap
python3.12-gitpython (Red Hat package): 1o 3.1.41-2.el8ap
python3.12-gitdb (Red Hat package): 1o 4.0.11-2.el8ap
python3.12-galaxy-ng (Red Hat package): 1o 4.10.12-1.el8ap
python3.12-galaxy-importer (Red Hat package): no 0.4.37-3.el8ap
python3.12-frozenlist (Red Hat package): no 1.4.0-2.el8ap
python3.12-freezegun (Red Hat package): no 1.5.5-1.el8ap
python3.12-flake8 (Red Hat package): no 6.1.0-3.el8ap
python3.12-filelock (Red Hat package): 1o 3.13.1-2.el8ap
python3.12-execnet (Red Hat package): go 2.1.2-2.el8ap
python3.12-et-xmlfile (Red Hat package): 1o 1.1.0-4.el8ap
python3.12-enrich (Red Hat package): no 1.2.7-3.el8ap
python3.12-ecdsa (Red Hat package): go 0.18.0-2.el8ap
python3.12-dynaconf (Red Hat package): 1o 3.2.11-2.el8ap
python3.12-drools-jpy (Red Hat package): no 0.3.10-2.el8ap
python3.12-drf-spectacular (Red Hat package): 1o 0.26.5-3.el8ap
python3.12-drf-nested-routers (Red Hat package): o 0.93.5-2.el8ap
python3.12-drf-access-policy (Red Hat package): ao 1.5.0-2.el8ap
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python3.12-dpath (Red Hat package): oo 2.1.6-2.el8ap
python3.12-djangorestframework-queryfields (Red Hat package): no 1.1.0-2.el8ap
python3.12-djangorestframework (Red Hat package): o 3.15.1-2.el8ap
python3.12-django-split-settings (Red Hat package): no 1.2.0-3.el8ap
python3.12-django-rq (Red Hat package): go 3.2.2-1.el8ap
python3.12-django-redis (Red Hat package): no 5.4.0-2.el8ap
python3.12-django-prometheus (Red Hat package): no 2.3.1-3.el8ap
python3.12-django-picklefield (Red Hat package): go 3.1-2.el8ap
python3.12-django-oauth-toolkit (Red Hat package): no 2.3.0-2.el8ap
python3.12-django-lifecycle (Red Hat package): no 1.1.2-2.el8ap
python3.12-django-ipware (Red Hat package): no 3.0.7-4.el8ap
python3.12-django-import-export (Red Hat package): ao 3.3.6-3.el8ap
python3.12-django-guid (Red Hat package): go 3.4.0-2.el8ap
python3.12-django-flags (Red Hat package): o 5.0.13-2.el8ap
python3.12-django-filter (Red Hat package): ao 23.5-2.el8ap
python3.12-django-extensions (Red Hat package): no 4.1-2.el8ap
python3.12-django-dynamic-preferences (Red Hat package): 1o 1.16.0-2.el8ap
python3.12-django-crum (Red Hat package): 1o 0.7.9-3.el8ap
python3.12-django-auth-ldap (Red Hat package): ao 4.0.0-3.el8ap
python3.12-django-ansible-base (Red Hat package): 1o 2.5.20260225-1.el8ap
python3.12-django (Red Hat package): no 4.2.28-1.el8ap
python3.12-distro (Red Hat package): go 1.9.0-2.el8ap
python3.12-distlib (Red Hat package): ao 0.4.0-2.el8ap
python3.12-dispatcherd (Red Hat package): go 2025.5.19-3.el8ap
python3.12-diff-match-patch (Red Hat package): go 20230430-2.el8ap
python3.12-deprecated (Red Hat package): ao 1.2.14-2.el8ap
python3.12-defusedxml (Red Hat package): no 0.7.1-5.el8ap
python3.12-dateutil (Red Hat package): ao 2.8.2-3.el8ap
python3.12-daphne (Red Hat package): 1o 4.0.0-4.el8ap
python3.12-daemon (Red Hat package): no 3.1.2-3.el8ap
python3.12-cryptography (Red Hat package): o 42.0.5-2.el8ap
python3.12-crontab (Red Hat package): ao 1.0.5-1.el8ap
python3.12-croniter (Red Hat package): fo 2.0.1-2.el8ap
python3.12-constantly (Red Hat package): no 23.10.4-1.el8ap
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python3.12-commonmark (Red Hat package): 10 0.9.1-7.el8ap
python3.12-colorama (Red Hat package): no 0.4.6-2.el8ap
python3.12-click-help-colors (Red Hat package): go 0.9.4-2.el8ap
python3.12-click (Red Hat package): no 8.1.7-2.el8ap
python3.12-chardet (Red Hat package): 1o 5.2.0-3.el8ap
python3.12-channels (Red Hat package): no 4.0.0-4.el8ap
python3.12-certifi (Red Hat package): go 2023.5.7-2.el8ap
python3.12-cachetools (Red Hat package): go 5.3.2-2.el8ap
python3.12-brotli (Red Hat package): no 1.2.0-1.el8ap
python3.12-bracex (Red Hat package): o 2.4-2.el8ap
python3.12-botocore (Red Hat package): no 1.34.162-2.el8ap
python3.12-boto3 (Red Hat package): go 1.34.30-2.el8ap
python3.12-black (Red Hat package): o 24.4.2-3.el8ap
python3.12-backoff (Red Hat package): go 2.2.1-2.el8ap
python3.12-azure-core (Red Hat package): go 1.34.0-2.el8ap
python3.12-autobahn (Red Hat package): no 24.4.2-2 el8ap
python3.12-attrs (Red Hat package): no 22.2.0-2.el8ap
python3.12-asyncio-throttle (Red Hat package): o 1.0.2-5.el8ap
python3.12-async-Iru (Red Hat package): go 2.0.5-1.el8ap
python3.12-asgiref (Red Hat package): go 3.7.2-2.el8ap
python3.12-argon2-cffi-bindings (Red Hat package): go 21.2.0-2.el8ap
python3.12-argon2-cffi (Red Hat package): go 23.1.0-2.el8ap
python3.12-ansible-sdk (Red Hat package): o 1.0.0-3.el8ap
python3.12-ansible-pylibssh (Red Hat package): go 1.2.2-2.el8ap
python3.12-ansible-compat (Red Hat package): go 25.12.0-3.el8ap
python3.12-aiosignal (Red Hat package): no 1.4.0-1.el8ap
python3.12-aiohttp (Red Hat package): 4o 3.13.3-2.el8ap
python3.12-aiohappyeyeballs (Red Hat package): ao 2.6.1-1.el8ap
python3.12-aiofiles (Red Hat package): o 23.2.1-2.el8ap
python3.12-aiodns (Red Hat package): go 3.2.0-2.el8ap
python3.12-Automat (Red Hat package): £o 22.10.0-4.el8ap
pulpcore-selinux (Red Hat package): 1o 2.0.1-2.el8ap

molecule (Red Hat package): 1o 25.12.0-2.el8ap

bindep (Red Hat package): ao 2.13.0-2.el8ap
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automation-hub (Red Hat package): 1o 4.10.12-1.el8ap
automation-gateway (Red Hat package): a0 2.5.20260225-1.el8ap
automation-eda-controller (Red Hat package): 2o 1.1.16-1.el8ap
automation-controller-fapolicyd (Red Hat package): o 1.0-6.el8ap
automation-controller (Red Hat package): o 4.6.26-1.el8ap
ansible-sign (Red Hat package): 1o 0.1.4-2.el8ap

ansible-runner (Red Hat package): ao 2.4.2-3.el8ap
ansible-rulebook (Red Hat package): no 1.1.7-2.el8ap
ansible-navigator (Red Hat package): a0 26.1.1-1.1.el8ap
ansible-lint (Red Hat package): 1o 26.1.0-3.el8ap

ansible-dev-tools (Red Hat package): 1o 26.1.0-3.el8ap
ansible-dev-environment (Red Hat package): go 25.12.2-1.2.el8ap
ansible-creator (Red Hat package): 1o 25.12.0-1.1.el8ap
ansible-core (Red Hat package): 1o 2.16.16-1.el8ap
ansible-builder (Red Hat package): 1o 3.1.1-1.2.el8ap
ansible-automation-platform-installer (Red Hat package): o 2.5-21.el8ap
aap-metrics-utility (Red Hat package): no 0.6.0-2.1.el8ap
python3.12-wheel (Red Hat package): 1o 0.41.2-4.e18_10
python3.12-setuptools (Red Hat package): no 68.2.2-5.el9_6
Ansible Automation Platform: go 2.5

KaTeropusi ya3BMMOro NpojyKTa: YH1BepcanbHble KOMMOHEHTbI 1 BUOANOTEKN
Cnocob akcnayaTaumm: OTnpaska cneunansHo cGoOpMUPOBAHHOIO 3aMpoca.
MocneacTBums skcnayataumm: OTka3 B 06CTyX1BaHNN

PekoMeHZaLMn Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMM CaHKUMAMI NPOTMB Poccninckon degepauy pekomeHayemM yCTaHaBAnMBaTbk OOHOBNEHNS NPOrpaMMHOro obecrneyeHus
TO/IBKO MOC/Ie OLEHKM BCeX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSV3: 7.5 AV:IN/ACL/PR:N/UEN/S:U/C:N/IEN/AH
OueHka CVSSv4: He onpegeneHo
BekTop atakn: CeTeBou

B3avmogeiicTBme c nonb3oBaTeneM: OTcyTcTByeT
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[aTa BbisBneHus / [lata obHoBnernus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWMK:

e https://access.redhat.com/errata/RHSA-2026:3959
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91

KpaTtkoe onmcaHwme: OTka3 B obcnyxusaHum B Ansible Automation Platform 2.5 packages
NaoeHTnumkaTop yassmmoctu: CVE-2025-14550
NaoeHTngurkaTop nporpaMmHon ownbkun: CWE-407 Anroputmmnueckas C10XHOCTb

YA3BMMBIN NPOAyKT: python3.12-django-storages (Red Hat package): go 1.14.2-3.el8ap
python3.12-azure-storage-blob (Red Hat package): 2o 12.19.0-2.el8ap
yamllint (Red Hat package): no 1.35.1-2.el8ap
uwsgi (Red Hat package): o 2.0.28-2.el8ap
supervisor (Red Hat package): go 4.2.5-2.el8ap
receptor (Red Hat package): no 1.6.3-4.el8ap
python3.12-zope-interface (Red Hat package): 1o 6.1-2.el8ap
python3.12-zipp (Red Hat package): go 3.19.2-2.el8ap
python3.12-yarl (Red Hat package): o 1.18.3-1.el8ap
python3.12-xxhash (Red Hat package): go 3.4.1-2.el8ap
python3.12-xmlsec (Red Hat package): ao 1.3.13-3.el8ap
python3.12-xlwt (Red Hat package): go 1.3.0-5.el8ap
python3.12-xIrd (Red Hat package): ao 2.0.1-7.el8ap
python3.12-xds-protos (Red Hat package): go 1.71.2-1.el8ap
python3.12-wrapt (Red Hat package): o 1.16.0-2.el8ap
python3.12-whitenoise (Red Hat package): ao 6.6.0-2.el8ap
python3.12-werkzeug (Red Hat package): go 3.0.3-2.el8ap
python3.12-websockets (Red Hat package): o 15.0-3.el8ap
python3.12-websocket-client (Red Hat package): go 1.7.0-3.el8ap
python3.12-wcmatch (Red Hat package): o 8.5-2.el8ap
python3.12-watchdog (Red Hat package): ao 5.0.2-2.el8ap
python3.12-virtualenv (Red Hat package): o 20.25.1-2.el8ap
python3.12-validators (Red Hat package): no 0.34.0-2.el8ap
python3.12-uuid6 (Red Hat package): go 2024.1.12-2.el8ap
python3.12-urllib3 (Red Hat package): fo 2.6.3-2.el8ap
python3.12-url-normalize (Red Hat package): o 1.4.3-6.el8ap
python3.12-uritemplate (Red Hat package): 1o 4.1.1-4.el8ap
python3.12-uamgp (Red Hat package): go 1.6.8-2.el8ap
python3.12-typing-extensions (Red Hat package): o 4.15.0-2.el8ap
python3.12-txaio (Red Hat package): go 23.1.1-3.el8ap
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python3.12-twisted (Red Hat package): o 24.7.0-2.el8ap
python3.12-tox-ansible (Red Hat package): no 25.12.0-2.el8ap
python3.12-tox (Red Hat package): no 4.15.1-2.el8ap
python3.12-termcolor (Red Hat package): go 3.1.0-2.el8ap
python3.12-tacacs-plus (Red Hat package): 1o 2.6-3.el8ap
python3.12-tabulate (Red Hat package): no 0.9.0-4.el8ap
python3.12-tablib (Red Hat package): ao 3.5.0-2.el8ap
python3.12-subprocess-tee (Red Hat package): no 0.4.2-2.el8ap
python3.12-sqlparse (Red Hat package): no 0.5.3-3.el8ap
python3.12-social-auth-core (Red Hat package): go 4.5.4-2.el8ap
python3.12-social-auth-app-django (Red Hat package): ao 5.4.1-2.el8ap
python3.12-smmap (Red Hat package): go 5.0.1-2.el8ap
python3.12-six (Red Hat package): o 1.17.0-1.el8ap
python3.12-service-identity (Red Hat package): no 21.1.0-3.el8ap
python3.12-semantic-version (Red Hat package): no 2.10.0-3.el8ap
python3.12-s3transfer (Red Hat package): go 0.10.0-2.el8ap
python3.12-ruamel-yaml-clib (Red Hat package): no 0.2.15-2.el8ap
python3.12-ruamel-yaml (Red Hat package): no 0.18.15-2.el8ap
python3.12-rsa (Red Hat package): no 4.9-3.el8ap
python3.12-rg-scheduler (Red Hat package): o 0.14.0-1.el8ap
python3.12-rg (Red Hat package): no 2.6.1-1.el8ap
python3.12-rpds-py (Red Hat package): 2o 0.18.1-3.el8ap
python3.12-rich (Red Hat package): go 13.1.0-2.el8ap
python3.12-rfc3339-validator (Red Hat package): no 0.1.4-2.el8ap
python3.12-resolvelib (Red Hat package): o 1.0.1-2.el8ap
python3.12-requests-oauthlib (Red Hat package): no 1.3.1-2.el8ap
python3.12-requests (Red Hat package): 1o 2.31.0-4.el8ap
python3.12-referencing (Red Hat package): go 0.36.2-3.el8ap
python3.12-redis (Red Hat package): o 4.6.0-3.el8ap
python3.12-pytz (Red Hat package): no 2024.1-2.el8ap
python3.12-python3-saml (Red Hat package): no 1.16.0-3.el8ap
python3.12-python3-openid (Red Hat package): no 3.2.0-4.el8ap
python3.12-pytest-xdist (Red Hat package): go 3.8.0-2.el8ap
python3.12-pytest-sugar (Red Hat package): go 1.1.1-2.el8ap
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python3.12-pytest-plus (Red Hat package): ao 0.8.1-2.el8ap
python3.12-pytest-ansible (Red Hat package): o 25.12.0-2.el8ap
python3.12-pytest (Red Hat package): 1o 9.0.1-2.el8ap
python3.12-pyrad (Red Hat package): no 2.4-3.el8ap
python3.12-pyproject-api (Red Hat package): 2o 1.6.1-2.el8ap
python3.12-pyparsing (Red Hat package): o 3.1.1-2.el8ap
python3.12-pyjwt (Red Hat package): o 2.7.0-3.el8ap
python3.12-pygtrie (Red Hat package): go 2.5.0-3.el8ap
python3.12-pygments (Red Hat package): no 2.17.2-3.el8ap
python3.12-pyflakes (Red Hat package): go 3.1.0-2.el8ap
python3.12-pydantic (Red Hat package): ao 1.10.15-2.el8ap
python3.12-pycodestyle (Red Hat package): no 2.11.1-2.el8ap
python3.12-pycares (Red Hat package): go 4.4.0-3.el8ap
python3.12-pyasn1-modules (Red Hat package): no 0.3.0-2.el8ap
python3.12-pyasn1 (Red Hat package): no 0.5.1-2.el8ap
python3.12-pyOpenSSL (Red Hat package): o 24.1.0-2.el8ap
python3.12-pulpcore (Red Hat package): oo 3.49.50-1.el8ap
python3.12-pulp-glue (Red Hat package): 1o 0.23.2-2.el8ap
python3.12-pulp-container (Red Hat package): go 2.19.3-2.el8ap
python3.12-pulp-ansible (Red Hat package): 1o 0.25.1-2.el8ap
python3.12-ptyprocess (Red Hat package): go 0.7.0-2.el8ap
python3.12-psycopg (Red Hat package): no 3.2.7-2.el8ap
python3.12-protobuf (Red Hat package): oo 5.29.6-1.el8ap
python3.12-propcache (Red Hat package): no 0.4.1-1.el8ap
python3.12-prometheus-client (Red Hat package): 2o 0.19.0-2.el8ap
python3.12-podman (Red Hat package): 4o 5.4.0.1-2.el8ap
python3.12-pluggy (Red Hat package): no 1.6.0-2.el8ap
python3.12-platformdirs (Red Hat package): no 4.2.0-2.el8ap
python3.12-pillow (Red Hat package): o 10.3.0-2.el8ap
python3.12-pexpect (Red Hat package): no 4.9.0-2.el8ap
python3.12-persisting-theory (Red Hat package): go 1.0-3.el8ap
python3.12-pbr (Red Hat package): 1o 6.0.0-3.el8ap
python3.12-pathspec (Red Hat package): ao 0.12.1-2.el8ap
python3.12-pathable (Red Hat package): go 0.4.3-2.el8ap
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python3.12-parsley (Red Hat package): go 1.3-4.el8ap

python3.12-parse (Red Hat package): no 1.20.1-2.el8ap
python3.12-packaging (Red Hat package): oo 23.2-2.el8
python3.12-opentelemetry-contrib (Red Hat package): no 1.28.0-1.el8ap
python3.12-opentelemetry (Red Hat package): go 1.28.0-1.el8ap
python3.12-openpyx| (Red Hat package): no 3.1.2-2.el8ap
python3.12-openapi-spec-validator (Red Hat package): ao 0.7.1-2.el8ap
python3.12-openapi-schema-validator (Red Hat package): go 0.6.2-2.el8ap
python3.12-openapi-core (Red Hat package): 10 0.19.1-2.el8ap
python3.12-onigurumacffi (Red Hat package): go 1.3.0-2.el8ap
python3.12-odfpy (Red Hat package): no 1.4.1-9.el8ap
python3.12-oauthlib (Red Hat package): ao 3.2.2-2.el8ap
python3.12-nh3 (Red Hat package): 1o 0.2.18-2.el8ap
python3.12-netaddr (Red Hat package): o 1.2.1-2.el8ap
python3.12-mypy-extensions (Red Hat package): go 1.0.0-2.el8ap
python3.12-multidict (Red Hat package): no 6.0.4-2.el8ap
python3.12-more-itertools (Red Hat package): o 10.2.0-2.el8ap
python3.12-mccabe (Red Hat package): ao 0.7.0-3.el8ap
python3.12-marshmallow (Red Hat package): ao 3.26.2-1.el8ap
python3.12-markupsafe (Red Hat package): go 2.1.5-2.el8ap
python3.12-markuppy (Red Hat package): go 1.14-5.el8ap
python3.12-markdown (Red Hat package): o 3.5.2-2.el8ap
python3.12-Ixml (Red Hat package): no 5.3.0-2.el8ap

python3.12-lockfile (Red Hat package): go 0.12.2-3.el8ap
python3.12-ldap-filter (Red Hat package): ao 1.0.1-2.el8ap
python3.12-ldap (Red Hat package): no 3.4.5-1.el8ap
python3.12-lazy-object-proxy (Red Hat package): o 1.10.0-2.el8ap
python3.12-kubernetes (Red Hat package): 1o 26.1.0-3.el8ap
python3.12-jwcrypto (Red Hat package): ao 1.5.6-2.el8ap
python3.12-jsonschema-specifications (Red Hat package): o 2023.12.1-2.el8ap
python3.12-jsonschema-path (Red Hat package): go 0.3.4-2.el8ap
python3.12-jsonschema (Red Hat package): no 4.21.1-2.el8ap
python3.12-json-stream-rs-tokenizer (Red Hat package): go 0.4.26-2.el8ap
python3.12-json-stream (Red Hat package): go 2.3.2-2.el8ap
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python3.12-jq (Red Hat package): go 1.6.0-2.el8ap

python3.12-jpy (Red Hat package): 1o 0.15.0-2.el8ap
python3.12-jmespath (Red Hat package): o 1.0.1-3.el8ap
python3.12-jinja2 (Red Hat package): no 3.1.6-2.el8ap
python3.12-janus (Red Hat package): go 1.0.0-3.el8ap
python3.12-isodate (Red Hat package): go 0.6.1-3.el8ap
python3.12-insights-analytics-collector (Red Hat package): ao 0.3.2-3.el8ap
python3.12-iniconfig (Red Hat package): ao 2.0.0-2.el8ap
python3.12-inflection (Red Hat package): no 0.5.1-5.el8ap
python3.12-incremental (Red Hat package): go 24.7.2-2.el8ap
python3.12-importlib-metadata (Red Hat package): go 6.0.1-3.el8ap
python3.12-hyperlink (Red Hat package): no 21.0.0-3.el8ap
python3.12-gunicorn (Red Hat package): o 23.0.0-2.el8ap
python3.12-grpcio (Red Hat package): go 1.71.2-1.el8ap
python3.12-googleapis-common-protos (Red Hat package): go 1.72.0-1.el8ap
python3.12-google-auth (Red Hat package): no 2.27.0-2.el8ap
python3.12-gnupg (Red Hat package): ao 0.5.2-2.el8ap
python3.12-gitpython (Red Hat package): 1o 3.1.41-2.el8ap
python3.12-gitdb (Red Hat package): 1o 4.0.11-2.el8ap
python3.12-galaxy-ng (Red Hat package): 1o 4.10.12-1.el8ap
python3.12-galaxy-importer (Red Hat package): no 0.4.37-3.el8ap
python3.12-frozenlist (Red Hat package): no 1.4.0-2.el8ap
python3.12-freezegun (Red Hat package): no 1.5.5-1.el8ap
python3.12-flake8 (Red Hat package): no 6.1.0-3.el8ap
python3.12-filelock (Red Hat package): 1o 3.13.1-2.el8ap
python3.12-execnet (Red Hat package): go 2.1.2-2.el8ap
python3.12-et-xmlfile (Red Hat package): 1o 1.1.0-4.el8ap
python3.12-enrich (Red Hat package): no 1.2.7-3.el8ap
python3.12-ecdsa (Red Hat package): go 0.18.0-2.el8ap
python3.12-dynaconf (Red Hat package): 1o 3.2.11-2.el8ap
python3.12-drools-jpy (Red Hat package): no 0.3.10-2.el8ap
python3.12-drf-spectacular (Red Hat package): 1o 0.26.5-3.el8ap
python3.12-drf-nested-routers (Red Hat package): o 0.93.5-2.el8ap
python3.12-drf-access-policy (Red Hat package): ao 1.5.0-2.el8ap
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python3.12-dpath (Red Hat package): oo 2.1.6-2.el8ap
python3.12-djangorestframework-queryfields (Red Hat package): no 1.1.0-2.el8ap
python3.12-djangorestframework (Red Hat package): o 3.15.1-2.el8ap
python3.12-django-split-settings (Red Hat package): no 1.2.0-3.el8ap
python3.12-django-rq (Red Hat package): go 3.2.2-1.el8ap
python3.12-django-redis (Red Hat package): no 5.4.0-2.el8ap
python3.12-django-prometheus (Red Hat package): no 2.3.1-3.el8ap
python3.12-django-picklefield (Red Hat package): go 3.1-2.el8ap
python3.12-django-oauth-toolkit (Red Hat package): no 2.3.0-2.el8ap
python3.12-django-lifecycle (Red Hat package): no 1.1.2-2.el8ap
python3.12-django-ipware (Red Hat package): no 3.0.7-4.el8ap
python3.12-django-import-export (Red Hat package): ao 3.3.6-3.el8ap
python3.12-django-guid (Red Hat package): go 3.4.0-2.el8ap
python3.12-django-flags (Red Hat package): o 5.0.13-2.el8ap
python3.12-django-filter (Red Hat package): ao 23.5-2.el8ap
python3.12-django-extensions (Red Hat package): no 4.1-2.el8ap
python3.12-django-dynamic-preferences (Red Hat package): 1o 1.16.0-2.el8ap
python3.12-django-crum (Red Hat package): 1o 0.7.9-3.el8ap
python3.12-django-auth-ldap (Red Hat package): ao 4.0.0-3.el8ap
python3.12-django-ansible-base (Red Hat package): 1o 2.5.20260225-1.el8ap
python3.12-django (Red Hat package): no 4.2.28-1.el8ap
python3.12-distro (Red Hat package): go 1.9.0-2.el8ap
python3.12-distlib (Red Hat package): ao 0.4.0-2.el8ap
python3.12-dispatcherd (Red Hat package): go 2025.5.19-3.el8ap
python3.12-diff-match-patch (Red Hat package): go 20230430-2.el8ap
python3.12-deprecated (Red Hat package): ao 1.2.14-2.el8ap
python3.12-defusedxml (Red Hat package): no 0.7.1-5.el8ap
python3.12-dateutil (Red Hat package): ao 2.8.2-3.el8ap
python3.12-daphne (Red Hat package): 1o 4.0.0-4.el8ap
python3.12-daemon (Red Hat package): no 3.1.2-3.el8ap
python3.12-cryptography (Red Hat package): o 42.0.5-2.el8ap
python3.12-crontab (Red Hat package): ao 1.0.5-1.el8ap
python3.12-croniter (Red Hat package): fo 2.0.1-2.el8ap
python3.12-constantly (Red Hat package): no 23.10.4-1.el8ap
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python3.12-commonmark (Red Hat package): 10 0.9.1-7.el8ap
python3.12-colorama (Red Hat package): no 0.4.6-2.el8ap
python3.12-click-help-colors (Red Hat package): go 0.9.4-2.el8ap
python3.12-click (Red Hat package): no 8.1.7-2.el8ap
python3.12-chardet (Red Hat package): 1o 5.2.0-3.el8ap
python3.12-channels (Red Hat package): no 4.0.0-4.el8ap
python3.12-certifi (Red Hat package): go 2023.5.7-2.el8ap
python3.12-cachetools (Red Hat package): go 5.3.2-2.el8ap
python3.12-brotli (Red Hat package): no 1.2.0-1.el8ap
python3.12-bracex (Red Hat package): o 2.4-2.el8ap
python3.12-botocore (Red Hat package): no 1.34.162-2.el8ap
python3.12-boto3 (Red Hat package): go 1.34.30-2.el8ap
python3.12-black (Red Hat package): o 24.4.2-3.el8ap
python3.12-backoff (Red Hat package): go 2.2.1-2.el8ap
python3.12-azure-core (Red Hat package): go 1.34.0-2.el8ap
python3.12-autobahn (Red Hat package): no 24.4.2-2 el8ap
python3.12-attrs (Red Hat package): no 22.2.0-2.el8ap
python3.12-asyncio-throttle (Red Hat package): o 1.0.2-5.el8ap
python3.12-async-Iru (Red Hat package): go 2.0.5-1.el8ap
python3.12-asgiref (Red Hat package): go 3.7.2-2.el8ap
python3.12-argon2-cffi-bindings (Red Hat package): go 21.2.0-2.el8ap
python3.12-argon2-cffi (Red Hat package): go 23.1.0-2.el8ap
python3.12-ansible-sdk (Red Hat package): o 1.0.0-3.el8ap
python3.12-ansible-pylibssh (Red Hat package): go 1.2.2-2.el8ap
python3.12-ansible-compat (Red Hat package): go 25.12.0-3.el8ap
python3.12-aiosignal (Red Hat package): no 1.4.0-1.el8ap
python3.12-aiohttp (Red Hat package): 4o 3.13.3-2.el8ap
python3.12-aiohappyeyeballs (Red Hat package): ao 2.6.1-1.el8ap
python3.12-aiofiles (Red Hat package): o 23.2.1-2.el8ap
python3.12-aiodns (Red Hat package): go 3.2.0-2.el8ap
python3.12-Automat (Red Hat package): £o 22.10.0-4.el8ap
pulpcore-selinux (Red Hat package): 1o 2.0.1-2.el8ap

molecule (Red Hat package): 1o 25.12.0-2.el8ap

bindep (Red Hat package): ao 2.13.0-2.el8ap
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automation-hub (Red Hat package): 1o 4.10.12-1.el8ap
automation-gateway (Red Hat package): a0 2.5.20260225-1.el8ap
automation-eda-controller (Red Hat package): 2o 1.1.16-1.el8ap
automation-controller-fapolicyd (Red Hat package): o 1.0-6.el8ap
automation-controller (Red Hat package): o 4.6.26-1.el8ap
ansible-sign (Red Hat package): 1o 0.1.4-2.el8ap

ansible-runner (Red Hat package): ao 2.4.2-3.el8ap
ansible-rulebook (Red Hat package): no 1.1.7-2.el8ap
ansible-navigator (Red Hat package): a0 26.1.1-1.1.el8ap
ansible-lint (Red Hat package): 1o 26.1.0-3.el8ap

ansible-dev-tools (Red Hat package): 1o 26.1.0-3.el8ap
ansible-dev-environment (Red Hat package): go 25.12.2-1.2.el8ap
ansible-creator (Red Hat package): 1o 25.12.0-1.1.el8ap
ansible-core (Red Hat package): 1o 2.16.16-1.el8ap
ansible-builder (Red Hat package): 1o 3.1.1-1.2.el8ap
ansible-automation-platform-installer (Red Hat package): o 2.5-21.el8ap
aap-metrics-utility (Red Hat package): no 0.6.0-2.1.el8ap
python3.12-wheel (Red Hat package): 1o 0.41.2-4.e18_10
python3.12-setuptools (Red Hat package): no 68.2.2-5.el9_6
Ansible Automation Platform: go 2.5

KaTeropus ysa3BnMOro npojykTa: YHBepcansHble KOMMOHEHTH! U GUGANOTeKN
Cnoco6 3KkcnyaTaumu: VicuepnaHue pecypcos.
MocneacTBums skcnayataumm: OTka3 B 06CTyX1BaHNN

PekoMeHZaLMn Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMM CaHKUMAMI NPOTMB Poccninckon degepauy pekomeHayemM yCTaHaBAnMBaTbk OOHOBNEHNS NPOrpaMMHOro obecrneyeHus
TO/IBKO MOC/Ie OLEHKM BCeX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSV3: 7.5 AV:IN/ACL/PR:N/UEN/S:U/C:N/IEN/AH
OueHka CVSSv4: He onpegeneHo
BekTop atakn: CeTeBou

B3avmogeiicTBme c nonb3oBaTeneM: OTcyTcTByeT
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[aTa BbisBneHus / [lata obHoBnernus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWMK:

e https://access.redhat.com/errata/RHSA-2026:3959
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92

KpaTtkoe onmcaHwme: OTka3 B obcnyxusaHum B Ansible Automation Platform 2.5 packages
NaoeHTndmkaTop yassmmoctn: CVE-2026-1285
NaoeHTngurkaTop nporpaMmHon ownbkun: CWE-407 Anroputmmnueckas C10XHOCTb

YA3BMMBIN NPOAyKT: python3.12-django-storages (Red Hat package): go 1.14.2-3.el8ap
python3.12-azure-storage-blob (Red Hat package): 2o 12.19.0-2.el8ap
yamllint (Red Hat package): no 1.35.1-2.el8ap
uwsgi (Red Hat package): o 2.0.28-2.el8ap
supervisor (Red Hat package): go 4.2.5-2.el8ap
receptor (Red Hat package): no 1.6.3-4.el8ap
python3.12-zope-interface (Red Hat package): 1o 6.1-2.el8ap
python3.12-zipp (Red Hat package): go 3.19.2-2.el8ap
python3.12-yarl (Red Hat package): o 1.18.3-1.el8ap
python3.12-xxhash (Red Hat package): go 3.4.1-2.el8ap
python3.12-xmlsec (Red Hat package): ao 1.3.13-3.el8ap
python3.12-xlwt (Red Hat package): go 1.3.0-5.el8ap
python3.12-xIrd (Red Hat package): ao 2.0.1-7.el8ap
python3.12-xds-protos (Red Hat package): go 1.71.2-1.el8ap
python3.12-wrapt (Red Hat package): o 1.16.0-2.el8ap
python3.12-whitenoise (Red Hat package): ao 6.6.0-2.el8ap
python3.12-werkzeug (Red Hat package): go 3.0.3-2.el8ap
python3.12-websockets (Red Hat package): o 15.0-3.el8ap
python3.12-websocket-client (Red Hat package): go 1.7.0-3.el8ap
python3.12-wcmatch (Red Hat package): o 8.5-2.el8ap
python3.12-watchdog (Red Hat package): ao 5.0.2-2.el8ap
python3.12-virtualenv (Red Hat package): o 20.25.1-2.el8ap
python3.12-validators (Red Hat package): no 0.34.0-2.el8ap
python3.12-uuid6 (Red Hat package): go 2024.1.12-2.el8ap
python3.12-urllib3 (Red Hat package): fo 2.6.3-2.el8ap
python3.12-url-normalize (Red Hat package): o 1.4.3-6.el8ap
python3.12-uritemplate (Red Hat package): 1o 4.1.1-4.el8ap
python3.12-uamgp (Red Hat package): go 1.6.8-2.el8ap
python3.12-typing-extensions (Red Hat package): o 4.15.0-2.el8ap
python3.12-txaio (Red Hat package): go 23.1.1-3.el8ap
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python3.12-twisted (Red Hat package): o 24.7.0-2.el8ap
python3.12-tox-ansible (Red Hat package): no 25.12.0-2.el8ap
python3.12-tox (Red Hat package): no 4.15.1-2.el8ap
python3.12-termcolor (Red Hat package): go 3.1.0-2.el8ap
python3.12-tacacs-plus (Red Hat package): 1o 2.6-3.el8ap
python3.12-tabulate (Red Hat package): no 0.9.0-4.el8ap
python3.12-tablib (Red Hat package): ao 3.5.0-2.el8ap
python3.12-subprocess-tee (Red Hat package): no 0.4.2-2.el8ap
python3.12-sqlparse (Red Hat package): no 0.5.3-3.el8ap
python3.12-social-auth-core (Red Hat package): go 4.5.4-2.el8ap
python3.12-social-auth-app-django (Red Hat package): ao 5.4.1-2.el8ap
python3.12-smmap (Red Hat package): go 5.0.1-2.el8ap
python3.12-six (Red Hat package): o 1.17.0-1.el8ap
python3.12-service-identity (Red Hat package): no 21.1.0-3.el8ap
python3.12-semantic-version (Red Hat package): no 2.10.0-3.el8ap
python3.12-s3transfer (Red Hat package): go 0.10.0-2.el8ap
python3.12-ruamel-yaml-clib (Red Hat package): no 0.2.15-2.el8ap
python3.12-ruamel-yaml (Red Hat package): no 0.18.15-2.el8ap
python3.12-rsa (Red Hat package): no 4.9-3.el8ap
python3.12-rg-scheduler (Red Hat package): o 0.14.0-1.el8ap
python3.12-rg (Red Hat package): no 2.6.1-1.el8ap
python3.12-rpds-py (Red Hat package): 2o 0.18.1-3.el8ap
python3.12-rich (Red Hat package): go 13.1.0-2.el8ap
python3.12-rfc3339-validator (Red Hat package): no 0.1.4-2.el8ap
python3.12-resolvelib (Red Hat package): o 1.0.1-2.el8ap
python3.12-requests-oauthlib (Red Hat package): no 1.3.1-2.el8ap
python3.12-requests (Red Hat package): 1o 2.31.0-4.el8ap
python3.12-referencing (Red Hat package): go 0.36.2-3.el8ap
python3.12-redis (Red Hat package): o 4.6.0-3.el8ap
python3.12-pytz (Red Hat package): no 2024.1-2.el8ap
python3.12-python3-saml (Red Hat package): no 1.16.0-3.el8ap
python3.12-python3-openid (Red Hat package): no 3.2.0-4.el8ap
python3.12-pytest-xdist (Red Hat package): go 3.8.0-2.el8ap
python3.12-pytest-sugar (Red Hat package): go 1.1.1-2.el8ap
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python3.12-pytest-plus (Red Hat package): ao 0.8.1-2.el8ap
python3.12-pytest-ansible (Red Hat package): o 25.12.0-2.el8ap
python3.12-pytest (Red Hat package): 1o 9.0.1-2.el8ap
python3.12-pyrad (Red Hat package): no 2.4-3.el8ap
python3.12-pyproject-api (Red Hat package): 2o 1.6.1-2.el8ap
python3.12-pyparsing (Red Hat package): o 3.1.1-2.el8ap
python3.12-pyjwt (Red Hat package): o 2.7.0-3.el8ap
python3.12-pygtrie (Red Hat package): go 2.5.0-3.el8ap
python3.12-pygments (Red Hat package): no 2.17.2-3.el8ap
python3.12-pyflakes (Red Hat package): go 3.1.0-2.el8ap
python3.12-pydantic (Red Hat package): ao 1.10.15-2.el8ap
python3.12-pycodestyle (Red Hat package): no 2.11.1-2.el8ap
python3.12-pycares (Red Hat package): go 4.4.0-3.el8ap
python3.12-pyasn1-modules (Red Hat package): no 0.3.0-2.el8ap
python3.12-pyasn1 (Red Hat package): no 0.5.1-2.el8ap
python3.12-pyOpenSSL (Red Hat package): o 24.1.0-2.el8ap
python3.12-pulpcore (Red Hat package): oo 3.49.50-1.el8ap
python3.12-pulp-glue (Red Hat package): 1o 0.23.2-2.el8ap
python3.12-pulp-container (Red Hat package): go 2.19.3-2.el8ap
python3.12-pulp-ansible (Red Hat package): 1o 0.25.1-2.el8ap
python3.12-ptyprocess (Red Hat package): go 0.7.0-2.el8ap
python3.12-psycopg (Red Hat package): no 3.2.7-2.el8ap
python3.12-protobuf (Red Hat package): oo 5.29.6-1.el8ap
python3.12-propcache (Red Hat package): no 0.4.1-1.el8ap
python3.12-prometheus-client (Red Hat package): 2o 0.19.0-2.el8ap
python3.12-podman (Red Hat package): 4o 5.4.0.1-2.el8ap
python3.12-pluggy (Red Hat package): no 1.6.0-2.el8ap
python3.12-platformdirs (Red Hat package): no 4.2.0-2.el8ap
python3.12-pillow (Red Hat package): o 10.3.0-2.el8ap
python3.12-pexpect (Red Hat package): no 4.9.0-2.el8ap
python3.12-persisting-theory (Red Hat package): go 1.0-3.el8ap
python3.12-pbr (Red Hat package): 1o 6.0.0-3.el8ap
python3.12-pathspec (Red Hat package): ao 0.12.1-2.el8ap
python3.12-pathable (Red Hat package): go 0.4.3-2.el8ap
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python3.12-parsley (Red Hat package): go 1.3-4.el8ap

python3.12-parse (Red Hat package): no 1.20.1-2.el8ap
python3.12-packaging (Red Hat package): oo 23.2-2.el8
python3.12-opentelemetry-contrib (Red Hat package): no 1.28.0-1.el8ap
python3.12-opentelemetry (Red Hat package): go 1.28.0-1.el8ap
python3.12-openpyx| (Red Hat package): no 3.1.2-2.el8ap
python3.12-openapi-spec-validator (Red Hat package): ao 0.7.1-2.el8ap
python3.12-openapi-schema-validator (Red Hat package): go 0.6.2-2.el8ap
python3.12-openapi-core (Red Hat package): 10 0.19.1-2.el8ap
python3.12-onigurumacffi (Red Hat package): go 1.3.0-2.el8ap
python3.12-odfpy (Red Hat package): no 1.4.1-9.el8ap
python3.12-oauthlib (Red Hat package): ao 3.2.2-2.el8ap
python3.12-nh3 (Red Hat package): 1o 0.2.18-2.el8ap
python3.12-netaddr (Red Hat package): o 1.2.1-2.el8ap
python3.12-mypy-extensions (Red Hat package): go 1.0.0-2.el8ap
python3.12-multidict (Red Hat package): no 6.0.4-2.el8ap
python3.12-more-itertools (Red Hat package): o 10.2.0-2.el8ap
python3.12-mccabe (Red Hat package): ao 0.7.0-3.el8ap
python3.12-marshmallow (Red Hat package): ao 3.26.2-1.el8ap
python3.12-markupsafe (Red Hat package): go 2.1.5-2.el8ap
python3.12-markuppy (Red Hat package): go 1.14-5.el8ap
python3.12-markdown (Red Hat package): o 3.5.2-2.el8ap
python3.12-Ixml (Red Hat package): no 5.3.0-2.el8ap

python3.12-lockfile (Red Hat package): go 0.12.2-3.el8ap
python3.12-ldap-filter (Red Hat package): ao 1.0.1-2.el8ap
python3.12-ldap (Red Hat package): no 3.4.5-1.el8ap
python3.12-lazy-object-proxy (Red Hat package): o 1.10.0-2.el8ap
python3.12-kubernetes (Red Hat package): 1o 26.1.0-3.el8ap
python3.12-jwcrypto (Red Hat package): ao 1.5.6-2.el8ap
python3.12-jsonschema-specifications (Red Hat package): o 2023.12.1-2.el8ap
python3.12-jsonschema-path (Red Hat package): go 0.3.4-2.el8ap
python3.12-jsonschema (Red Hat package): no 4.21.1-2.el8ap
python3.12-json-stream-rs-tokenizer (Red Hat package): go 0.4.26-2.el8ap
python3.12-json-stream (Red Hat package): go 2.3.2-2.el8ap
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python3.12-jq (Red Hat package): go 1.6.0-2.el8ap

python3.12-jpy (Red Hat package): 1o 0.15.0-2.el8ap
python3.12-jmespath (Red Hat package): o 1.0.1-3.el8ap
python3.12-jinja2 (Red Hat package): no 3.1.6-2.el8ap
python3.12-janus (Red Hat package): go 1.0.0-3.el8ap
python3.12-isodate (Red Hat package): go 0.6.1-3.el8ap
python3.12-insights-analytics-collector (Red Hat package): ao 0.3.2-3.el8ap
python3.12-iniconfig (Red Hat package): ao 2.0.0-2.el8ap
python3.12-inflection (Red Hat package): no 0.5.1-5.el8ap
python3.12-incremental (Red Hat package): go 24.7.2-2.el8ap
python3.12-importlib-metadata (Red Hat package): go 6.0.1-3.el8ap
python3.12-hyperlink (Red Hat package): no 21.0.0-3.el8ap
python3.12-gunicorn (Red Hat package): o 23.0.0-2.el8ap
python3.12-grpcio (Red Hat package): go 1.71.2-1.el8ap
python3.12-googleapis-common-protos (Red Hat package): go 1.72.0-1.el8ap
python3.12-google-auth (Red Hat package): no 2.27.0-2.el8ap
python3.12-gnupg (Red Hat package): ao 0.5.2-2.el8ap
python3.12-gitpython (Red Hat package): 1o 3.1.41-2.el8ap
python3.12-gitdb (Red Hat package): 1o 4.0.11-2.el8ap
python3.12-galaxy-ng (Red Hat package): 1o 4.10.12-1.el8ap
python3.12-galaxy-importer (Red Hat package): no 0.4.37-3.el8ap
python3.12-frozenlist (Red Hat package): no 1.4.0-2.el8ap
python3.12-freezegun (Red Hat package): no 1.5.5-1.el8ap
python3.12-flake8 (Red Hat package): no 6.1.0-3.el8ap
python3.12-filelock (Red Hat package): 1o 3.13.1-2.el8ap
python3.12-execnet (Red Hat package): go 2.1.2-2.el8ap
python3.12-et-xmlfile (Red Hat package): 1o 1.1.0-4.el8ap
python3.12-enrich (Red Hat package): no 1.2.7-3.el8ap
python3.12-ecdsa (Red Hat package): go 0.18.0-2.el8ap
python3.12-dynaconf (Red Hat package): 1o 3.2.11-2.el8ap
python3.12-drools-jpy (Red Hat package): no 0.3.10-2.el8ap
python3.12-drf-spectacular (Red Hat package): 1o 0.26.5-3.el8ap
python3.12-drf-nested-routers (Red Hat package): o 0.93.5-2.el8ap
python3.12-drf-access-policy (Red Hat package): ao 1.5.0-2.el8ap
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python3.12-dpath (Red Hat package): oo 2.1.6-2.el8ap
python3.12-djangorestframework-queryfields (Red Hat package): no 1.1.0-2.el8ap
python3.12-djangorestframework (Red Hat package): o 3.15.1-2.el8ap
python3.12-django-split-settings (Red Hat package): no 1.2.0-3.el8ap
python3.12-django-rq (Red Hat package): go 3.2.2-1.el8ap
python3.12-django-redis (Red Hat package): no 5.4.0-2.el8ap
python3.12-django-prometheus (Red Hat package): no 2.3.1-3.el8ap
python3.12-django-picklefield (Red Hat package): go 3.1-2.el8ap
python3.12-django-oauth-toolkit (Red Hat package): no 2.3.0-2.el8ap
python3.12-django-lifecycle (Red Hat package): no 1.1.2-2.el8ap
python3.12-django-ipware (Red Hat package): no 3.0.7-4.el8ap
python3.12-django-import-export (Red Hat package): ao 3.3.6-3.el8ap
python3.12-django-guid (Red Hat package): go 3.4.0-2.el8ap
python3.12-django-flags (Red Hat package): o 5.0.13-2.el8ap
python3.12-django-filter (Red Hat package): ao 23.5-2.el8ap
python3.12-django-extensions (Red Hat package): no 4.1-2.el8ap
python3.12-django-dynamic-preferences (Red Hat package): 1o 1.16.0-2.el8ap
python3.12-django-crum (Red Hat package): 1o 0.7.9-3.el8ap
python3.12-django-auth-ldap (Red Hat package): ao 4.0.0-3.el8ap
python3.12-django-ansible-base (Red Hat package): 1o 2.5.20260225-1.el8ap
python3.12-django (Red Hat package): no 4.2.28-1.el8ap
python3.12-distro (Red Hat package): go 1.9.0-2.el8ap
python3.12-distlib (Red Hat package): ao 0.4.0-2.el8ap
python3.12-dispatcherd (Red Hat package): go 2025.5.19-3.el8ap
python3.12-diff-match-patch (Red Hat package): go 20230430-2.el8ap
python3.12-deprecated (Red Hat package): ao 1.2.14-2.el8ap
python3.12-defusedxml (Red Hat package): no 0.7.1-5.el8ap
python3.12-dateutil (Red Hat package): ao 2.8.2-3.el8ap
python3.12-daphne (Red Hat package): 1o 4.0.0-4.el8ap
python3.12-daemon (Red Hat package): no 3.1.2-3.el8ap
python3.12-cryptography (Red Hat package): o 42.0.5-2.el8ap
python3.12-crontab (Red Hat package): ao 1.0.5-1.el8ap
python3.12-croniter (Red Hat package): fo 2.0.1-2.el8ap
python3.12-constantly (Red Hat package): no 23.10.4-1.el8ap
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python3.12-commonmark (Red Hat package): 10 0.9.1-7.el8ap
python3.12-colorama (Red Hat package): no 0.4.6-2.el8ap
python3.12-click-help-colors (Red Hat package): go 0.9.4-2.el8ap
python3.12-click (Red Hat package): no 8.1.7-2.el8ap
python3.12-chardet (Red Hat package): 1o 5.2.0-3.el8ap
python3.12-channels (Red Hat package): no 4.0.0-4.el8ap
python3.12-certifi (Red Hat package): go 2023.5.7-2.el8ap
python3.12-cachetools (Red Hat package): go 5.3.2-2.el8ap
python3.12-brotli (Red Hat package): no 1.2.0-1.el8ap
python3.12-bracex (Red Hat package): o 2.4-2.el8ap
python3.12-botocore (Red Hat package): no 1.34.162-2.el8ap
python3.12-boto3 (Red Hat package): go 1.34.30-2.el8ap
python3.12-black (Red Hat package): o 24.4.2-3.el8ap
python3.12-backoff (Red Hat package): go 2.2.1-2.el8ap
python3.12-azure-core (Red Hat package): go 1.34.0-2.el8ap
python3.12-autobahn (Red Hat package): no 24.4.2-2 el8ap
python3.12-attrs (Red Hat package): no 22.2.0-2.el8ap
python3.12-asyncio-throttle (Red Hat package): o 1.0.2-5.el8ap
python3.12-async-Iru (Red Hat package): go 2.0.5-1.el8ap
python3.12-asgiref (Red Hat package): go 3.7.2-2.el8ap
python3.12-argon2-cffi-bindings (Red Hat package): go 21.2.0-2.el8ap
python3.12-argon2-cffi (Red Hat package): go 23.1.0-2.el8ap
python3.12-ansible-sdk (Red Hat package): o 1.0.0-3.el8ap
python3.12-ansible-pylibssh (Red Hat package): go 1.2.2-2.el8ap
python3.12-ansible-compat (Red Hat package): go 25.12.0-3.el8ap
python3.12-aiosignal (Red Hat package): no 1.4.0-1.el8ap
python3.12-aiohttp (Red Hat package): 4o 3.13.3-2.el8ap
python3.12-aiohappyeyeballs (Red Hat package): ao 2.6.1-1.el8ap
python3.12-aiofiles (Red Hat package): o 23.2.1-2.el8ap
python3.12-aiodns (Red Hat package): go 3.2.0-2.el8ap
python3.12-Automat (Red Hat package): £o 22.10.0-4.el8ap
pulpcore-selinux (Red Hat package): 1o 2.0.1-2.el8ap

molecule (Red Hat package): 1o 25.12.0-2.el8ap

bindep (Red Hat package): ao 2.13.0-2.el8ap
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automation-hub (Red Hat package): 1o 4.10.12-1.el8ap
automation-gateway (Red Hat package): a0 2.5.20260225-1.el8ap
automation-eda-controller (Red Hat package): 2o 1.1.16-1.el8ap
automation-controller-fapolicyd (Red Hat package): o 1.0-6.el8ap
automation-controller (Red Hat package): o 4.6.26-1.el8ap
ansible-sign (Red Hat package): 1o 0.1.4-2.el8ap

ansible-runner (Red Hat package): ao 2.4.2-3.el8ap
ansible-rulebook (Red Hat package): no 1.1.7-2.el8ap
ansible-navigator (Red Hat package): a0 26.1.1-1.1.el8ap
ansible-lint (Red Hat package): 1o 26.1.0-3.el8ap

ansible-dev-tools (Red Hat package): 1o 26.1.0-3.el8ap
ansible-dev-environment (Red Hat package): go 25.12.2-1.2.el8ap
ansible-creator (Red Hat package): 1o 25.12.0-1.1.el8ap
ansible-core (Red Hat package): 1o 2.16.16-1.el8ap
ansible-builder (Red Hat package): 1o 3.1.1-1.2.el8ap
ansible-automation-platform-installer (Red Hat package): o 2.5-21.el8ap
aap-metrics-utility (Red Hat package): no 0.6.0-2.1.el8ap
python3.12-wheel (Red Hat package): 1o 0.41.2-4.e18_10
python3.12-setuptools (Red Hat package): no 68.2.2-5.el9_6
Ansible Automation Platform: go 2.5

KaTeropus ysa3BnMOro npojykTa: YHBepcansHble KOMMOHEHTH! U GUGANOTeKN
Cnoco6 3KkcnyaTaumu: VicuepnaHue pecypcos.
MocneacTBums skcnayataumm: OTka3 B 06CTyX1BaHNN

PekoMeHZaLMn Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMM CaHKUMAMI NPOTMB Poccninckon degepauy pekomeHayemM yCTaHaBAnMBaTbk OOHOBNEHNS NPOrpaMMHOro obecrneyeHus
TO/IBKO MOC/Ie OLEHKM BCeX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSV3: 7.5 AV:IN/ACL/PR:N/UEN/S:U/C:N/IEN/AH
OueHka CVSSv4: He onpegeneHo
BekTop atakn: CeTeBou

B3avmogeiicTBme c nonb3oBaTeneM: OTcyTcTByeT
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[aTa BbisBneHus / [lata obHoBnernus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWMK:

e https://access.redhat.com/errata/RHSA-2026:3959
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93

KpaTtkoe onmcaHwme: OTka3 B obcnyxusaHum B Ansible Automation Platform 2.5 packages
NaoeHTndunkaTop yassmmoctn: CVE-2025-69223

NoeHTndurkaTop nporpaMmHoin owmnbkn; CWE-409 HekoppekTHas 06paboTka AaHHbIX C BbICOKOW CTEMEeHb CKaTud (yBennyeHne obbema
JaHHbIX)

YA3BMMbIN NpOoayKT: python3.12-django-storages (Red Hat package): go 1.14.2-3.el8ap
python3.12-azure-storage-blob (Red Hat package): 2o 12.19.0-2.el8ap
yamllint (Red Hat package): no 1.35.1-2.el8ap
uwsgi (Red Hat package): o 2.0.28-2.el8ap
supervisor (Red Hat package): go 4.2.5-2.el8ap
receptor (Red Hat package): go 1.6.3-4.el8ap
python3.12-zope-interface (Red Hat package): no 6.1-2.el8ap
python3.12-zipp (Red Hat package): go 3.19.2-2.el8ap
python3.12-yarl (Red Hat package): g0 1.18.3-1.el8ap
python3.12-xxhash (Red Hat package): go 3.4.1-2.el8ap
python3.12-xmlsec (Red Hat package): go 1.3.13-3.el8ap
python3.12-xlwt (Red Hat package): go 1.3.0-5.el8ap
python3.12-xIrd (Red Hat package): go 2.0.1-7.el8ap
python3.12-xds-protos (Red Hat package): go 1.71.2-1.el8ap
python3.12-wrapt (Red Hat package): o 1.16.0-2.el8ap
python3.12-whitenoise (Red Hat package): 1o 6.6.0-2.el8ap
python3.12-werkzeug (Red Hat package): ao 3.0.3-2.el8ap
python3.12-websockets (Red Hat package): o 15.0-3.el8ap
python3.12-websocket-client (Red Hat package): o 1.7.0-3.el8ap
python3.12-wcmatch (Red Hat package): o 8.5-2.el8ap
python3.12-watchdog (Red Hat package): go 5.0.2-2.el8ap
python3.12-virtualenv (Red Hat package): o 20.25.1-2.el8ap
python3.12-validators (Red Hat package): 1o 0.34.0-2.el8ap
python3.12-uuid6 (Red Hat package): no 2024.1.12-2.el8ap
python3.12-urllib3 (Red Hat package): ao 2.6.3-2.el8ap
python3.12-url-normalize (Red Hat package): o 1.4.3-6.el8ap
python3.12-uritemplate (Red Hat package): go 4.1.1-4.el8ap
python3.12-uamgp (Red Hat package): go 1.6.8-2.el8ap
python3.12-typing-extensions (Red Hat package): 1o 4.15.0-2.el8ap




181

python3.12-txaio (Red Hat package): go 23.1.1-3.el8ap
python3.12-twisted (Red Hat package): no 24.7.0-2.el8ap
python3.12-tox-ansible (Red Hat package): go 25.12.0-2.el8ap
python3.12-tox (Red Hat package): 4o 4.15.1-2.el8ap
python3.12-termcolor (Red Hat package): 1o 3.1.0-2.el8ap
python3.12-tacacs-plus (Red Hat package): no 2.6-3.el8ap
python3.12-tabulate (Red Hat package): ao 0.9.0-4.el8ap
python3.12-tablib (Red Hat package): go 3.5.0-2.el8ap
python3.12-subprocess-tee (Red Hat package): no 0.4.2-2.el8ap
python3.12-sqlparse (Red Hat package): no 0.5.3-3.el8ap
python3.12-social-auth-core (Red Hat package): no 4.5.4-2.el8ap
python3.12-social-auth-app-django (Red Hat package): ao 5.4.1-2.el8ap
python3.12-smmap (Red Hat package): 1o 5.0.1-2.el8ap
python3.12-six (Red Hat package): o 1.17.0-1.el8ap
python3.12-service-identity (Red Hat package): 1o 21.1.0-3.el8ap
python3.12-semantic-version (Red Hat package): 1o 2.10.0-3.el8ap
python3.12-s3transfer (Red Hat package): o 0.10.0-2.el8ap
python3.12-ruamel-yaml-clib (Red Hat package): no 0.2.15-2.el8ap
python3.12-ruamel-yaml (Red Hat package): no 0.18.15-2.el8ap
python3.12-rsa (Red Hat package): 1o 4.9-3.el8ap
python3.12-rg-scheduler (Red Hat package): o 0.14.0-1.el8ap
python3.12-rq (Red Hat package): 1o 2.6.1-1.el8ap
python3.12-rpds-py (Red Hat package): 1o 0.18.1-3.el8ap
python3.12-rich (Red Hat package): go 13.1.0-2.el8ap
python3.12-rfc3339-validator (Red Hat package): ao 0.1.4-2.el8ap
python3.12-resolvelib (Red Hat package): o 1.0.1-2.el8ap
python3.12-requests-oauthlib (Red Hat package): ao 1.3.1-2.el8ap
python3.12-requests (Red Hat package): no 2.31.0-4.el8ap
python3.12-referencing (Red Hat package): go 0.36.2-3.el8ap
python3.12-redis (Red Hat package): o 4.6.0-3.el8ap
python3.12-pytz (Red Hat package): no 2024.1-2.el8ap
python3.12-python3-saml (Red Hat package): ao 1.16.0-3.el8ap
python3.12-python3-openid (Red Hat package): no 3.2.0-4.el8ap
python3.12-pytest-xdist (Red Hat package): o 3.8.0-2.el8ap
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python3.12-pytest-sugar (Red Hat package): go 1.1.1-2.el8ap
python3.12-pytest-plus (Red Hat package): go 0.8.1-2.el8ap
python3.12-pytest-ansible (Red Hat package): o 25.12.0-2.el8ap
python3.12-pytest (Red Hat package): no 9.0.1-2.el8ap
python3.12-pyrad (Red Hat package): no 2.4-3.el8ap
python3.12-pyproject-api (Red Hat package): 2o 1.6.1-2.el8ap
python3.12-pyparsing (Red Hat package): o 3.1.1-2.el8ap
python3.12-pyjwt (Red Hat package): fo 2.7.0-3.el8ap
python3.12-pygtrie (Red Hat package): no 2.5.0-3.el8ap
python3.12-pygments (Red Hat package): oo 2.17.2-3.el8ap
python3.12-pyflakes (Red Hat package): no 3.1.0-2.el8ap
python3.12-pydantic (Red Hat package): ao 1.10.15-2.el8ap
python3.12-pycodestyle (Red Hat package): no 2.11.1-2.el8ap
python3.12-pycares (Red Hat package): no 4.4.0-3.el8ap
python3.12-pyasn1-modules (Red Hat package): ao 0.3.0-2.el8ap
python3.12-pyasn1 (Red Hat package): no 0.5.1-2.el8ap
python3.12-pyOpenSSL (Red Hat package): go 24.1.0-2.el8ap
python3.12-pulpcore (Red Hat package): oo 3.49.50-1.el8ap
python3.12-pulp-glue (Red Hat package): no 0.23.2-2.el8ap
python3.12-pulp-container (Red Hat package): 1o 2.19.3-2.el8ap
python3.12-pulp-ansible (Red Hat package): o 0.25.1-2.el8ap
python3.12-ptyprocess (Red Hat package): go 0.7.0-2.el8ap
python3.12-psycopg (Red Hat package): no 3.2.7-2.el8ap
python3.12-protobuf (Red Hat package): ao 5.29.6-1.el8ap
python3.12-propcache (Red Hat package): ao 0.4.1-1.el8ap
python3.12-prometheus-client (Red Hat package): 1o 0.19.0-2.el8ap
python3.12-podman (Red Hat package): o 5.4.0.1-2.el8ap
python3.12-pluggy (Red Hat package): no 1.6.0-2.el8ap
python3.12-platformdirs (Red Hat package): 1o 4.2.0-2.el8ap
python3.12-pillow (Red Hat package): o 10.3.0-2.el8ap
python3.12-pexpect (Red Hat package): 1o 4.9.0-2.el8ap
python3.12-persisting-theory (Red Hat package): go 1.0-3.el8ap
python3.12-pbr (Red Hat package): no 6.0.0-3.el8ap
python3.12-pathspec (Red Hat package): 1o 0.12.1-2.el8ap
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python3.12-pathable (Red Hat package): no 0.4.3-2.el8ap
python3.12-parsley (Red Hat package): o 1.3-4.el8ap

python3.12-parse (Red Hat package): no 1.20.1-2.el8ap
python3.12-packaging (Red Hat package): no 23.2-2.el8
python3.12-opentelemetry-contrib (Red Hat package): go 1.28.0-1.el8ap
python3.12-opentelemetry (Red Hat package): go 1.28.0-1.el8ap
python3.12-openpyx| (Red Hat package): no 3.1.2-2.el8ap
python3.12-openapi-spec-validator (Red Hat package): go 0.7.1-2.el8ap
python3.12-openapi-schema-validator (Red Hat package): go 0.6.2-2.el8ap
python3.12-openapi-core (Red Hat package): 2o 0.19.1-2.el8ap
python3.12-onigurumacffi (Red Hat package): go 1.3.0-2.el8ap
python3.12-odfpy (Red Hat package): no 1.4.1-9.el8ap
python3.12-oauthlib (Red Hat package): go 3.2.2-2.el8ap
python3.12-nh3 (Red Hat package): 1o 0.2.18-2.el8ap
python3.12-netaddr (Red Hat package): go 1.2.1-2.el8ap
python3.12-mypy-extensions (Red Hat package): no 1.0.0-2.el8ap
python3.12-multidict (Red Hat package): o 6.0.4-2.el8ap
python3.12-more-itertools (Red Hat package): o 10.2.0-2.el8ap
python3.12-mccabe (Red Hat package): ao 0.7.0-3.el8ap
python3.12-marshmallow (Red Hat package): go 3.26.2-1.el8ap
python3.12-markupsafe (Red Hat package): go 2.1.5-2.el8ap
python3.12-markuppy (Red Hat package): go 1.14-5.el8ap
python3.12-markdown (Red Hat package): no 3.5.2-2.el8ap
python3.12-Ixml (Red Hat package): no 5.3.0-2.el8ap

python3.12-lockfile (Red Hat package): 1o 0.12.2-3.el8ap
python3.12-ldap-filter (Red Hat package): no 1.0.1-2.el8ap
python3.12-ldap (Red Hat package): o 3.4.5-1.el8ap
python3.12-lazy-object-proxy (Red Hat package): o 1.10.0-2.el8ap
python3.12-kubernetes (Red Hat package): 1o 26.1.0-3.el8ap
python3.12-jwcrypto (Red Hat package): go 1.5.6-2.el8ap
python3.12-jsonschema-specifications (Red Hat package): o 2023.12.1-2.el8ap
python3.12-jsonschema-path (Red Hat package): o 0.3.4-2.el8ap
python3.12-jsonschema (Red Hat package): 1o 4.21.1-2.el8ap
python3.12-json-stream-rs-tokenizer (Red Hat package): 1o 0.4.26-2.el8ap
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python3.12-json-stream (Red Hat package): ao 2.3.2-2.el8ap
python3.12-jq (Red Hat package): ao 1.6.0-2.el8ap

python3.12-jpy (Red Hat package): 1o 0.15.0-2.el8ap
python3.12-jmespath (Red Hat package): o 1.0.1-3.el8ap
python3.12-jinja2 (Red Hat package): 1o 3.1.6-2.el8ap
python3.12-janus (Red Hat package): go 1.0.0-3.el8ap
python3.12-isodate (Red Hat package): go 0.6.1-3.el8ap
python3.12-insights-analytics-collector (Red Hat package): oo 0.3.2-3.el8ap
python3.12-iniconfig (Red Hat package): go 2.0.0-2.el8ap
python3.12-inflection (Red Hat package): o 0.5.1-5.el8ap
python3.12-incremental (Red Hat package): go 24.7.2-2.el8ap
python3.12-importlib-metadata (Red Hat package): go 6.0.1-3.el8ap
python3.12-hyperlink (Red Hat package): 2o 21.0.0-3.el8ap
python3.12-gunicorn (Red Hat package): o 23.0.0-2.el8ap
python3.12-grpcio (Red Hat package): o 1.71.2-1.el8ap
python3.12-googleapis-common-protos (Red Hat package): o 1.72.0-1.el8ap
python3.12-google-auth (Red Hat package): no 2.27.0-2.el8ap
python3.12-gnupg (Red Hat package): oo 0.5.2-2.el8ap
python3.12-gitpython (Red Hat package): no 3.1.41-2.el8ap
python3.12-gitdb (Red Hat package): 1o 4.0.11-2.el8ap
python3.12-galaxy-ng (Red Hat package): no 4.10.12-1.el8ap
python3.12-galaxy-importer (Red Hat package): o 0.4.37-3.el8ap
python3.12-frozenlist (Red Hat package): no 1.4.0-2.el8ap
python3.12-freezegun (Red Hat package): no 1.5.5-1.el8ap
python3.12-flake8 (Red Hat package): 1o 6.1.0-3.el8ap
python3.12-filelock (Red Hat package): go 3.13.1-2.el8ap
python3.12-execnet (Red Hat package): go 2.1.2-2.el8ap
python3.12-et-xmlfile (Red Hat package): no 1.1.0-4.el8ap
python3.12-enrich (Red Hat package): ao 1.2.7-3.el8ap
python3.12-ecdsa (Red Hat package): o 0.18.0-2.el8ap
python3.12-dynaconf (Red Hat package): o 3.2.11-2.el8ap
python3.12-drools-jpy (Red Hat package): 1o 0.3.10-2.el8ap
python3.12-drf-spectacular (Red Hat package): no 0.26.5-3.el8ap
python3.12-drf-nested-routers (Red Hat package): no 0.93.5-2.el8ap
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python3.12-drf-access-policy (Red Hat package): oo 1.5.0-2.el8ap
python3.12-dpath (Red Hat package): no 2.1.6-2.el8ap
python3.12-djangorestframework-queryfields (Red Hat package): go 1.1.0-2.el8ap
python3.12-djangorestframework (Red Hat package): 1o 3.15.1-2.el8ap
python3.12-django-split-settings (Red Hat package): no 1.2.0-3.el8ap
python3.12-django-rq (Red Hat package): go 3.2.2-1.el8ap
python3.12-django-redis (Red Hat package): no 5.4.0-2.el8ap
python3.12-django-prometheus (Red Hat package): 1o 2.3.1-3.el8ap
python3.12-django-picklefield (Red Hat package): no 3.1-2.el8ap
python3.12-django-oauth-toolkit (Red Hat package): 1o 2.3.0-2.el8ap
python3.12-django-lifecycle (Red Hat package): no 1.1.2-2.el8ap
python3.12-django-ipware (Red Hat package): no 3.0.7-4.el8ap
python3.12-django-import-export (Red Hat package): go 3.3.6-3.el8ap
python3.12-django-guid (Red Hat package): go 3.4.0-2.el8ap
python3.12-django-flags (Red Hat package): ao 5.0.13-2.el8ap
python3.12-django-filter (Red Hat package): no 23.5-2.el8ap
python3.12-django-extensions (Red Hat package): 1o 4.1-2.el8ap
python3.12-django-dynamic-preferences (Red Hat package): no 1.16.0-2.el8ap
python3.12-django-crum (Red Hat package): no 0.7.9-3.el8ap
python3.12-django-auth-ldap (Red Hat package): 1o 4.0.0-3.el8ap
python3.12-django-ansible-base (Red Hat package): 1o 2.5.20260225-1.el8ap
python3.12-django (Red Hat package): no 4.2.28-1.el8ap
python3.12-distro (Red Hat package): o 1.9.0-2.el8ap
python3.12-distlib (Red Hat package): no 0.4.0-2.el8ap
python3.12-dispatcherd (Red Hat package): go 2025.5.19-3.el8ap
python3.12-diff-match-patch (Red Hat package): ao 20230430-2.el8ap
python3.12-deprecated (Red Hat package): go 1.2.14-2.el8ap
python3.12-defusedxml (Red Hat package): no 0.7.1-5.el8ap
python3.12-dateutil (Red Hat package): go 2.8.2-3.el8ap
python3.12-daphne (Red Hat package): 1o 4.0.0-4.el8ap
python3.12-daemon (Red Hat package): fo 3.1.2-3.el8ap
python3.12-cryptography (Red Hat package): o 42.0.5-2.el8ap
python3.12-crontab (Red Hat package): go 1.0.5-1.el8ap
python3.12-croniter (Red Hat package): no 2.0.1-2.el8ap
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python3.12-constantly (Red Hat package): go 23.10.4-1.el8ap
python3.12-commonmark (Red Hat package): no 0.9.1-7.el8ap
python3.12-colorama (Red Hat package): no 0.4.6-2.el8ap
python3.12-click-help-colors (Red Hat package): go 0.9.4-2.el8ap
python3.12-click (Red Hat package): go 8.1.7-2.el8ap
python3.12-chardet (Red Hat package): 1o 5.2.0-3.el8ap
python3.12-channels (Red Hat package): no 4.0.0-4.el8ap
python3.12-certifi (Red Hat package): o 2023.5.7-2.el8ap
python3.12-cachetools (Red Hat package): no 5.3.2-2.el8ap
python3.12-brotli (Red Hat package): no 1.2.0-1.el8ap
python3.12-bracex (Red Hat package): no 2.4-2.el8ap
python3.12-botocore (Red Hat package): no 1.34.162-2.el8ap
python3.12-boto3 (Red Hat package): no 1.34.30-2.el8ap
python3.12-black (Red Hat package): o 24.4.2-3.el8ap
python3.12-backoff (Red Hat package): no 2.2.1-2.el8ap
python3.12-azure-core (Red Hat package): go 1.34.0-2.el8ap
python3.12-autobahn (Red Hat package): go 24.4.2-2 el8ap
python3.12-attrs (Red Hat package): 1o 22.2.0-2.el8ap
python3.12-asyncio-throttle (Red Hat package): ao 1.0.2-5.el8ap
python3.12-async-Iru (Red Hat package): go 2.0.5-1.el8ap
python3.12-asgiref (Red Hat package): ao 3.7.2-2.el8ap
python3.12-argon2-cffi-bindings (Red Hat package): go 21.2.0-2.el8ap
python3.12-argon2-cffi (Red Hat package): no 23.1.0-2.el8ap
python3.12-ansible-sdk (Red Hat package): o 1.0.0-3.el8ap
python3.12-ansible-pylibssh (Red Hat package): go 1.2.2-2.el8ap
python3.12-ansible-compat (Red Hat package): ao 25.12.0-3.el8ap
python3.12-aiosignal (Red Hat package): ao 1.4.0-1.el8ap
python3.12-aiohttp (Red Hat package): o 3.13.3-2.el8ap
python3.12-aiohappyeyeballs (Red Hat package): g0 2.6.1-1.el8ap
python3.12-aiofiles (Red Hat package): o 23.2.1-2.el8ap
python3.12-aiodns (Red Hat package): 1o 3.2.0-2.el8ap
python3.12-Automat (Red Hat package): o 22.10.0-4.el8ap
pulpcore-selinux (Red Hat package): 1o 2.0.1-2.el8ap

molecule (Red Hat package): 1o 25.12.0-2.el8ap
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bindep (Red Hat package): go 2.13.0-2.el8ap

automation-hub (Red Hat package): 4o 4.10.12-1.el8ap
automation-gateway (Red Hat package): go 2.5.20260225-1.el8ap
automation-eda-controller (Red Hat package): no 1.1.16-1.el8ap
automation-controller-fapolicyd (Red Hat package): ao 1.0-6.el8ap
automation-controller (Red Hat package): o 4.6.26-1.el8ap
ansible-sign (Red Hat package): 1o 0.1.4-2.el8ap

ansible-runner (Red Hat package): go 2.4.2-3.el8ap
ansible-rulebook (Red Hat package): no 1.1.7-2.el8ap
ansible-navigator (Red Hat package): 1o 26.1.1-1.1.el8ap
ansible-lint (Red Hat package): no 26.1.0-3.el8ap
ansible-dev-tools (Red Hat package): 1o 26.1.0-3.el8ap
ansible-dev-environment (Red Hat package): 1o 25.12.2-1.2.el8ap
ansible-creator (Red Hat package): 1o 25.12.0-1.1.el8ap
ansible-core (Red Hat package): 1o 2.16.16-1.el8ap
ansible-builder (Red Hat package): o 3.1.1-1.2.el8ap
ansible-automation-platform-installer (Red Hat package): no 2.5-21.el8ap
aap-metrics-utility (Red Hat package): ao 0.6.0-2.1.el8ap
python3.12-wheel (Red Hat package): 1o 0.41.2-4.e18_10
python3.12-setuptools (Red Hat package): no 68.2.2-5.el9_6
Ansible Automation Platform: go 2.5

KaTeropus ya3BmMMOro npoaykTa: YHBepcaibHble KOMMOHEHTHI 1 61OIMOTEKN
Cnocob akcnnyataumm: OTnpaska crelmanbHO co3gaHHoro HTTP-3anpoca.
MocneacTsusa skcnyataummn: OTkas B 06CNyXMBaHUM

PekoMeHAaLmn Mo YCTpaHeHuto: [laHHas yAa3B1MOCTb YCTpaHaeTCs odulmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCSA 06CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTUB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb 06HOBIEHVS MPOrpaMMHOro obecnedeHus
TO/IbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UEN/S:U/C:N/I:N/AH
OueHka CVSSv4: He onpegeneHo

BekTop aTaku: CeteBoii
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B3anmogencTeme c nonb3osatenem: OTcyTcTeyeT
[aTta BbisBnenus / [lata obHoBaeHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWMK:

e https://access.redhat.com/errata/RHSA-2026:3959
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KpaTtkoe onmcaHme: MexcanToBbI CKpUnTUHT B Ansible Automation Platform 2.5 packages
NaoeHTndunkaTop yassmmoctn: CVE-2026-22029

NoeHTndurkaTop nporpammHon owmnbkm: CWE-79 HekoppekTHas HeUTpann3aums BXOAHbIX AaHHbIX MPW reHepupoBaHK Beb-CTpaHuL
(MexcanToBOe BbIMOMHEHVEe CLieHapueB)

YA3BMMbIN NpOoayKT: python3.12-django-storages (Red Hat package): go 1.14.2-3.el8ap
python3.12-azure-storage-blob (Red Hat package): 2o 12.19.0-2.el8ap
yamllint (Red Hat package): no 1.35.1-2.el8ap
uwsgi (Red Hat package): o 2.0.28-2.el8ap
supervisor (Red Hat package): go 4.2.5-2.el8ap
receptor (Red Hat package): go 1.6.3-4.el8ap
python3.12-zope-interface (Red Hat package): no 6.1-2.el8ap
python3.12-zipp (Red Hat package): go 3.19.2-2.el8ap
python3.12-yarl (Red Hat package): g0 1.18.3-1.el8ap
python3.12-xxhash (Red Hat package): go 3.4.1-2.el8ap
python3.12-xmlsec (Red Hat package): go 1.3.13-3.el8ap
python3.12-xlwt (Red Hat package): go 1.3.0-5.el8ap
python3.12-xIrd (Red Hat package): go 2.0.1-7.el8ap
python3.12-xds-protos (Red Hat package): go 1.71.2-1.el8ap
python3.12-wrapt (Red Hat package): o 1.16.0-2.el8ap
python3.12-whitenoise (Red Hat package): 1o 6.6.0-2.el8ap
python3.12-werkzeug (Red Hat package): ao 3.0.3-2.el8ap
python3.12-websockets (Red Hat package): o 15.0-3.el8ap
python3.12-websocket-client (Red Hat package): o 1.7.0-3.el8ap
python3.12-wcmatch (Red Hat package): o 8.5-2.el8ap
python3.12-watchdog (Red Hat package): go 5.0.2-2.el8ap
python3.12-virtualenv (Red Hat package): o 20.25.1-2.el8ap
python3.12-validators (Red Hat package): 1o 0.34.0-2.el8ap
python3.12-uuid6 (Red Hat package): no 2024.1.12-2.el8ap
python3.12-urllib3 (Red Hat package): ao 2.6.3-2.el8ap
python3.12-url-normalize (Red Hat package): o 1.4.3-6.el8ap
python3.12-uritemplate (Red Hat package): go 4.1.1-4.el8ap
python3.12-uamgp (Red Hat package): go 1.6.8-2.el8ap
python3.12-typing-extensions (Red Hat package): 1o 4.15.0-2.el8ap
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python3.12-txaio (Red Hat package): go 23.1.1-3.el8ap
python3.12-twisted (Red Hat package): no 24.7.0-2.el8ap
python3.12-tox-ansible (Red Hat package): go 25.12.0-2.el8ap
python3.12-tox (Red Hat package): 4o 4.15.1-2.el8ap
python3.12-termcolor (Red Hat package): 1o 3.1.0-2.el8ap
python3.12-tacacs-plus (Red Hat package): no 2.6-3.el8ap
python3.12-tabulate (Red Hat package): ao 0.9.0-4.el8ap
python3.12-tablib (Red Hat package): go 3.5.0-2.el8ap
python3.12-subprocess-tee (Red Hat package): no 0.4.2-2.el8ap
python3.12-sqlparse (Red Hat package): no 0.5.3-3.el8ap
python3.12-social-auth-core (Red Hat package): no 4.5.4-2.el8ap
python3.12-social-auth-app-django (Red Hat package): ao 5.4.1-2.el8ap
python3.12-smmap (Red Hat package): 1o 5.0.1-2.el8ap
python3.12-six (Red Hat package): o 1.17.0-1.el8ap
python3.12-service-identity (Red Hat package): 1o 21.1.0-3.el8ap
python3.12-semantic-version (Red Hat package): 1o 2.10.0-3.el8ap
python3.12-s3transfer (Red Hat package): o 0.10.0-2.el8ap
python3.12-ruamel-yaml-clib (Red Hat package): no 0.2.15-2.el8ap
python3.12-ruamel-yaml (Red Hat package): no 0.18.15-2.el8ap
python3.12-rsa (Red Hat package): 1o 4.9-3.el8ap
python3.12-rg-scheduler (Red Hat package): o 0.14.0-1.el8ap
python3.12-rq (Red Hat package): 1o 2.6.1-1.el8ap
python3.12-rpds-py (Red Hat package): 1o 0.18.1-3.el8ap
python3.12-rich (Red Hat package): go 13.1.0-2.el8ap
python3.12-rfc3339-validator (Red Hat package): ao 0.1.4-2.el8ap
python3.12-resolvelib (Red Hat package): o 1.0.1-2.el8ap
python3.12-requests-oauthlib (Red Hat package): ao 1.3.1-2.el8ap
python3.12-requests (Red Hat package): no 2.31.0-4.el8ap
python3.12-referencing (Red Hat package): go 0.36.2-3.el8ap
python3.12-redis (Red Hat package): o 4.6.0-3.el8ap
python3.12-pytz (Red Hat package): no 2024.1-2.el8ap
python3.12-python3-saml (Red Hat package): ao 1.16.0-3.el8ap
python3.12-python3-openid (Red Hat package): no 3.2.0-4.el8ap
python3.12-pytest-xdist (Red Hat package): o 3.8.0-2.el8ap
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python3.12-pytest-sugar (Red Hat package): go 1.1.1-2.el8ap
python3.12-pytest-plus (Red Hat package): go 0.8.1-2.el8ap
python3.12-pytest-ansible (Red Hat package): o 25.12.0-2.el8ap
python3.12-pytest (Red Hat package): no 9.0.1-2.el8ap
python3.12-pyrad (Red Hat package): no 2.4-3.el8ap
python3.12-pyproject-api (Red Hat package): 2o 1.6.1-2.el8ap
python3.12-pyparsing (Red Hat package): o 3.1.1-2.el8ap
python3.12-pyjwt (Red Hat package): fo 2.7.0-3.el8ap
python3.12-pygtrie (Red Hat package): no 2.5.0-3.el8ap
python3.12-pygments (Red Hat package): oo 2.17.2-3.el8ap
python3.12-pyflakes (Red Hat package): no 3.1.0-2.el8ap
python3.12-pydantic (Red Hat package): ao 1.10.15-2.el8ap
python3.12-pycodestyle (Red Hat package): no 2.11.1-2.el8ap
python3.12-pycares (Red Hat package): no 4.4.0-3.el8ap
python3.12-pyasn1-modules (Red Hat package): ao 0.3.0-2.el8ap
python3.12-pyasn1 (Red Hat package): no 0.5.1-2.el8ap
python3.12-pyOpenSSL (Red Hat package): go 24.1.0-2.el8ap
python3.12-pulpcore (Red Hat package): oo 3.49.50-1.el8ap
python3.12-pulp-glue (Red Hat package): no 0.23.2-2.el8ap
python3.12-pulp-container (Red Hat package): 1o 2.19.3-2.el8ap
python3.12-pulp-ansible (Red Hat package): o 0.25.1-2.el8ap
python3.12-ptyprocess (Red Hat package): go 0.7.0-2.el8ap
python3.12-psycopg (Red Hat package): no 3.2.7-2.el8ap
python3.12-protobuf (Red Hat package): ao 5.29.6-1.el8ap
python3.12-propcache (Red Hat package): ao 0.4.1-1.el8ap
python3.12-prometheus-client (Red Hat package): 1o 0.19.0-2.el8ap
python3.12-podman (Red Hat package): o 5.4.0.1-2.el8ap
python3.12-pluggy (Red Hat package): no 1.6.0-2.el8ap
python3.12-platformdirs (Red Hat package): 1o 4.2.0-2.el8ap
python3.12-pillow (Red Hat package): o 10.3.0-2.el8ap
python3.12-pexpect (Red Hat package): 1o 4.9.0-2.el8ap
python3.12-persisting-theory (Red Hat package): go 1.0-3.el8ap
python3.12-pbr (Red Hat package): no 6.0.0-3.el8ap
python3.12-pathspec (Red Hat package): 1o 0.12.1-2.el8ap
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python3.12-pathable (Red Hat package): no 0.4.3-2.el8ap
python3.12-parsley (Red Hat package): o 1.3-4.el8ap

python3.12-parse (Red Hat package): no 1.20.1-2.el8ap
python3.12-packaging (Red Hat package): no 23.2-2.el8
python3.12-opentelemetry-contrib (Red Hat package): go 1.28.0-1.el8ap
python3.12-opentelemetry (Red Hat package): go 1.28.0-1.el8ap
python3.12-openpyx| (Red Hat package): no 3.1.2-2.el8ap
python3.12-openapi-spec-validator (Red Hat package): go 0.7.1-2.el8ap
python3.12-openapi-schema-validator (Red Hat package): go 0.6.2-2.el8ap
python3.12-openapi-core (Red Hat package): 2o 0.19.1-2.el8ap
python3.12-onigurumacffi (Red Hat package): go 1.3.0-2.el8ap
python3.12-odfpy (Red Hat package): no 1.4.1-9.el8ap
python3.12-oauthlib (Red Hat package): go 3.2.2-2.el8ap
python3.12-nh3 (Red Hat package): 1o 0.2.18-2.el8ap
python3.12-netaddr (Red Hat package): go 1.2.1-2.el8ap
python3.12-mypy-extensions (Red Hat package): no 1.0.0-2.el8ap
python3.12-multidict (Red Hat package): o 6.0.4-2.el8ap
python3.12-more-itertools (Red Hat package): o 10.2.0-2.el8ap
python3.12-mccabe (Red Hat package): ao 0.7.0-3.el8ap
python3.12-marshmallow (Red Hat package): go 3.26.2-1.el8ap
python3.12-markupsafe (Red Hat package): go 2.1.5-2.el8ap
python3.12-markuppy (Red Hat package): go 1.14-5.el8ap
python3.12-markdown (Red Hat package): no 3.5.2-2.el8ap
python3.12-Ixml (Red Hat package): no 5.3.0-2.el8ap

python3.12-lockfile (Red Hat package): 1o 0.12.2-3.el8ap
python3.12-ldap-filter (Red Hat package): no 1.0.1-2.el8ap
python3.12-ldap (Red Hat package): o 3.4.5-1.el8ap
python3.12-lazy-object-proxy (Red Hat package): o 1.10.0-2.el8ap
python3.12-kubernetes (Red Hat package): 1o 26.1.0-3.el8ap
python3.12-jwcrypto (Red Hat package): go 1.5.6-2.el8ap
python3.12-jsonschema-specifications (Red Hat package): o 2023.12.1-2.el8ap
python3.12-jsonschema-path (Red Hat package): o 0.3.4-2.el8ap
python3.12-jsonschema (Red Hat package): 1o 4.21.1-2.el8ap
python3.12-json-stream-rs-tokenizer (Red Hat package): 1o 0.4.26-2.el8ap
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python3.12-json-stream (Red Hat package): ao 2.3.2-2.el8ap
python3.12-jq (Red Hat package): ao 1.6.0-2.el8ap

python3.12-jpy (Red Hat package): 1o 0.15.0-2.el8ap
python3.12-jmespath (Red Hat package): o 1.0.1-3.el8ap
python3.12-jinja2 (Red Hat package): 1o 3.1.6-2.el8ap
python3.12-janus (Red Hat package): go 1.0.0-3.el8ap
python3.12-isodate (Red Hat package): go 0.6.1-3.el8ap
python3.12-insights-analytics-collector (Red Hat package): oo 0.3.2-3.el8ap
python3.12-iniconfig (Red Hat package): go 2.0.0-2.el8ap
python3.12-inflection (Red Hat package): o 0.5.1-5.el8ap
python3.12-incremental (Red Hat package): go 24.7.2-2.el8ap
python3.12-importlib-metadata (Red Hat package): go 6.0.1-3.el8ap
python3.12-hyperlink (Red Hat package): 2o 21.0.0-3.el8ap
python3.12-gunicorn (Red Hat package): o 23.0.0-2.el8ap
python3.12-grpcio (Red Hat package): o 1.71.2-1.el8ap
python3.12-googleapis-common-protos (Red Hat package): o 1.72.0-1.el8ap
python3.12-google-auth (Red Hat package): no 2.27.0-2.el8ap
python3.12-gnupg (Red Hat package): oo 0.5.2-2.el8ap
python3.12-gitpython (Red Hat package): no 3.1.41-2.el8ap
python3.12-gitdb (Red Hat package): 1o 4.0.11-2.el8ap
python3.12-galaxy-ng (Red Hat package): no 4.10.12-1.el8ap
python3.12-galaxy-importer (Red Hat package): o 0.4.37-3.el8ap
python3.12-frozenlist (Red Hat package): no 1.4.0-2.el8ap
python3.12-freezegun (Red Hat package): no 1.5.5-1.el8ap
python3.12-flake8 (Red Hat package): 1o 6.1.0-3.el8ap
python3.12-filelock (Red Hat package): go 3.13.1-2.el8ap
python3.12-execnet (Red Hat package): go 2.1.2-2.el8ap
python3.12-et-xmlfile (Red Hat package): no 1.1.0-4.el8ap
python3.12-enrich (Red Hat package): ao 1.2.7-3.el8ap
python3.12-ecdsa (Red Hat package): o 0.18.0-2.el8ap
python3.12-dynaconf (Red Hat package): o 3.2.11-2.el8ap
python3.12-drools-jpy (Red Hat package): 1o 0.3.10-2.el8ap
python3.12-drf-spectacular (Red Hat package): no 0.26.5-3.el8ap
python3.12-drf-nested-routers (Red Hat package): no 0.93.5-2.el8ap
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python3.12-drf-access-policy (Red Hat package): oo 1.5.0-2.el8ap
python3.12-dpath (Red Hat package): no 2.1.6-2.el8ap
python3.12-djangorestframework-queryfields (Red Hat package): go 1.1.0-2.el8ap
python3.12-djangorestframework (Red Hat package): 1o 3.15.1-2.el8ap
python3.12-django-split-settings (Red Hat package): no 1.2.0-3.el8ap
python3.12-django-rq (Red Hat package): go 3.2.2-1.el8ap
python3.12-django-redis (Red Hat package): no 5.4.0-2.el8ap
python3.12-django-prometheus (Red Hat package): 1o 2.3.1-3.el8ap
python3.12-django-picklefield (Red Hat package): no 3.1-2.el8ap
python3.12-django-oauth-toolkit (Red Hat package): 1o 2.3.0-2.el8ap
python3.12-django-lifecycle (Red Hat package): no 1.1.2-2.el8ap
python3.12-django-ipware (Red Hat package): no 3.0.7-4.el8ap
python3.12-django-import-export (Red Hat package): go 3.3.6-3.el8ap
python3.12-django-guid (Red Hat package): go 3.4.0-2.el8ap
python3.12-django-flags (Red Hat package): ao 5.0.13-2.el8ap
python3.12-django-filter (Red Hat package): no 23.5-2.el8ap
python3.12-django-extensions (Red Hat package): 1o 4.1-2.el8ap
python3.12-django-dynamic-preferences (Red Hat package): no 1.16.0-2.el8ap
python3.12-django-crum (Red Hat package): no 0.7.9-3.el8ap
python3.12-django-auth-ldap (Red Hat package): 1o 4.0.0-3.el8ap
python3.12-django-ansible-base (Red Hat package): 1o 2.5.20260225-1.el8ap
python3.12-django (Red Hat package): no 4.2.28-1.el8ap
python3.12-distro (Red Hat package): o 1.9.0-2.el8ap
python3.12-distlib (Red Hat package): no 0.4.0-2.el8ap
python3.12-dispatcherd (Red Hat package): go 2025.5.19-3.el8ap
python3.12-diff-match-patch (Red Hat package): ao 20230430-2.el8ap
python3.12-deprecated (Red Hat package): go 1.2.14-2.el8ap
python3.12-defusedxml (Red Hat package): no 0.7.1-5.el8ap
python3.12-dateutil (Red Hat package): go 2.8.2-3.el8ap
python3.12-daphne (Red Hat package): 1o 4.0.0-4.el8ap
python3.12-daemon (Red Hat package): fo 3.1.2-3.el8ap
python3.12-cryptography (Red Hat package): o 42.0.5-2.el8ap
python3.12-crontab (Red Hat package): go 1.0.5-1.el8ap
python3.12-croniter (Red Hat package): no 2.0.1-2.el8ap
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python3.12-constantly (Red Hat package): go 23.10.4-1.el8ap
python3.12-commonmark (Red Hat package): no 0.9.1-7.el8ap
python3.12-colorama (Red Hat package): no 0.4.6-2.el8ap
python3.12-click-help-colors (Red Hat package): go 0.9.4-2.el8ap
python3.12-click (Red Hat package): go 8.1.7-2.el8ap
python3.12-chardet (Red Hat package): 1o 5.2.0-3.el8ap
python3.12-channels (Red Hat package): no 4.0.0-4.el8ap
python3.12-certifi (Red Hat package): o 2023.5.7-2.el8ap
python3.12-cachetools (Red Hat package): no 5.3.2-2.el8ap
python3.12-brotli (Red Hat package): no 1.2.0-1.el8ap
python3.12-bracex (Red Hat package): no 2.4-2.el8ap
python3.12-botocore (Red Hat package): no 1.34.162-2.el8ap
python3.12-boto3 (Red Hat package): no 1.34.30-2.el8ap
python3.12-black (Red Hat package): o 24.4.2-3.el8ap
python3.12-backoff (Red Hat package): no 2.2.1-2.el8ap
python3.12-azure-core (Red Hat package): go 1.34.0-2.el8ap
python3.12-autobahn (Red Hat package): go 24.4.2-2 el8ap
python3.12-attrs (Red Hat package): 1o 22.2.0-2.el8ap
python3.12-asyncio-throttle (Red Hat package): ao 1.0.2-5.el8ap
python3.12-async-Iru (Red Hat package): go 2.0.5-1.el8ap
python3.12-asgiref (Red Hat package): ao 3.7.2-2.el8ap
python3.12-argon2-cffi-bindings (Red Hat package): go 21.2.0-2.el8ap
python3.12-argon2-cffi (Red Hat package): no 23.1.0-2.el8ap
python3.12-ansible-sdk (Red Hat package): o 1.0.0-3.el8ap
python3.12-ansible-pylibssh (Red Hat package): go 1.2.2-2.el8ap
python3.12-ansible-compat (Red Hat package): ao 25.12.0-3.el8ap
python3.12-aiosignal (Red Hat package): ao 1.4.0-1.el8ap
python3.12-aiohttp (Red Hat package): o 3.13.3-2.el8ap
python3.12-aiohappyeyeballs (Red Hat package): g0 2.6.1-1.el8ap
python3.12-aiofiles (Red Hat package): o 23.2.1-2.el8ap
python3.12-aiodns (Red Hat package): 1o 3.2.0-2.el8ap
python3.12-Automat (Red Hat package): o 22.10.0-4.el8ap
pulpcore-selinux (Red Hat package): 1o 2.0.1-2.el8ap

molecule (Red Hat package): 1o 25.12.0-2.el8ap
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bindep (Red Hat package): go 2.13.0-2.el8ap

automation-hub (Red Hat package): 4o 4.10.12-1.el8ap
automation-gateway (Red Hat package): go 2.5.20260225-1.el8ap
automation-eda-controller (Red Hat package): no 1.1.16-1.el8ap
automation-controller-fapolicyd (Red Hat package): ao 1.0-6.el8ap
automation-controller (Red Hat package): o 4.6.26-1.el8ap
ansible-sign (Red Hat package): 1o 0.1.4-2.el8ap

ansible-runner (Red Hat package): go 2.4.2-3.el8ap
ansible-rulebook (Red Hat package): no 1.1.7-2.el8ap
ansible-navigator (Red Hat package): 1o 26.1.1-1.1.el8ap
ansible-lint (Red Hat package): no 26.1.0-3.el8ap
ansible-dev-tools (Red Hat package): 1o 26.1.0-3.el8ap
ansible-dev-environment (Red Hat package): 1o 25.12.2-1.2.el8ap
ansible-creator (Red Hat package): 1o 25.12.0-1.1.el8ap
ansible-core (Red Hat package): 1o 2.16.16-1.el8ap
ansible-builder (Red Hat package): o 3.1.1-1.2.el8ap
ansible-automation-platform-installer (Red Hat package): no 2.5-21.el8ap
aap-metrics-utility (Red Hat package): ao 0.6.0-2.1.el8ap
python3.12-wheel (Red Hat package): 1o 0.41.2-4.e18_10
python3.12-setuptools (Red Hat package): no 68.2.2-5.el9_6
Ansible Automation Platform: go 2.5

KaTeropusi ya3BMMOro NpoayKTa: YHMBepCanbHble KOMMOHEHTbI 1 BUGANOTEKN
Cnoco6 akcnnyaTaumm: OTKpbIT/E NONb30BaTeNeM CrelnansHO CO3AaHHON BPeAOHOCHOM CChINKM.
MocneacTBMS SKCNAyaTaLmMm: MexXcaliToBbIN CKPUNTUHE

PekoMeHAaLmn Mo YCTpaHeHuto: [laHHas yAa3B1MOCTb YCTpaHaeTCs odulmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCSA 06CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTUB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb 06HOBIEHVS MPOrpaMMHOro obecnedeHus
TO/IbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 8.0 AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/AN
OueHka CVSSv4: He onpegeneHo

BekTop aTaku: CeteBoii
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B3anmopencTeme ¢ nonb3oBaTenem: TpebyeTcs
[aTta BbisBnenus / [lata obHoBaeHus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWK:

e https://access.redhat.com/errata/RHSA-2026:3959
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KpaTtkoe onmcaHwme: OTka3 B obcnyxusaHum B Ansible Automation Platform 2.5 packages
NaoeHTndmkaTop yassmmoctu: CVE-2026-23490
NaoeHtndurkaTop nporpammHon ownbkun: CWE-770 BelaeneHue pecypcoB 6€3 orpaHnyeHnin v perynvposki

YA3BMMBIN NPOAyKT: python3.12-django-storages (Red Hat package): go 1.14.2-3.el8ap
python3.12-azure-storage-blob (Red Hat package): 2o 12.19.0-2.el8ap
yamllint (Red Hat package): no 1.35.1-2.el8ap
uwsgi (Red Hat package): o 2.0.28-2.el8ap
supervisor (Red Hat package): go 4.2.5-2.el8ap
receptor (Red Hat package): no 1.6.3-4.el8ap
python3.12-zope-interface (Red Hat package): 1o 6.1-2.el8ap
python3.12-zipp (Red Hat package): go 3.19.2-2.el8ap
python3.12-yarl (Red Hat package): o 1.18.3-1.el8ap
python3.12-xxhash (Red Hat package): go 3.4.1-2.el8ap
python3.12-xmlsec (Red Hat package): ao 1.3.13-3.el8ap
python3.12-xlwt (Red Hat package): go 1.3.0-5.el8ap
python3.12-xIrd (Red Hat package): ao 2.0.1-7.el8ap
python3.12-xds-protos (Red Hat package): go 1.71.2-1.el8ap
python3.12-wrapt (Red Hat package): o 1.16.0-2.el8ap
python3.12-whitenoise (Red Hat package): ao 6.6.0-2.el8ap
python3.12-werkzeug (Red Hat package): go 3.0.3-2.el8ap
python3.12-websockets (Red Hat package): o 15.0-3.el8ap
python3.12-websocket-client (Red Hat package): go 1.7.0-3.el8ap
python3.12-wcmatch (Red Hat package): o 8.5-2.el8ap
python3.12-watchdog (Red Hat package): ao 5.0.2-2.el8ap
python3.12-virtualenv (Red Hat package): o 20.25.1-2.el8ap
python3.12-validators (Red Hat package): no 0.34.0-2.el8ap
python3.12-uuid6 (Red Hat package): go 2024.1.12-2.el8ap
python3.12-urllib3 (Red Hat package): fo 2.6.3-2.el8ap
python3.12-url-normalize (Red Hat package): o 1.4.3-6.el8ap
python3.12-uritemplate (Red Hat package): 1o 4.1.1-4.el8ap
python3.12-uamgp (Red Hat package): go 1.6.8-2.el8ap
python3.12-typing-extensions (Red Hat package): o 4.15.0-2.el8ap
python3.12-txaio (Red Hat package): go 23.1.1-3.el8ap
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python3.12-twisted (Red Hat package): o 24.7.0-2.el8ap
python3.12-tox-ansible (Red Hat package): no 25.12.0-2.el8ap
python3.12-tox (Red Hat package): no 4.15.1-2.el8ap
python3.12-termcolor (Red Hat package): go 3.1.0-2.el8ap
python3.12-tacacs-plus (Red Hat package): 1o 2.6-3.el8ap
python3.12-tabulate (Red Hat package): no 0.9.0-4.el8ap
python3.12-tablib (Red Hat package): ao 3.5.0-2.el8ap
python3.12-subprocess-tee (Red Hat package): no 0.4.2-2.el8ap
python3.12-sqlparse (Red Hat package): no 0.5.3-3.el8ap
python3.12-social-auth-core (Red Hat package): go 4.5.4-2.el8ap
python3.12-social-auth-app-django (Red Hat package): ao 5.4.1-2.el8ap
python3.12-smmap (Red Hat package): go 5.0.1-2.el8ap
python3.12-six (Red Hat package): o 1.17.0-1.el8ap
python3.12-service-identity (Red Hat package): no 21.1.0-3.el8ap
python3.12-semantic-version (Red Hat package): no 2.10.0-3.el8ap
python3.12-s3transfer (Red Hat package): go 0.10.0-2.el8ap
python3.12-ruamel-yaml-clib (Red Hat package): no 0.2.15-2.el8ap
python3.12-ruamel-yaml (Red Hat package): no 0.18.15-2.el8ap
python3.12-rsa (Red Hat package): no 4.9-3.el8ap
python3.12-rg-scheduler (Red Hat package): o 0.14.0-1.el8ap
python3.12-rg (Red Hat package): no 2.6.1-1.el8ap
python3.12-rpds-py (Red Hat package): 2o 0.18.1-3.el8ap
python3.12-rich (Red Hat package): go 13.1.0-2.el8ap
python3.12-rfc3339-validator (Red Hat package): no 0.1.4-2.el8ap
python3.12-resolvelib (Red Hat package): o 1.0.1-2.el8ap
python3.12-requests-oauthlib (Red Hat package): no 1.3.1-2.el8ap
python3.12-requests (Red Hat package): 1o 2.31.0-4.el8ap
python3.12-referencing (Red Hat package): go 0.36.2-3.el8ap
python3.12-redis (Red Hat package): o 4.6.0-3.el8ap
python3.12-pytz (Red Hat package): no 2024.1-2.el8ap
python3.12-python3-saml (Red Hat package): no 1.16.0-3.el8ap
python3.12-python3-openid (Red Hat package): no 3.2.0-4.el8ap
python3.12-pytest-xdist (Red Hat package): go 3.8.0-2.el8ap
python3.12-pytest-sugar (Red Hat package): go 1.1.1-2.el8ap
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python3.12-pytest-plus (Red Hat package): ao 0.8.1-2.el8ap
python3.12-pytest-ansible (Red Hat package): o 25.12.0-2.el8ap
python3.12-pytest (Red Hat package): 1o 9.0.1-2.el8ap
python3.12-pyrad (Red Hat package): no 2.4-3.el8ap
python3.12-pyproject-api (Red Hat package): 2o 1.6.1-2.el8ap
python3.12-pyparsing (Red Hat package): o 3.1.1-2.el8ap
python3.12-pyjwt (Red Hat package): o 2.7.0-3.el8ap
python3.12-pygtrie (Red Hat package): go 2.5.0-3.el8ap
python3.12-pygments (Red Hat package): no 2.17.2-3.el8ap
python3.12-pyflakes (Red Hat package): go 3.1.0-2.el8ap
python3.12-pydantic (Red Hat package): ao 1.10.15-2.el8ap
python3.12-pycodestyle (Red Hat package): no 2.11.1-2.el8ap
python3.12-pycares (Red Hat package): go 4.4.0-3.el8ap
python3.12-pyasn1-modules (Red Hat package): no 0.3.0-2.el8ap
python3.12-pyasn1 (Red Hat package): no 0.5.1-2.el8ap
python3.12-pyOpenSSL (Red Hat package): o 24.1.0-2.el8ap
python3.12-pulpcore (Red Hat package): oo 3.49.50-1.el8ap
python3.12-pulp-glue (Red Hat package): 1o 0.23.2-2.el8ap
python3.12-pulp-container (Red Hat package): go 2.19.3-2.el8ap
python3.12-pulp-ansible (Red Hat package): 1o 0.25.1-2.el8ap
python3.12-ptyprocess (Red Hat package): go 0.7.0-2.el8ap
python3.12-psycopg (Red Hat package): no 3.2.7-2.el8ap
python3.12-protobuf (Red Hat package): oo 5.29.6-1.el8ap
python3.12-propcache (Red Hat package): no 0.4.1-1.el8ap
python3.12-prometheus-client (Red Hat package): 2o 0.19.0-2.el8ap
python3.12-podman (Red Hat package): 4o 5.4.0.1-2.el8ap
python3.12-pluggy (Red Hat package): no 1.6.0-2.el8ap
python3.12-platformdirs (Red Hat package): no 4.2.0-2.el8ap
python3.12-pillow (Red Hat package): o 10.3.0-2.el8ap
python3.12-pexpect (Red Hat package): no 4.9.0-2.el8ap
python3.12-persisting-theory (Red Hat package): go 1.0-3.el8ap
python3.12-pbr (Red Hat package): 1o 6.0.0-3.el8ap
python3.12-pathspec (Red Hat package): ao 0.12.1-2.el8ap
python3.12-pathable (Red Hat package): go 0.4.3-2.el8ap
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python3.12-parsley (Red Hat package): go 1.3-4.el8ap

python3.12-parse (Red Hat package): no 1.20.1-2.el8ap
python3.12-packaging (Red Hat package): oo 23.2-2.el8
python3.12-opentelemetry-contrib (Red Hat package): no 1.28.0-1.el8ap
python3.12-opentelemetry (Red Hat package): go 1.28.0-1.el8ap
python3.12-openpyx| (Red Hat package): no 3.1.2-2.el8ap
python3.12-openapi-spec-validator (Red Hat package): ao 0.7.1-2.el8ap
python3.12-openapi-schema-validator (Red Hat package): go 0.6.2-2.el8ap
python3.12-openapi-core (Red Hat package): 10 0.19.1-2.el8ap
python3.12-onigurumacffi (Red Hat package): go 1.3.0-2.el8ap
python3.12-odfpy (Red Hat package): no 1.4.1-9.el8ap
python3.12-oauthlib (Red Hat package): ao 3.2.2-2.el8ap
python3.12-nh3 (Red Hat package): 1o 0.2.18-2.el8ap
python3.12-netaddr (Red Hat package): o 1.2.1-2.el8ap
python3.12-mypy-extensions (Red Hat package): go 1.0.0-2.el8ap
python3.12-multidict (Red Hat package): no 6.0.4-2.el8ap
python3.12-more-itertools (Red Hat package): o 10.2.0-2.el8ap
python3.12-mccabe (Red Hat package): ao 0.7.0-3.el8ap
python3.12-marshmallow (Red Hat package): ao 3.26.2-1.el8ap
python3.12-markupsafe (Red Hat package): go 2.1.5-2.el8ap
python3.12-markuppy (Red Hat package): go 1.14-5.el8ap
python3.12-markdown (Red Hat package): o 3.5.2-2.el8ap
python3.12-Ixml (Red Hat package): no 5.3.0-2.el8ap

python3.12-lockfile (Red Hat package): go 0.12.2-3.el8ap
python3.12-ldap-filter (Red Hat package): ao 1.0.1-2.el8ap
python3.12-ldap (Red Hat package): no 3.4.5-1.el8ap
python3.12-lazy-object-proxy (Red Hat package): o 1.10.0-2.el8ap
python3.12-kubernetes (Red Hat package): 1o 26.1.0-3.el8ap
python3.12-jwcrypto (Red Hat package): ao 1.5.6-2.el8ap
python3.12-jsonschema-specifications (Red Hat package): o 2023.12.1-2.el8ap
python3.12-jsonschema-path (Red Hat package): go 0.3.4-2.el8ap
python3.12-jsonschema (Red Hat package): no 4.21.1-2.el8ap
python3.12-json-stream-rs-tokenizer (Red Hat package): go 0.4.26-2.el8ap
python3.12-json-stream (Red Hat package): go 2.3.2-2.el8ap
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python3.12-jq (Red Hat package): go 1.6.0-2.el8ap

python3.12-jpy (Red Hat package): 1o 0.15.0-2.el8ap
python3.12-jmespath (Red Hat package): o 1.0.1-3.el8ap
python3.12-jinja2 (Red Hat package): no 3.1.6-2.el8ap
python3.12-janus (Red Hat package): go 1.0.0-3.el8ap
python3.12-isodate (Red Hat package): go 0.6.1-3.el8ap
python3.12-insights-analytics-collector (Red Hat package): ao 0.3.2-3.el8ap
python3.12-iniconfig (Red Hat package): ao 2.0.0-2.el8ap
python3.12-inflection (Red Hat package): no 0.5.1-5.el8ap
python3.12-incremental (Red Hat package): go 24.7.2-2.el8ap
python3.12-importlib-metadata (Red Hat package): go 6.0.1-3.el8ap
python3.12-hyperlink (Red Hat package): no 21.0.0-3.el8ap
python3.12-gunicorn (Red Hat package): o 23.0.0-2.el8ap
python3.12-grpcio (Red Hat package): go 1.71.2-1.el8ap
python3.12-googleapis-common-protos (Red Hat package): go 1.72.0-1.el8ap
python3.12-google-auth (Red Hat package): no 2.27.0-2.el8ap
python3.12-gnupg (Red Hat package): ao 0.5.2-2.el8ap
python3.12-gitpython (Red Hat package): 1o 3.1.41-2.el8ap
python3.12-gitdb (Red Hat package): 1o 4.0.11-2.el8ap
python3.12-galaxy-ng (Red Hat package): 1o 4.10.12-1.el8ap
python3.12-galaxy-importer (Red Hat package): no 0.4.37-3.el8ap
python3.12-frozenlist (Red Hat package): no 1.4.0-2.el8ap
python3.12-freezegun (Red Hat package): no 1.5.5-1.el8ap
python3.12-flake8 (Red Hat package): no 6.1.0-3.el8ap
python3.12-filelock (Red Hat package): 1o 3.13.1-2.el8ap
python3.12-execnet (Red Hat package): go 2.1.2-2.el8ap
python3.12-et-xmlfile (Red Hat package): 1o 1.1.0-4.el8ap
python3.12-enrich (Red Hat package): no 1.2.7-3.el8ap
python3.12-ecdsa (Red Hat package): go 0.18.0-2.el8ap
python3.12-dynaconf (Red Hat package): 1o 3.2.11-2.el8ap
python3.12-drools-jpy (Red Hat package): no 0.3.10-2.el8ap
python3.12-drf-spectacular (Red Hat package): 1o 0.26.5-3.el8ap
python3.12-drf-nested-routers (Red Hat package): o 0.93.5-2.el8ap
python3.12-drf-access-policy (Red Hat package): ao 1.5.0-2.el8ap
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python3.12-dpath (Red Hat package): oo 2.1.6-2.el8ap
python3.12-djangorestframework-queryfields (Red Hat package): no 1.1.0-2.el8ap
python3.12-djangorestframework (Red Hat package): o 3.15.1-2.el8ap
python3.12-django-split-settings (Red Hat package): no 1.2.0-3.el8ap
python3.12-django-rq (Red Hat package): go 3.2.2-1.el8ap
python3.12-django-redis (Red Hat package): no 5.4.0-2.el8ap
python3.12-django-prometheus (Red Hat package): no 2.3.1-3.el8ap
python3.12-django-picklefield (Red Hat package): go 3.1-2.el8ap
python3.12-django-oauth-toolkit (Red Hat package): no 2.3.0-2.el8ap
python3.12-django-lifecycle (Red Hat package): no 1.1.2-2.el8ap
python3.12-django-ipware (Red Hat package): no 3.0.7-4.el8ap
python3.12-django-import-export (Red Hat package): ao 3.3.6-3.el8ap
python3.12-django-guid (Red Hat package): go 3.4.0-2.el8ap
python3.12-django-flags (Red Hat package): o 5.0.13-2.el8ap
python3.12-django-filter (Red Hat package): ao 23.5-2.el8ap
python3.12-django-extensions (Red Hat package): no 4.1-2.el8ap
python3.12-django-dynamic-preferences (Red Hat package): 1o 1.16.0-2.el8ap
python3.12-django-crum (Red Hat package): 1o 0.7.9-3.el8ap
python3.12-django-auth-ldap (Red Hat package): ao 4.0.0-3.el8ap
python3.12-django-ansible-base (Red Hat package): 1o 2.5.20260225-1.el8ap
python3.12-django (Red Hat package): no 4.2.28-1.el8ap
python3.12-distro (Red Hat package): go 1.9.0-2.el8ap
python3.12-distlib (Red Hat package): ao 0.4.0-2.el8ap
python3.12-dispatcherd (Red Hat package): go 2025.5.19-3.el8ap
python3.12-diff-match-patch (Red Hat package): go 20230430-2.el8ap
python3.12-deprecated (Red Hat package): ao 1.2.14-2.el8ap
python3.12-defusedxml (Red Hat package): no 0.7.1-5.el8ap
python3.12-dateutil (Red Hat package): ao 2.8.2-3.el8ap
python3.12-daphne (Red Hat package): 1o 4.0.0-4.el8ap
python3.12-daemon (Red Hat package): no 3.1.2-3.el8ap
python3.12-cryptography (Red Hat package): o 42.0.5-2.el8ap
python3.12-crontab (Red Hat package): ao 1.0.5-1.el8ap
python3.12-croniter (Red Hat package): fo 2.0.1-2.el8ap
python3.12-constantly (Red Hat package): no 23.10.4-1.el8ap
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python3.12-commonmark (Red Hat package): 10 0.9.1-7.el8ap
python3.12-colorama (Red Hat package): no 0.4.6-2.el8ap
python3.12-click-help-colors (Red Hat package): go 0.9.4-2.el8ap
python3.12-click (Red Hat package): no 8.1.7-2.el8ap
python3.12-chardet (Red Hat package): 1o 5.2.0-3.el8ap
python3.12-channels (Red Hat package): no 4.0.0-4.el8ap
python3.12-certifi (Red Hat package): go 2023.5.7-2.el8ap
python3.12-cachetools (Red Hat package): go 5.3.2-2.el8ap
python3.12-brotli (Red Hat package): no 1.2.0-1.el8ap
python3.12-bracex (Red Hat package): o 2.4-2.el8ap
python3.12-botocore (Red Hat package): no 1.34.162-2.el8ap
python3.12-boto3 (Red Hat package): go 1.34.30-2.el8ap
python3.12-black (Red Hat package): o 24.4.2-3.el8ap
python3.12-backoff (Red Hat package): go 2.2.1-2.el8ap
python3.12-azure-core (Red Hat package): go 1.34.0-2.el8ap
python3.12-autobahn (Red Hat package): no 24.4.2-2 el8ap
python3.12-attrs (Red Hat package): no 22.2.0-2.el8ap
python3.12-asyncio-throttle (Red Hat package): o 1.0.2-5.el8ap
python3.12-async-Iru (Red Hat package): go 2.0.5-1.el8ap
python3.12-asgiref (Red Hat package): go 3.7.2-2.el8ap
python3.12-argon2-cffi-bindings (Red Hat package): go 21.2.0-2.el8ap
python3.12-argon2-cffi (Red Hat package): go 23.1.0-2.el8ap
python3.12-ansible-sdk (Red Hat package): o 1.0.0-3.el8ap
python3.12-ansible-pylibssh (Red Hat package): go 1.2.2-2.el8ap
python3.12-ansible-compat (Red Hat package): go 25.12.0-3.el8ap
python3.12-aiosignal (Red Hat package): no 1.4.0-1.el8ap
python3.12-aiohttp (Red Hat package): 4o 3.13.3-2.el8ap
python3.12-aiohappyeyeballs (Red Hat package): ao 2.6.1-1.el8ap
python3.12-aiofiles (Red Hat package): o 23.2.1-2.el8ap
python3.12-aiodns (Red Hat package): go 3.2.0-2.el8ap
python3.12-Automat (Red Hat package): £o 22.10.0-4.el8ap
pulpcore-selinux (Red Hat package): 1o 2.0.1-2.el8ap

molecule (Red Hat package): 1o 25.12.0-2.el8ap

bindep (Red Hat package): ao 2.13.0-2.el8ap
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automation-hub (Red Hat package): 1o 4.10.12-1.el8ap
automation-gateway (Red Hat package): a0 2.5.20260225-1.el8ap
automation-eda-controller (Red Hat package): 2o 1.1.16-1.el8ap
automation-controller-fapolicyd (Red Hat package): o 1.0-6.el8ap
automation-controller (Red Hat package): o 4.6.26-1.el8ap
ansible-sign (Red Hat package): 1o 0.1.4-2.el8ap

ansible-runner (Red Hat package): ao 2.4.2-3.el8ap
ansible-rulebook (Red Hat package): no 1.1.7-2.el8ap
ansible-navigator (Red Hat package): a0 26.1.1-1.1.el8ap
ansible-lint (Red Hat package): 1o 26.1.0-3.el8ap

ansible-dev-tools (Red Hat package): 1o 26.1.0-3.el8ap
ansible-dev-environment (Red Hat package): go 25.12.2-1.2.el8ap
ansible-creator (Red Hat package): 1o 25.12.0-1.1.el8ap
ansible-core (Red Hat package): 1o 2.16.16-1.el8ap
ansible-builder (Red Hat package): 1o 3.1.1-1.2.el8ap
ansible-automation-platform-installer (Red Hat package): o 2.5-21.el8ap
aap-metrics-utility (Red Hat package): no 0.6.0-2.1.el8ap
python3.12-wheel (Red Hat package): 1o 0.41.2-4.e18_10
python3.12-setuptools (Red Hat package): no 68.2.2-5.el9_6
Ansible Automation Platform: go 2.5

KaTeropus ysa3BnMOro npojykTa: YHBepcansHble KOMMOHEHTH! U GUGANOTeKN
Cnoco6 3KkcnyaTaumu: VicuepnaHue pecypcos.
MocneacTBums skcnayataumm: OTka3 B 06CTyX1BaHNN

PekoMeHZaLMn Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMM CaHKUMAMI NPOTMB Poccninckon degepauy pekomeHayemM yCTaHaBAnMBaTbk OOHOBNEHNS NPOrpaMMHOro obecrneyeHus
TO/IBKO MOC/Ie OLEHKM BCeX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSV3: 7.5 AV:IN/ACL/PR:N/UEN/S:U/C:N/IEN/AH
OueHka CVSSv4: He onpegeneHo
BekTop atakn: CeTeBou

B3avmogeiicTBme c nonb3oBaTeneM: OTcyTcTByeT
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[aTa BbisBneHus / [lata obHoBnernus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWMK:

e https://access.redhat.com/errata/RHSA-2026:3959
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KpaTtkoe onucaHwme: BeinonHeHe Nnpon3soibHOro koa B Foxit PDF Editor and Reader for Mac
NoeHtngukaTop ya3smmoctu: CVE-2026-3779
NaeHTndurkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3BuMbI NpofykT: Foxit PDF Reader for Mac: 2023.1.0.55583 - 2025.3.0.69570
Foxit PDF Editor for Mac (formerly PhantomPDF): 13.0.0.61829 - 2025.3.0.69570

KaTeropvisi ysi3BMMOro npogykTa: pvikinagHoe nporpammHoe obecrnedeHue
Cnoco6 3KkcrnyaTaumm: MIcnonb3oBaHvie NamaTvi Noc/ie ee 0CBO6OXAEHNS
MocneAcTBYS SKCMNyaTaLMK: BeINoHEHVIE MPOU3BOIBEHOMO KOAa

PekoMeHaaLMK MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA Oq)I/ILI,I/IaﬂbeIM natyemM BeHAOPa. B CBA3M CO CNOXMBLLENCA 0O6CTaHOBKOW
N BBEeAEHHbIMW CaHKUMAMK MPOTNB Poccuickonm @eaepaumm pekoMeHdyeM yCTaHaB/IMBaTb ObHOBNEHNA nporpaMMHOro obecneyeHus
TONbKO Mod/ie oueHKn BCcex COnyTCTBYHOLLINX PNCKOB.

OueHka CVSSv3: 7.8 AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop ataku: JTokanbHbIN

B3anmogerncTeme ¢ nosib3oBaTesieM: TpebyeTcs

[aTta BoisBnenus / lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://www.foxitsoftware.com/support/security-
bulletins.html?Security+updates+available+in+Foxit+PDF+Editor+for+Mac+2026.1%2F14.0.3%2F13.2.3+and+Foxit+PDF+Reader+for+
Mac+2026.12026-03-31+00%3A00%3A00
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KpaTtkoe onmcaHwme: [NonyyeHne koHouaeHUansHom nHpopmaumn B FUJI Electric V-SFT
NaoeHTndunkaTop yassmmoctn: CVE-2026-32929

NaoeHTngurkaTop nporpaMmHon ownbkun: CWE-125 YteHne 3a npegenamn bydepa

YA3BMMbIA NpoAykT: Monitouch V-SFT: 6.2.2.0 - 6.2.10

KaTeropwsi ya3BMMoro npogykTa: [poMbiLLIeHH0e NporpaMMHO-annapaTHoe 060pyaoBaHve
Cnocob skcnnyataumm: OTKpbITME NONb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOHOCHOro darina.
MocneacTsusa skcnyatayumn: NMonyydeHmne KoHGNAeHUMANBEHOM NHGOpMaLMm

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.8 AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: 8.0 AV:L/AC.L/AT:N/PR:N/ULANCH/VIHNAH/SC:N/SEN/SAN
BekTop ataku: JTokanbHbIN
B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs
[aTta BoisBnenus / lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWK:
e https://jvn.jp/en/vu/JVNVU90448293/index.htmll
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KpaTtkoe onmcaHwme: BeinonHeHe nponssosibHOro koga B FUJI Electric V-SFT
NaoeHTndumkaTop yassmmoctu: CVE-2026-32928

NoeHtngukaTop nporpammHon ownbkun: CWE-121 MepenonHeHue bydepa B CTeke
YA3BMMbIA NpoAykT: Monitouch V-SFT: 6.2.2.0 - 6.2.10

KaTeropwsi ya3BMMoro npogykTa: [poMbiLLIeHH0e NporpaMMHO-annapaTHoe 060pyaoBaHve
Cnocob skcnnyataumn: MNepenonHeHne bydepa.

MocneacTBuna skcrnnyaTaumm: BelnonHeHve NPomn3BOIbHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.8 AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: 8.0 AV:L/AC.L/AT:N/PR:N/ULANCH/VIHNAH/SC:N/SEN/SAN
BekTop ataku: JTokanbHbIN
B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs
[aTta BoisBnenus / lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWK:
e https://jvn.jp/en/vu/JVNVU90448293/index.htmll
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KpaTtkoe onmcaHwme: [NonyyeHne koHouaeHUansHom nHpopmaumn B FUJI Electric V-SFT
NaoeHTndmkaTop yassmmoctun: CVE-2026-32927

NaoeHTngurkaTop nporpaMmHon ownbkun: CWE-125 YteHne 3a npegenamn bydepa

YA3BMMbIA NpoAykT: Monitouch V-SFT: 6.2.2.0 - 6.2.10

KaTeropwsi ya3BMMoro npogykTa: [poMbiLLIeHH0e NporpaMMHO-annapaTHoe 060pyaoBaHve
Cnocob skcnnyataumm: OTKpbITME NONb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOHOCHOro darina.
MocneacTsusa skcnyatayumn: NMonyydeHmne KoHGNAeHUMANBEHOM NHGOpMaLMm

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.8 AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: 8.0 AV:L/AC.L/AT:N/PR:N/ULANCH/VIHNAH/SC:N/SEN/SAN
BekTop ataku: JTokanbHbIN
B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs
[aTta BoisBnenus / lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWK:
e https://jvn.jp/en/vu/JVNVU90448293/index.htmll
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KpaTtkoe onmcaHwme: [NonyyeHne koHouaeHUansHom nHpopmaumn B FUJI Electric V-SFT
NaoeHTndumkaTop yassmmoctu: CVE-2026-32926

NaoeHTngurkaTop nporpaMmHon ownbkun: CWE-125 YteHne 3a npegenamn bydepa

YA3BMMbIA NpoAykT: Monitouch V-SFT: 6.2.2.0 - 6.2.10

KaTeropwsi ya3BMMoro npogykTa: [poMbiLLIeHH0e NporpaMMHO-annapaTHoe 060pyaoBaHve
Cnocob skcnnyataumm: OTKpbITME NONb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOHOCHOro darina.
MocneacTsusa skcnyatayumn: NMonyydeHmne KoHGNAeHUMANBEHOM NHGOpMaLMm

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.8 AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: 8.0 AV:L/AC.L/AT:N/PR:N/ULANCH/VIHNAH/SC:N/SEN/SAN
BekTop ataku: JTokanbHbIN
B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs
[aTta BoisBnenus / lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWK:
e https://jvn.jp/en/vu/JVNVU90448293/index.htmll
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KpaTtkoe onmcaHwme: BeinonHeHe nponssosibHOro koga B FUJI Electric V-SFT
NaoeHTndumkaTop yassmmoctu: CVE-2026-32925

NoeHtngukaTop nporpammHon ownbkun: CWE-121 MepenonHeHue bydepa B CTeke
YA3BMMbIA NpoAykT: Monitouch V-SFT: 6.2.2.0 - 6.2.10

KaTeropwsi ya3BMMoro npogykTa: [poMbiLLIeHH0e NporpaMMHO-annapaTHoe 060pyaoBaHve
Cnocob skcnnyataumn: MNepenonHeHne bydepa.

MocneacTBuna skcrnnyaTaumm: BelnonHeHve NPomn3BOIbHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTuB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb O6HOBEHVS MPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSV3: 7.8 AV:L/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: 8.0 AV:L/AC.L/AT:N/PR:N/ULANCH/VIHNAH/SC:N/SEN/SAN
BekTop ataku: JTokanbHbIN
B3anmogencTeme ¢ nosib3oBaTesieM: TpebyeTcs
[aTta BoisBnenus / lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha UCTOYHWK:
e https://jvn.jp/en/vu/JVNVU90448293/index.htmll
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndumkaTop yassmmoctn: CVE-2026-5272

NaoeHTndurkaTop nporpaMmHom ownbkun: CWE-122 MNepenonHeHue bydepa B AMHAMUYECKON NaMATH
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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https://crbug.com/491655161
https://crbug.com/491518608
https://crbug.com/491515787
https://crbug.com/490642836
https://crbug.com/490254128
https://crbug.com/489791424
https://crbug.com/489711638
https://crbug.com/489494022
https://crbug.com/488596746
https://crbug.com/491732188
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5274

NaeHTndurkaTop NporpaMMHoMn ownbkm: CWE-472 BO3MOXHOCTb M3MEHEHUS 13BHE NPeAnONOXUTENbHO HeN3MeHAEeMbIX BEO-NapameTpoB
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.

MocneacTsna akcnayaTaumn: BoinoaHeHne nponssoibHOro Koda

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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https://crbug.com/491655161
https://crbug.com/491518608
https://crbug.com/491515787
https://crbug.com/490642836
https://crbug.com/490254128
https://crbug.com/489791424
https://crbug.com/489711638
https://crbug.com/489494022
https://crbug.com/488596746
https://crbug.com/491732188
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctun: CVE-2026-5275

NaoeHTndurkaTop nporpaMmHom ownbkun: CWE-122 MNepenonHeHue bydepa B AMHAMUYECKON NaMATH
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITME MOMb30BaTeNeM CreLyanbHO CO34aHHOMo BPeAOoHOCHOro darina.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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https://crbug.com/491655161
https://crbug.com/491518608
https://crbug.com/491515787
https://crbug.com/490642836
https://crbug.com/490254128
https://crbug.com/489791424
https://crbug.com/489711638
https://crbug.com/489494022
https://crbug.com/488596746
https://crbug.com/491732188
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5277

NaeHTndurkaTop NporpaMMHoMn ownbkm: CWE-472 BO3MOXHOCTb M3MEHEHUS 13BHE NPeAnONOXUTENbHO HeN3MeHAEeMbIX BEO-NapameTpoB
Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTteropws ysa3BMMoro npogykTa: MprikiajHoe nporpaMmmHoe obecrneyeHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.

MocneacTsna akcnayaTaumn: BoinoaHeHne nponssoibHOro Koda

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:H/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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https://crbug.com/491655161
https://crbug.com/491518608
https://crbug.com/491515787
https://crbug.com/490642836
https://crbug.com/490254128
https://crbug.com/489791424
https://crbug.com/489711638
https://crbug.com/489494022
https://crbug.com/488596746
https://crbug.com/491732188
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctun: CVE-2026-5278

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521




222

https://crbug.com/491655161
https://crbug.com/491518608
https://crbug.com/491515787
https://crbug.com/490642836
https://crbug.com/490254128
https://crbug.com/489791424
https://crbug.com/489711638
https://crbug.com/489494022
https://crbug.com/488596746
https://crbug.com/491732188
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome
NaoeHTndunkaTop yassmmoctn: CVE-2026-5279

NoeHTndurkaTop nporpaMmHor owmnbkn: CWE-120 KonvposaHue coaepxmmoro bydepa 6e3 NpoBepkM pasMepa BXOAHbBIX AaHHbIX
(knaccuyeckoe nepenonHeHne bydepa)

YA3BMMbIN NpofykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropwsi ya3BMMOro npogykTa: [prkaajHoe nporpaMmmHoe obecneyeHne

Cnocob akcnnyatauymmn: OTKpbITUE NONb30BaTeNeM CNeLManbHO CO34aHHON BPeAOHOCHO BEO-CTPaHNLbI.
MocneacTsunsa skcnayataumm: BeinonHeHve NPomn3BOABHOIO KO

PekoMeHAaLmm Mo yCTpaHeHuto: [aHHas yAa3B1MOCTb YCTpaHaeTCa oduLmanbHbIM NaTyeM BeHA0pa. B CBA3M CO CNOXMBLUENCA 0O6CTaHOBKOM
Y BBEAEHHbIMI CaHKUMSMK MpoTUB Poccuiickoit Peaepaliiy pekoMeHayem yCTaHaBAMBaTb 06HOBEHVS NPOrpaMmMHOro obecnedeHus
TOJIbKO MOC/IEe OLEHKM BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSvV3: 8.8 AV:N/AC:L/PR:N/UIR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoii

B3avMogeicTBme ¢ nosb3osatenem: Tpebyercs

[aTta BoisBnenus / lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbIIKN Ha UCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e Nttps://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5280

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmMmocTn: CVE-2026-5281

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTtkoe onmcaHwue: [onyyeHne kKoHouaeHUansHom nHdopmaumn B Google Chrome

NaoeHTndunkaTop yassmmoctn: CVE-2026-5282

NaoeHTndurkaTop NporpaMmHor ownbkmn: CWE-125 YteHne 3a npeagenamn bydepa

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBusa skcnyataumn: MNonyydeHme KoHGMAeHUManbHOM NHGopMaLmm

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:L/PR:N/ULR/S:U/C:H/I:N/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5284

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.5 AVIN/AC:H/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5286

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5287

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5288

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.6 AV:N/AC.L/PR:N/UI:R/S:C/C:H/I:H/A:H
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmnkaTop yassmmoctn: CVE-2026-5289

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.6 AV:N/AC.L/PR:N/UI:R/S:C/C:H/I:H/A:H
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5290

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 9.6 AV:N/AC.L/PR:N/UI:R/S:C/C:H/I:H/A:H
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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https://crbug.com/488596746
https://crbug.com/491732188
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KpaTtkoe onmcaHwue: [onyyeHne kKoHouaeHUansHom nHdopmaumn B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5292

NaoeHTndurkaTop NporpaMmHor ownbkmn: CWE-125 YteHne 3a npeagenamn bydepa

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBusa skcnyataumn: MNonyydeHme KoHGMAeHUManbHOM NHGopMaLmm

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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KpaTkoe onmcaHwve: BeinonHeHve Npon3BoaeHOro koga B Google Chrome

NaoeHTndmkaTop yassmmoctn: CVE-2026-5285

NaeHTndrkaTop NporpaMmHor ownbkmn: CWE-416 icnonb3oBaHe nocie 0CBOOOXAEHNS

Ya3sumbln npogykT: Google Chrome: 100.0.4896.60 - 146.0.7680.167

KaTeropws ysa3BMMOro npogykra: MNprknagHoe nporpamMHoe obecneveHne

Cnocob skcnnyataumm: OTKpbITUE MONb30BaTeNleM CreLmanbHO CO34aHHON BPeAOHOCHOM BEO-CTPaHNLbI.
MocneacTBunsA sKCnIyaTaumm: BeinonHeHve NMpon3BOabHOMO KOAa

PekoMeHZaLun Mo yCTpaHeHuto: [laHHas yA3BNMOCTb YCTpaHAeTCd oduLmManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUENCA 0OCTaHOBKON
1 BBeAEHHbIMY CaHKUMAMI NPOTKB Poccninckon defepauy pekomeHayemM yCTaHaBAnMBaTbe OOHOBNEHNS MPOrpaMMHOro obecrneyeHus
TO/IbKO MOC/Ie OLEHKM BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
OueHka CVSSv4: He onpeaeneHo

BekTop aTaku: CeteBoli

B3anMogencTBme ¢ nonb3oBatenem: TpebyeTcs

[aTa BbisBneHus / [lata obHoBneHus: 2026-04-01 / 2026-04-01
CCbINKM Ha NCTOYHWK:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-desktop_31.html
e https://crbug.com/492228019
e https://crbug.com/492213293
e https://crbug.com/490118036
e https://crbug.com/496205576
e https://crbug.com/495931147
e https://crbug.com/495507390
e https://crbug.com/494644471
e https://crbug.com/493900619
e https://crbug.com/492139412
e https://crbug.com/493952652
e https://crbug.com/492131521
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