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MepeyeHb ysa3BMMOCTE

Ne OnacHocTb VineHTndrkaTop YA3BMMbIA MPOAYKT BekTop ataku  ocneacTsns Aata Hannne
n/n BbIABEHNS  OOHOBNEHNS
1 Bblcokast CVE-2023-22640 FortiOS CeTteBoW ACE 2023-05-04 v
2 Bblcokast CVE-2022-33903 Tor CeTteBoW DoS 2023-05-04 v
3 Bblcokast CVE-2023-28756 Ubuntu CeTteBoW RLF 2023-05-04 v
4 | Kputnueckaa — CVE-2023-20126 SPA112 2-Port Phone Adapter CeTeBoi ACE 2023-05-03 X
5 | Kputnyeckaa  CVE-2022-46882 Gentoo Linux CeTeBon Osl 2023-05-03 v
6 Bbicokas CVE-2022-46881 Gentoo Linux CeTeBon ACE 2023-05-03 v
7 Bbicokas CVE-2022-46878 Gentoo Linux CeTeBon ACE 2023-05-03 v
8 Bbicokas CVE-2022-46874 Gentoo Linux CeTeBon ACE 2023-05-03 v
9 | Kputnyeckaa  CVE-2022-28805 Gentoo Linux CeTteBoW ACE 2023-05-03 v
10| Bocokas  CVE-2022-4g434  ~USELInuxEnterprise Workstation CeTesoli ACE 2023-05-02 J
Extension 15
11 Bblcokas CVE-2022-45188 Slackware Linux JlokanbHbIN ACE 2023-05-01 v
12 | Kputnueckaa  CVE-2022-43634 Slackware Linux CeTeBon ACE 2023-05-01 v
13 Bbicokas CVE-2023-22922 NBG-418N v2 CeTeBon DoS 2023-05-02 v




14 Bbicokas CVE-2023-22919 NBG6604 CeTeBon ACE 2023-05-02 v




KpaTkoe onucaHue: BuinonHeHme npornssoasbHOro koga B Fortios
NaoeHTudmkaTop yassumocTn: CVE-2023-22640
NoeHTndrkaTop nporpammHon owmnbkun: CWE-787 3anunce 3a rpaHmiamm bydepa

YassuMbln npoaykT: FortiOS: 7.0.0-7.0.10,6.2.0-6.2.13,6.0.0-6.0.16,7.2.0-7.2.3,6.4.0 - 6.4.11
FortiProxy: 1.0.0 - 7.2.1

KaTeropvst ysa3BUMOro npoaykTa: Unix-nofo6Hble onepauyioHHble CUCTeMbI U UX KOMIOHEHTbI
Cnoco6 akcnnyataumn: OTnpaska CreuyansHO Co3AaHHbIX 3aMpoCoB.
MocneacTBuA SKCNyaTaLmmn: BoinoaHeHe Npov3BoIbHOIO KOAa

PekoMeHAaLmMK N0 yCTpaHeHWo: [laHHasa ySa3B1MOCTb YCTPAHAETCA oduLManbHbIM NaTyemM BeHA0pa. B CBA3M CO CIOXMBLLENCA 0O6CTaHOBKOWM
1 BBeAEHHbIMU CaHKUMAMM NPOTUB Poccuiickor ®eaepaynin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWA MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:H/PR:L/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou
B3anmogericTBure ¢ nonb3osatesieM: OTCyTCTBYET
CpegfcTBa yCTpaHeHusa ya3BUMOCTU: He onpeaeneHo
[laTa BbisiBneHus / lata obHoBnenus: 2023-05-04 / 2023-05-04
CCbINKM Ha CTOYHKK:

e http://fortiguard.com/psirt/FG-IR-22-475




KpaTtkoe onucaHue: OTkas B 06C/TyXnBaHUn B Tor

NoeHTudmkaTop ys3smumocTn: CVE-2022-33903

NoeHTndmkaTop NporpaMmmHoir ownekun: CWE-399 YA3BUMOCTH, CBA3aHHbIE C YPaBAeHeM pecypcamu
Yassumbln npoaykT: Tor: 0.4.7.6rc-0.4.7.7

KaTeropwus ysi3BMMoro npogykra: [prknagHoe nporpamMHoe obecneyerHue

Cnocob skcnnyataumm: OTnpaska crneunansHO COOPMMPOBAHHbBIX AaHHbIX.

MocneacTsma akcnayataumm: OTkas B 06CNYXNMBaHUM

PekoMeHZaLmu No yCcTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAETCH 0duLManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CoXmBLUECH 06CTaHOBKOW
N BBEAEHHbBIMW CaHKUMAMK NpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UL:N/S:U/C:N/EN/AH
BekTop ataku: Cetesou

B3avMozelicTBMe ¢ nosib3oBatenem: OTcyTcTByeT

CpeacTtBa yCTpaHeHWs ya3BMMOCTW: He onpeseneHo

[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2023-05-04 / 2023-05-04
CChlIKM Ha NCTOYHWIK:

e http://security-tracker.debian.org/tracker/CVE-2022-33903
e http://lists.torproject.org/pipermail/tor-announce/2022-June/000242.html
e http://security.gentoo.org/glsa/202305-11




KpaTtkoe onvcaHue: YteHne nokaneHbIx darnos B Ubuntu
NoeHTudmkaTop ys3smumocTn: CVE-2023-28756
oeHTndmkaTop NporpaMMHoi owmnekun: CWE-22 HekoppeKTHble OrpaHUYeHus nyTer Ana KaTanoros (BbIX0Z 3a Npeaenbsl kaTanora)

Yassumbln NpoaykT: Ubuntu: 20.04, 18.04, 16.04
libruby2.5 (Ubuntu package): ao 2.5.1-1ubuntu1.14
ruby2.5 (Ubuntu package): no 2.5.1-1Tubuntu1.14
libruby2.7 (Ubuntu package): go 2.7.0-5ubuntu1.9
ruby2.7 (Ubuntu package): 1o 2.7.0-5ubuntu1.9
ruby2.3 (Ubuntu package): o Ubuntu Pro (Infra-only)
libruby2.3 (Ubuntu package): go Ubuntu Pro (Infra-only)

Kateropus ya3B1MMOro Npogykra: Unix-nogobHble onepaurioHHble CUCTEMbI U X KOMMOHEHTb
Cnocob akcrnyataumm: OTnpaska cneuyanbHO Co34aHHbIX HTTP-3anpocos.
MocneacTBmA SKCryaTaumm: YteHne nokanbHbIX Gannos

PekoMeHzaLmm No yCTpaHeHuto: laHHas ya3BUMOCTb YCTPaHAeTCs 0duLManbHbIM MaTyemM BEHAOPA. B CBA3M CO CIOXMBLLENCA 06CTaHOBKOM
M BBEAEHHbIMW CaHKUMAMK NpOoTUB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 06HOBAEHWA NPOrpaMMHOro obecrnedeHs
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AH
Bektop ataku: CeTeBou

B3anmogzencTeme ¢ nonb3osatenem: OTcyTCTByeT

CpefcTBa yCTpaHeHUs Ya3BUMOCTU: He onpeaeneHo

[laTa BbisiBneHus / lata obHoBnenus: 2023-05-04 / 2023-05-04
CCbINKM Ha NCTOYHKK:

e http://ubuntu.com/security/notices/USN-6055-1
e https://bdu.fstec.ru/vul/2023-02020




KpaTtkoe onucaHue: BeinonHeHe npon3BoibHOro koda B SPA112 2-Port Phone Adapter

NoeHTudmkaTop ys3smumocTm: CVE-2023-20126

NoeHTndrkaTop nporpammHon owmnbkun: CWE-306 OTCyTCTBUE ayTeHTUGUKALIN ANA KPUTUYUECKM BAXHBLIX GYHKLIN
YAa3BuMbIn NpoaykT: SPA112 2-Port Phone Adapter : Bce Bepcuu

Kateropus ysa3BMMOro npoaykTa: TeNekoMMyHIKaLVOHHOe 060pya0BaHe

Cnocob skcrnnyataumm: OTnpaska cneLyianbHO CO34aHHOr0 BPeAOHOCHOro daiina.

MocneacTsmsa akcrnayataumm: BelmonHeHe NPoM3BOIBHOMO KOAd

PekoMeHAaLMM NO YCTPaHEeHWIO: MNpUHATL Mepbl MO YMEHbLIEHWIO YPOBHS ONAaCHOCTH, YKa3aHHble Ha odULIMaNbHOM CaiTe BEHAOPA.
OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH

Bektop ataku: CeTeBou

B3avMozelicTBme ¢ nonb3osatenem: OTcyTcTByeT

CpeacTtBa yCTpaHeHWs ya3BMMOCTW: He onpeseneHo

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-05-03 / 2023-05-03

CChlIKM Ha NCTOYHWIK:

e http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-spa-unauth-upgrade-UghyTWW
e http://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe50762




KpaTtkoe onucaHue: MonyyeHne koHonaeHLUansHoM nHdopmaumm B Gentoo Linux
NoeHTudmkaTop ys3sumocTu: CVE-2022-46882
NaoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 icnonb3oBaHWe nocie 0CBOHOXAEHNSA

YA3BuMbIn NpoaykT: Gentoo Linux: Bce Bepcnn
mail-client/thunderbird-bin: go 102.7.0
mail-client/thunderbird: go 102.7.0

Kateropus ysa3BMMOro npogykra: Unix-noLobHele onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI
Cnocob akcrnyataumm: OTKpbITE MOb30BaTeIeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
Mocneactema skcryataumm: MNosyyeHvie KOHGUAEHUMANbHOM MHGOPMaLIK

PekoMeHZaLmu No ycTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3avMozelicTBMe ¢ nosib3oBatenem: OTcyTcTByeT

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-05-03 / 2023-05-03
CCbINKM Ha NCTOYHUK:

e http://security.gentoo.org/glsa/202305-13




KpaTkoe onucaHue: BbinosHeHve npor3BobHOro koda B Gentoo Linux
NaoeHTndurkaTop ys3sumocTm: CVE-2022-46881
NaeHTndmkaTop NporpaMmHoi ownekun: CWE-119 BeinonHeHve onepaunii 3a npegenamu bydepa namati

YA3BuMbIn NpoaykT: Gentoo Linux: Bce Bepcnn
mail-client/thunderbird-bin: go 102.7.0
mail-client/thunderbird: go 102.7.0

Kateropus ysa3BMMOro npogykra: Unix-noLobHele onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI
Cnocob akcrnyataumm: OTKpbITE MOb30BaTeIeM CreLmanbHO CO34aHHON BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTsma skCcnayaTaumn: BelmoiHeHe Npor3BoIbHOI0 Koza

PekoMeHZaLmn No yCcTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKLUMAMK NPOTNB Poccninckon ®esepalimm pekoMeHayeM yCTaHaBNBaTb OOHOB/EHA NPOrPaMMHOro obecrneyeHus
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H
Bektop ataku: CeTeBou

B3avMozelicTBKe C nosib3oBatenem: TpebyeTtcs

CpegfcTBa yCTpaHeHUs ya3BUMOCTU: He onpeaeneHo

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-05-03 / 2023-05-03
CCbINKM Ha NCTOYHKK:

e http://security.gentoo.org/glsa/202305-13
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KpaTkoe onucaHue: BbinosHeHve npor3BobHOro koda B Gentoo Linux
NoeHTnudmkaTop ys3smumocTm: CVE-2022-46878
NaeHTndmkaTop NporpaMmHoi ownekun: CWE-119 BeinonHeHve onepaunii 3a npegenamu bydepa namati

YA3BuMbIn NpoaykT: Gentoo Linux: Bce Bepcnn
mail-client/thunderbird-bin: go 102.7.0
mail-client/thunderbird: go 102.7.0

KaTeropus ys3B1MOro npogaykra: Unix-noZo6Hble ornepauyoHHbIe CUCTEMBI 1 X KOMIOHEHTHI
Cnocob akcnayatauum: OTKpbITVE NMONb30BaTeNeM CrelyyansHO Co34aHHOM0 BPeAOHOCHOro dalina.
MocneacTBMA SKCMTyaTaLuum: BeiNoHEHe MPOU3BOILHOMO KOAa

PekoMeHZaLmn No yCcTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H
Bektop ataku: CeTeBou

B3avMozelicTBKe C nosib3oBatenem: TpebyeTtcs

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-05-03 / 2023-05-03
CCbINKM Ha NCTOYHUK:

e http://security.gentoo.org/glsa/202305-13
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KpaTkoe onucaHue: BbinosHeHve npor3BobHOro koda B Gentoo Linux
NoeHTudmrkaTop ys3smumocTu: CVE-2022-46874
NaeHTndmkaTop NporpaMmHoi owmnbkun: CWE-20 HekoppekTHast NpoBepKa BXOAHbIX AaHHbIX

YA3BuMbIn NpoaykT: Gentoo Linux: Bce Bepcnn
mail-client/thunderbird-bin: go 102.7.0
mail-client/thunderbird: go 102.7.0

KaTeropus ys3B1MOro npogaykra: Unix-noZo6Hble ornepauyoHHbIe CUCTEMBI 1 X KOMIOHEHTHI
Cnocob akcnayatauum: OTKpbITVe NMofb30BaTeNeM CneumanbHO Co34aHHOr0 BPeAOHOCHOTO dalina.
MocneacTBMA SKCMTyaTaLum: BeiNoHEHVE MPOM3BO/ILHOMO KOAa

PekoMeHZaLmn No yCcTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepallin peKOMeHAyeM yCTaHaBNBaTb OOHOBEHA NPOrPaMMHOro obecrneyeHus
TONIbKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H
Bektop ataku: CeTeBou

B3avMozelicTBKe C nosib3oBatenem: TpebyeTtcs

CpegfcTBa yCTpaHeHus ya3BUMOCTU: He onpeaeneHo

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2023-05-03 / 2023-05-03
CCbINKM Ha NCTOYHKK:

e http://security.gentoo.org/glsa/202305-13
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KpaTtkoe onvcaHue: BeinonHeHne npon3BoabHOro koza B Gentoo Linux

NaoeHTudmkaTop yassumocTn: CVE-2022-28805

NoeHTndrkaTop nporpammHon owmnbkn: CWE-122 MepenonHeHue bydepa B AVHaMUYECKON NaMATH
YA3BuMbIn NpoayKkT: Gentoo Linux: Bce Bepcnn

Kateropus ysa3BMMOro npoaykra: Unix-noLobHbele onepaumoHHble CUCTEMbI 1 MX KOMMOHEHTHI
Cnocob skcnnyataumm: OTnpaska cneLyansHo ChopMMpoOBaHHOTo 3anpoca.

MocneacTBmA sKCnyaTaumn: BoinoaHeHe Npor3BOAbLHOMO KoAa

PekoMeHaaLMM Mo YCTPaHEeHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B ¢BSA3M CO CNoXMBLLENCS 06CTaHOBKOW
N BBEeAEHHbIMW CaHKLUMAMK MPOTVB Poccumckon CDeﬂ,epaLu/Wl pekomMeHdyeM yCTaHaB/IMBaTb ObHOBNEHMA MpPorpaMMHOro obecneyeHs
TONTbKO MOcC/ie OLUeHKn BCeX COMyTCTBYHOLLINX PUCKOB.

OueHka CVSSv3: 9.1 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:N/AH
BekTop ataku: Cetesou

B3anmogenicTame ¢ nonb3osatesnem: OTcyTCTByeT

CpefcTBa yCTpaHeHUs Ya3BUMOCTU: He onpeaeneHo

[laTa BoisBneHus / lata obHoBneHus: 2023-05-03 / 2023-05-03
CCbINKM Ha NCTOYHKK:

e http://security.gentoo.org/glsa/202305-23
e https://bdu.fstec.ru/vul/2022-04620
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KpaTtkoe onmcaHue: BeinonHeHne npon3BoibHOro koda B SUSE Linux Enterprise Workstation Extension 15
NaoeHTudwkaTop yassumoctn: CVE-2022-48434
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme noc/ie 0CBOOOXAEHNA

Yassumbln npodykT: SUSE Linux Enterprise Workstation Extension 15: SP4
Desktop Applications Module: 15-SP4
SUSE Package Hub 15: 15-SP4
SUSE Linux Enterprise Micro: 5.3 -5.4
SUSE Linux Enterprise Server for SAP Applications 15: SP4
SUSE Linux Enterprise Server 15: SP4
SUSE Linux Enterprise Real Time 15: SP4
SUSE Linux Enterprise High Performance Computing 15: SP4
SUSE Linux Enterprise Desktop 15: SP4
SUSE Manager Retail Branch Server: 4.3
SUSE Manager Server: 4.3
SUSE Manager Proxy: 4.3
openSUSE Leap: 15.4
libavresample4_0-64bit: no 4.4-150400.3.15.1
libavresample4_0-64bit-debuginfo: go 4.4-150400.3.15.1
libavfilter7_110-64bit-debuginfo: go 4.4-150400.3.15.1
libavdevice58_13-64bit: go 4.4-150400.3.15.1
libavfilter7_110-64bit: ao 4.4-150400.3.15.1
libpostproc55_9-64bit: go 4.4-150400.3.15.1
libavdevice58_13-64bit-debuginfo: o 4.4-150400.3.15.1
libpostproc55_9-64bit-debuginfo: 1o 4.4-150400.3.15.1
libavfilter7_110-32bit: po 4.4-150400.3.15.1
libavutil56_70-32bit: go 4.4-150400.3.15.1
libavresample4d_0-32bit-debuginfo: o 4.4-150400.3.15.1
libavcodec58_134-32bit: no 4.4-150400.3.15.1
libavutil56_70-32bit-debuginfo: o 4.4-150400.3.15.1
libavformat58_76-32bit: no 4.4-150400.3.15.1
libpostproc55_9-32bit: go 4.4-150400.3.15.1
libavdevice58_13-32bit-debuginfo: o 4.4-150400.3.15.1
libswresample3_9-32bit-debuginfo: o 4.4-150400.3.15.1
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libavfilter7_110-32bit-debuginfo: go 4.4-150400.3.15.1
libswscale5_9-32bit-debuginfo: 1o 4.4-150400.3.15.1
libavdevice58_13-32bit: 4o 4.4-150400.3.15.1
libswscale5_9-32bit: go 4.4-150400.3.15.1
libavresample4_0-32bit: no 4.4-150400.3.15.1
libpostproc55_9-32bit-debuginfo: o 4.4-150400.3.15.1
libavformat58_76-32bit-debuginfo: g0 4.4-150400.3.15.1
libswresample3_9-32bit: no 4.4-150400.3.15.1
libavcodec58_134-32bit-debuginfo: o 4.4-150400.3.15.1
libavutil56_70-debuginfo: oo 4.4-150400.3.15.1
libavdevice58_13-debuginfo: no 4.4-150400.3.15.1
ffmpeg-4-libavdevice-devel: 1o 4.4-150400.3.15.1
ffmpeg-4-libavcodec-devel: ao 4.4-150400.3.15.1
libpostproc55_9: no 4.4-150400.3.15.1
ffmpeg-4-libavfilter-devel: 1o 4.4-150400.3.15.1
libavdevice58_13: o 4.4-150400.3.15.1
libswresample3_9-debuginfo: ao 4.4-150400.3.15.1
libavcodec58_134-debuginfo: go 4.4-150400.3.15.1
libavfilter7_110: no 4.4-150400.3.15.1
ffmpeg-4-libavformat-devel: go 4.4-150400.3.15.1
libavformat58_76-debuginfo: o 4.4-150400.3.15.1
ffmpeg-4-libpostproc-devel: o 4.4-150400.3.15.1
ffmpeg-4-libswresample-devel: no 4.4-150400.3.15.1
ffmpeg-4-libavutil-devel: o 4.4-150400.3.15.1
libswscale5_9-debuginfo: go 4.4-150400.3.15.1
libswscale5_9: no 4.4-150400.3.15.1
libswresample3_9: 10 4.4-150400.3.15.1
ffmpeg-4-private-devel: no 4.4-150400.3.15.1
ffmpeg-4: no 4.4-150400.3.15.1
ffmpeg-4-debugsource: 1o 4.4-150400.3.15.1
libavutil56_70: no 4.4-150400.3.15.1
libavresample4_0: no 4.4-150400.3.15.1
ffmpeg-4-libavresample-devel: go 4.4-150400.3.15.1
libpostproc55_9-debuginfo: go 4.4-150400.3.15.1
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libavformat58_76: go 4.4-150400.3.15.1
libavfilter7_110-debuginfo: o 4.4-150400.3.15.1
ffmpeg-4-libswscale-devel: 1o 4.4-150400.3.15.1
ffmpeg-4-debuginfo: go 4.4-150400.3.15.1
libavresample4_0-debuginfo: go 4.4-150400.3.15.1
libavcodec58_134: no 4.4-150400.3.15.1

Kateropus ya3BMMOro npogykra: Unix-noLobHbele onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI
Cnocob skcnnyataumm: OTnpaBka creLansHO CO34aHHOro BpeLoHOCHOro darina.
MocneacTemaA sKCnyaTaumn: BoinoiHeHe npor3BoAbLHOMO KoAa

PekoMeHAaLmMKM MO yCTPaHeHWO: [laHHas yAa3B1MOCTb YCTPAHAETCA OduLIanbHBIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUECA OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMSAMM NPOTMB Poccuniickor ®eaepaunmn pekoMeHayeM yCTaHaBNBaTb 0OHOBNEHWA MPOrpPaMMHOro obecneyeHus
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:H/PR:N/UIN/S:U/C:H/I:H/AH
BekTop ataku: CeteBou

B3anmogericTeume ¢ nonb3osatenem: OTcyTCTBYEeT

CpefcTBa yCTpaHeHMs Ya3BUMOCTU: He onpeaeneHo

[laTa BbisiBNneHus / lata obHoBneHus: 2023-05-02 / 2023-05-02
CCbINKM Ha CTOYHKK:

e http://www.suse.com/support/update/announcement/2023/suse-su-20232087-1/
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KpaTtkoe onucaHwue: BeinonHeHe Npon3soibHOro koda B Slackware Linux
NaoeHTudmkaTop yassumocTn: CVE-2022-45188
NoeHTndrkaTop nporpammHon owmnbkn: CWE-122 MepenonHeHue bydepa B AVHaMUYECKON NaMATH

Yassumbln npoaykT: Slackware Linux: 14.0 - 15.0
netatalk: 40 3.1.15

KaTeropus ys3B1MOro npogaykra: Unix-noZo6Hble onepaunoHHbIe CUCTEMBI 11 X KOMIOHEHTHI
Cnocob akcnayatauum: OTKpbITVE NMONb30BaTeNeM CrelyyansHO Co34aHHOMO BPeAOHOCHOro dalina.
MocneacTBMA SKCMTyaTaLum: BeiNoHEHVE MPOM3BO/ILHOMO KOAa

PekoMeHAaLmMK N0 yCTpaHeHWo: [laHHasa ySa3B1MOCTb YCTPAHAETCA oduLManbHbIM NaTyemM BeHA0pa. B CBA3M CO CIOXMBLLENCA 0O6CTaHOBKOWM
1 BBeAEHHbIMU CaHKUMAMM NPOTUB Poccuiickor ®eaepaynin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWA MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.8 AV:.L/AC.L/PR:N/ULR/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

CpeacTtsa yCTpaHeHUs ya3BUMOCTU: He onpeaeneHo

[JaTa BoiiBneHus / lata obHoBneHus: 2023-05-01 / 2023-05-01
CCbINKM Ha CTOYHKK:

e http://www.slackware.com/security/viewer.php?l=slackware-security&y=2023&m=slackware-security.478570
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KpaTtkoe onucaHue: BeinoiHeHe Nporn3BoibHOMo koa B Slackware Linux
NoeHtudmrkaTop ys3smumocTu: CVE-2022-43634
NaoeHTndmkaTop nporpammHoi owmnbkn: CWE-122 MNepenonHeHue bydepa B AMHAMNYECKON NaMATH

Yassumbln npoaykT: Slackware Linux: 14.0 - 15.0
netatalk: 40 3.1.15

KaTeropws ysi3BMMOro npoaykta: Unix-nofo6Hble onepauyioHHble CUCTEMbI U X KOMIOHEHTbI
Cnocob akcnnyaTaumm: OTnpaska crneumansHo CGOPMUPOBAHHBIX JAHHbBIX.
MocneacTBWA KCNAyaTaLmm: BeinoaHeHe Npov3BOAbHOIO KOAa

PekoMeHAaLmMK MO yCTPaHeHWO: [laHHas yA3B1MOCTb YCTPAHAETCA oduLIManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUECA OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMM NPOTMB Poccuniickor ®eaepaunimn pekoMeHayeM yCTaHaBNBaTb OOHOBAEHWA NMPOrPaMMHOro obecneyeHs
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
BekTop ataku: Cetesou

B3anmogericTeume ¢ nonb3osatenem: OTcyTCTBYEeT

CpefcTBa yCTpaHeHUs Ya3BUMOCTU: He onpeaeneHo

[JaTa BoisiBneHus / lata obHoBnenus: 2023-05-01 / 2023-05-01
CCbINKM Ha NCTOYHKK:

e http://www.slackware.com/security/viewer.php?l=slackware-security&y=2023&m=slackware-security.478570
e https://bdu.fstec.ru/vul/2023-00621
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KpaTtkoe onucaHue: Otkas B obcnyxmsaHum 8 NBG-418N v2

NaoeHTudmkaTop yassumoctn: CVE-2023-22922

NoeHTndrkaTop nporpammHon owmnbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm dydepa namati
Yassumbln npoaykT: NBG-418N v2: 1.00(AARP.13)CO

KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe

Cnocob skcnnyatauum: He onpeseneHo

Mocneactema skcnyataumm: OTkas B 06CNyXMBaHUM

PekoMeHaaLMM Mo YCTPaHEeHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTVB Poccumckon CDeﬂ,epaLu/Wl pekoMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPorpaMMHOro obecneyeHus
TONTbKO MOcC/ie OLUeHKn BCeX COMyTCTBYHOLLINX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/AH
BekTop ataku: Cetesou

B3anmogericTeume ¢ nonb3osatenem: OTcyTCTBYEeT

CpefcTBa yCTpaHeHUs Ya3BUMOCTU: He onpeaeneHo

[laTa BoisiBneHus / lata obHoBneHus: 2023-05-02 / 2023-05-02
CCbINKM Ha NCTOYHKK:

e http://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-multiple-vulnerabilities-in-nbg-418n-v2-home-
router
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KpaTkoe onucaHue: BoinosHeHyie npor3soabHoOro koga 8 NBG6604
NoeHTudmkaTop ys3sumocTu: CVE-2023-22919

NoeHTndmkaTop nporpaMmHor owmnbkm: CWE-78 HekoppekTHas HenTpanun3aums cneymansHelX 31eMeHTOB, NCNob3yeMblX B CUCTEMHBIX
KoMaHzAax (BHeapeHve komaHz OC)

Ya3suMbln npoaykt: NBG6604: 1.01(ABIR.0)CO

KaTeropus ys13BMMOro NpoaykTa: TenekoMmyHMKaUoHHoe 060pyaoBaHme
Cnocob akcnnyataumm: OTnpaeka cneuyanbHO COOPMUPOBAHHbBIX AAHHbBIX.
MocneacTBmA akcrayaTaumm: BelnoaHeHe NPOM3BOABLHOMO K04

PekoMeHAaLMKM MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPAHAETCA oduLIManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMM NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/ACL/PR:L/UIN/S:U/C:H/I:H/AH
BekTop ataku: Cetesou

B3anmogericTeume ¢ nonb3osatenem: OTcyTCTBYEeT

CpefcTBa yCTpaHeHUs Ya3BUMOCTU: He onpeaeneHo

[laTa BoisBNeHus / lata obHoBneHus: 2023-05-02 / 2023-05-02
CCbINKM Ha NCTOYHKK:

e http://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-post-authentication-command-injection-
vulnerability-in-nbgb604-home-router




