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YBEAOMJIEHUE OB YA3BUMOCTU
VULN-20200513.3| 13 Mas 2020 .
YpoBeHb onacHocTyt: BbICOK

Hannuwne obHoBneHws: ECTb

YaneHHoe BbINO/IHEHWE KOJia B MexaHu3Me 6a3 JaHHbIX Microsoft Jet

NaeHTndmkaTop ya3B1MMOCTH

MITRE: CVE-2020-1051
CVE-2020-1174
CVE-2020-1175
CVE-2020-1176

NaeHTUUKaTOP NMPOrpamMmMHOI OLLINOKM

CWE-119: BeinonHeHve onepauni 3a npegenamu byodepa
namaTn

OnucaHve YA3BNMOCTU

JKCnyaTaums ya3BMMOCTM MO3BONSET YaaleHHOMY
3/10YMbILUNEHHVIKY BbIMOMHUTL MPOV3BO/IbHbLIV KO B
LileNleBol CUCTeMe NoCcpeacTBOM OTKPbITUA
nosib3oBaTenemM cneumanbHoO CGOPMIPOBaAHHOIO
BPeAOHOCHOro darna. Ya3BnuMOCTb 06yC10B1eHa
HEeKOpPpPeKTHOW 0b6pabOoTKOM OOBEKTOB B MaMATY
mMexaHn3MoMm Jet Database.

Kateropws yassrmoro npogykra

OnepaunoHHble cncTembl Microsoft n nx KOMMoOHeHTb

Yassumoe 10

Windows: 7, 8.1, 10, 10 1607, 10 1709, 10 1803, 10 1809,
101903, 10 1909, RT 8.1

Windows Server: 1803, 1903, 1909, 2008, 2008 R2, 2012,
2012 R2, 2016, 2019

PekomeHaauMy nNo yCTpaHeHuo

O6HOBWTL MPOrpamMmmHoe obecrneyeHue

[laTa BbIgBNeHnd

12 maqa 2020 .

[laTa obHOBNEHUS

12 maga 2020 .

OueHKa KpUTNYHOCTK ya3BuMocTy (CVSSV3.1)
BekTop ataku (AV)
CNoXHOCTb 3KCnyaTaunm yassmmoctu (AC)

Heobxoavmelin ypoBeHb nprisuneruia (PR)

7.8 AV:L/AC.L/PR:N/ULLR/S:U/C:H/I:H/AH
JlokanbHbIn (L)
Hiskas (L)

OTcyTctByeT (N)



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1051
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1174
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1175
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1176

HeobxoanmocTb B3anMOAenCcTBmS C
nosb3oBartenem (Ul)

MacwTab nmocneAcTBUIA 3KCMyaTaLmm
yA3BMMOCTU (S)

BangHue Ha koHouAeHUansHOCTE (C)
BangHwve Ha uenoctHoCTb (1)
BavaHmne Ha LOCTYNHOCTL (A)

CTeneHb 3penocTy A0CTYNHbIX CPeACTB
aKCMNyaTaLmm

Hannune cpeacTs yCTpaHeH s
YSA3BMIMOCTN

Jl0CTOBEPHOCTL CBeAeH I 06
YA3BMOCTU

Tpebyetca (R)

He namensetcs (U)

Bbicokoe (H)
Bbicokoe (H)

Bbicokoe (H)

KOHLLeﬂTyaﬂbHoe noarsepxgeHne

OduumansHoe pelleHue

CBeJieHst MoATBEPXAEHbI

CCbINIKM Ha MCTOYHVIKIA

https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2020-1051
https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2020-1174
https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2020-1175
https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2020-1176



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1051
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1051
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1174
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1174
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1175
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1175
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1176
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1176

